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Abstract: To evaluate the effectiveness of moving network defense, this paper presents the host security state
deduce graph construction algorithm in moving network defense environment. The host security state transition
model is constructed, the quantitative effectiveness evaluation method is proposed for moving network defense
based on host state transition probability, and a useful reference is provided for the design of moving network
defense policy. Finally, feasibility and effectiveness of the proposed model and method are illustrated and verified
in a representative network example.

Key words: Moving network defense; Host security state transition; Transition probability; Effectiveness evaluation

1 315

A HEBif (Moving Target Defense, MTD)
SEAEHRE RISAT W48 RG], T8 A R SLAHALL
PE e PEANERASYE, B2 REE . BELEEAIS)
DRI EFFLEATA . AL ANTIE 1 M 2% RS
DA o 0 e 55 R AR P — o 0o 8¢ 2 AL . B s
FBR BRI TR H AN AL AN M 59 M1 R 48
M2 T AW S B i, el D BU I TR &, fi
FH 2% E B e 1)

A HARBAEHLI A A5 2 A 2 1 LA 2 B AN [R] 1
JiaRSEE, 0 W2 R RR A Bl 199 2% B 11 (Moving
Network Defense, MND), F57ELREF M 241817 A1/l

ke H 9 2016-05-19; BRI H W1z 2016-09-09; kY45 i : 2016-11-17
*EAEEH: XL liujiang2333@163.com

HETH: FHXK 863 tHEITH (2012AA012704), M TRHEAZEAN
Z 1 H (131PLIJRC644)

Foundation Items: The National 863 Program of China (2012AA
012704), The Scientific and Technological Leading Talent Project of
Zhengzhou (131PLJRC644)

55 e MEVERIESVE R AT N, Al BSAR m BE e ) T
BNA SR EHL TP Mok R 10, B s 7 ki
LW S R EAS B, BN B SRR R 2% 4
SO R AE L, BRI B ke A . A M
L5 BT RIE TN SO JT T e — 2 3l 90 5% 7 4
FRIR) R AN A 190 23 7 AL ) ST B, HG DAy o 55 4%
) B B A A R b P it 1O . R BN
B R A PR VP AL, HOA B TR S L i
e f 5 v ) S A W 2t B A SRR SR 1 T RS, 1K
WA TN 2

HAT, & T )& B AR A7
RMEVPAT . SCHR (5] 52 1 30 2 A Ay, ot
TIUA B Sl i e athe e, 2ty 7 3has H AR B 1
AR LA SERR . TR (6] Brek 1 # #% E AT =4k
N, K shas H ARG b 22 4tk w] I 1w Y
— R, AR R T B S, (HORZE A
RIS TT v SCBR (7] 2 T4 A 1 ) 2 o 3% 7 10 31
il CAG(Conservative Attack Graph) %, F
P BCSIH6 53 AT 1 90 6% T B 50 o0 Bk 1 Dy 4 1) 5



510 BT 516G 8 %R

%39 %

Wi, SEMEUL] T BhA HARBTE AT R0k . SRR [8]R
5 R BHERAR R 2 T R GE 2 RS oA
KA, VT REGSEZHI BT, HAGEH]
T2 F & DP(Dynamic Platform)sEig. SCHER[9]
HRI T R B PR MR C R 0T T 8 HAxBs
WA R, AEAR TS B[R IR AR B AR AR 1
b)) “RENE” 8RS . SCHR[10)F) A% G 8l ) 2 e iy
X BN H bR B A ) S REREAT T R G50 B A E S
M, AL 199 25 LS5 254 P 220 8 302 H B B AR AR
DL LB A& H ARG A S, H 2 A il ik od 2%
Be8is e 7 RS AL G R AR 2 2 — I HERE . SCHR
[11]FEA T 5T urn MR () 9 2% b bk Bk A Pk fig
VEAL TV, BRI T s R BRI AR i
55 P HC AN ARSI A0 ot Jle D e (K e, H R 2%
Bobid—MERM 2 DRI, I8y figk
X Bt ) A 5 A AR BOR B R R . STHiR[12]
P2 2 KB IR HARM (Hierarchical Attack
Representation Model), MBENLIE. ZFEPEFITGR
PE 3 AN FEXS B H AP AT B AT VPAY, (EOR
% &8 H RPN s &t LA R 02 H AR
SR PRI 517 A BSEAS o

BEXS DAL )R, A SR LT AL e RASE
PRI 1) 51 25 W0 255 03 A AT 2801 VPN D705 B 2 T4
N RS B AR R 5 3 WA FEHL
ARSI BER, . QBN R
R MR & SCRIVH SR D7 o 4 3T Bk 3 F
RS T B3N 25 W 28 7 AN AR 180 26 (1) 53 i
FLOGMHMC RS s 28 5 R S0 W 2% 50 IE TS A AR
ML AIAT AN 2500 s 56 6 R &30k
KWFTTHAT R
2 FHRERTEBE
2.1 BEABE

0 23 TELIS1 0T 470 PR S J0T A W 29 2 A IR AS TR AH L 3%
o FHLLAREFR K P SR BN AR
A, TLFETRBUPN AT 1) e A B 915 A SRS ) S it |
BN RSN . WM RSk, K

EEE R

ERLFA

PP ICZR R AR 2 o 1 9 1 g
A O A o A RS EHL HATIE B G R,
[ S 36 A I AP A A e o R BT AT TS A, T
TR FHLEN H AL L SR 7 10 5 s S it 4
2T FEHUREM G R EEE NMZE P BEA R, )
IOAH B FEVLENE EHLR . FHLZ 2R
P IE R 1 s
(O)M&easEE: BHEEHTENRSER

FLOEWIRIAGE Y CEP S E R Z Ui AR P
M iEBERXRRC B MS 2T, L,
F =< host, service, port > 7~ £ HL host I A k55
service Jf 7E %t I port ¥ Wr;  V =< host,service,
ceveid > K7 ML host 1 IR 55 service 4715 e 99 14
cveid ; Z =< host, value > 78 M host [ % 7=
BN value , value [{E B K AR 8 7 Bk BUBCRN H
P, P =< host,privilege > £/~ A2 E LE F M host L
P privilege Vi M AL, privilege={none, user,root}
MR AR . BA AR B
A root PR s FEFE C ik ENLZ M BIERCR,
FEFEIAT RN UE ML shost , FEFEFIFR N H I EHL
dhost , P ICZE RN shost | dhost 1% I port Vi
M OCFR, Y port AZHF, KK shost 55 dhost 2 [A] A
TAAEERER R

(2) BB BB Wt BATAH A
A B ANZE R — 2R Ma 59 PR FH I A, W =< tid,
prec, postc, cveidset > o Fe A7, tid 7N BUMR AR IR
prec = < privilege, cveid, C > K7 J8U A 28 I BT 75 14
Mg B R LS, UIAREAETEN EEAW
VIG5 AR privilege « H B AL NGEE9 M cveid
W 2% 1EF R 2 C ; poste =< privilege, C,sd > K 78
B R A G R, AR FAE H B ENL ESAS
IR R LT privilege « M ZERIE R C L. i
KGR sd 455 eveidset RNl H T 85 X 1 s
T G BB 0 — e 99 MR FH i Hh 5
JE S, AERIE T AR B I 75 20R kAT
LR

(3) B A SRmS 122 B RHISRENS A D B A A

|

EESE PN SRS A

FEHUREFR I

EHLR IR R
JE Py 529 L
EHUARSS 5 B

EHLBE R 75 0 SR s

K1 TRl RS K



ERE

A ATEE: HeT RN AR IR B 1A 3 2% 104 2% B AT 2 DE A 511

S I R E (R N, D=<tid, dset> o A1,
tid 2 7 @ B PR 1R s dset = {< dj,p e >, 0,
<y Py C >} R N TE B ) 7 1 SRS 4
d; BT AEUEAR TR, p, ST BT H ST T W9 2 22 4> B FR
g R, o BTSN A . AN BB
WA 25 B A SR, G RV AR L B U ) 2 1
AR o B4 AR AL R AR A BAS R G Rl A 121
FCHAM R LS 30R(13) . Forr, B A =4k v] H
DoS BulilI RS HUR N HUE, BWIEM R 6, MR
BI7 45 S M A5 AE (1) ST AR B4 AR A5 4, ] i
M 1k e A M S 11 6 AR (A $ A AR 20 Sl D 0.50 6 A
0.256 , S fA 30 1.206 A10.756 -

FH 22 REEBEE - PMPREER RS
T =(8,t,5,,5;) » HH, S ={s,8,",s,} TH%
IREHES, s, =< host, privilege >; 7= 9 xS &Ik
SHEBKRRES, B2 P sReSoE
sy € S R ENWIIH LR Sy €5 & HIRRESE
Fro MTHRANT R s, €8 ,R (s;)={s, €5 :(s,,8,,)
CryRATRs AR R, R (s)={s, €9:
(8,,8) C T} R Rl s, KT AT /e A TH ML
AR BN T T3 & H AR B AT 2800 VA
o, GINIRESEACEME S, B A7 A i1 b
e, AR AN E RS 7T 5l s, BB s, WPRASH A
WEw,, =p . K, pEoxRe KAERERME,
R4 @ H W W PF S R 4% CVSS(Common
Vulnerability Scoring System) vt g Fi44 A& A= 11
2.2 BikdR

T RE R E LSO R, Bl v,
C AT B MRSk, A b A A A R
W2 B (B 2 250 1447 SRS 1S B A S ms
AR RAONS W 2 2 A LR I (B 15 250 25 4T):
Je i AL A RS RS IR IR IR 74 0 A i) B
B KHIERTERHE, BARME 1 P,

FH ARSI 5% et B’ AR B, 19
T AR SRR [R5 3 B, B e v e Ik
T I, e S F I 4 SR
PRI . R, AL RS I 5 1A
FR EHLZARAS, WA R A RS RS R,
P ORSBEIE A, BAR T AT 220 .
2.3 ERENT

FWL e AR F S B A2 B TR ) [R) 52 2% BEAS
I MR, MBS RINEH AKX, mHY
FHIAE HA K. B HAEMEE R ENE A,
B ENLIITIANECN v, 3T REAS EHLZ 8)E
R AU E SN O(n® —n) » XA AL

F1 EINRERTEBELERE®

ik PH RS Bk
HIN: MESEROCR C, FHRIGFEE YV, BUMEW , B
NSNS & D
Wil WAEES, WEREE, ENReRESEBET
(1) S— @, F—a;
(2)  for each Cdo
if V.host == C.dhost and V.cveid N W.cveidset
==

(4) return; / /USSR s AR U H LR
(5) else if P.host == C.shost and P.privilege > W .prec
(6) s,-host = C'shost;
(7 s,.previlege = P.privilege;
(8) s,.host = C.dhost;
(9) s,.previlege = (W.postc).privilege;
(10) S — SU{s,,s,}; /BN s,, s, AT RUEES S
E—EU(s, —s,); [/HBiLs, —s, MANUES
(11)
E
(12) end if
(13) end if
(14)  end for
(15) for each s, €S and d, €D
(16) for each s, € R™(s;)
an E—EU(s;—s); [/¥ils —s MANBE
fE
(18) end for
(19) for each s, € R"(s;)
(20) E—E—(s;—s); /[/Bils —s NLESL
E ik
(21) end for
(22) if R°(s)==92 and R(s,)==9
(23) S—S—s; [J/BILAT s, NTWRES S
LSS
(24) end if

(25)  end for
(26) return S, E, T

T SRR RBATULHL, (EBIRN BN D0 7 2L
R IR N O(u(n® —n)) » EHLLAREHEBIE
W R H 2 0 3n , AEBEAS AL S 7 A S
J& s P H AT R N R T S AT A R
O(9n° — 3n) o T4, EHILMTH R S350 O(n?) %L
=
3 FHRERBIBEE
3.1 RBEATE

THL ARSI AL LU FRARZSH LA L,
il R AR B AL R o AR 3B IE I R 2 A
U BRARFRECT A, I RGeS W R AR
(Rt s B4R () DR ot R T A S it o7 0 S s,



512 BT 516G 8 %R

% 39 %

I s 1) B3 s T e R FH L2
FpUR N

G ENLEREEBE T=(51s,5),
8, € 8g 56 (i = 1,2, n) B, vV, ={s,
Sy Sy es 8} T EHURETT UEES, B, ={s
— Sy Siy = Siy s S — S, e ST B A
AR FNLZERETE,
8y 8y Sy Sy Syttt Sy — Sm—l} = B |
TG S G R B EAL G AREIT R, W AT
P, = {5,,€1,59,9,85,-€;,8; -, 5, } 7&— L MHI U IR ZS
s FIHARIRAS s, BT U FAE 81 py; JE EHLAR
ARG B, B AR
BB BT H (110 py, 1 py; 53502 EHUIRES
TR H MR I ) R, [ SRS ) S
it A5 7o NA 5 TR R A P YRR A R R, N AR hT
S5 AR N B AR I IR A, S [e]5R 2]
PR AT RS S EVL L 2RE
TR 2 iR, WRRRENZRE, 4
RS B E MR H AR .

BEAR T P BURR

B o={s, = 51,8

P2 P33 Dii

P12 ; ¥ Po3
()

2T D3
P31

pi

2 EHL ARSI

3.2 FEIEHEE

WNZ T, , Wi RS0 7, , vl
REW A, HIESERIEMA S E(0<k
<), WT, AT IR AR AR5 A S e 18 2 (1) 4R
M a=k/n, WARZT s, FPRETT s, BRI
IR N B (1<t <m). NFLIHT, BB
WS SEZ it e 0% 3 T I S6 4 R AT AT I 2 4 Jl ol 1)
M 1,

(D) p, . BIRNRF L TARET
Ms s AET, B ARIES T R 8l A S it B A S s e A
FLIRDE 2% g P 4 12 L BE BR AT 0 s, dls HAR K
LE R SRS PR (RPIR AT 2T s, (5 < i) MR EEFR iy
W R, Ms sy, s, IREAT 51 SN i
B, s RAEATBIAESRNE PRRE, CRATTs, BPRAY
s IR E MR p; o

ji—

' J
p; = [1,(1705)71‘/11,] (1,0[)T;,/Th7 s, €V,

7

s, €V, 8 —s, €0, 1<j<i<m (1)

Forb, ARZSTT s, LB S TP AR HEAT B A SR 1
HIIMERE N1 — o, (1 — )™/ RORTE T, PR

B, R HEAT I B R R R, 1-(
—a) T RIRAE T, W s, sy s 8 SIHEAT B A
FEME PRI

B V, = {5j75,7+1a"'75i—175z} B, = {5,7' 7 Sj15 5541
> Sjy0y S sp,1<j<i<m, MAERASTT A
NS B A ) 25 B A SRS IR, AR D E 5 R
T EUBFATAI DG, HAL T B AT RS R s, (1)
MEEN o -

i—1
a; = ku(u+1)/
u=j

s;€V,s —s, € 1<j<k<i<m (2)
et [T g FRARH DR T 25 A
REARET s, 0B, 1450, ([T w0 ) &

k
u=j
INANAR AL T MRS s, BIPRATT s, 1O BB %
12 LR BRI 2 A
A AN BRI 25 B A0 SR g 14 R 5 H ) 15
T BME—IRETT S T, WS LLREAT T, / T, YK
WAL, AR FTREAL T EUB AR LA IR
R SEEEER A A, R A S
PRS0 s, (K PSR A2 p, Ay

p; = Zaipij, s, €Vyys,€V,,8 — s, €F,
i=2

k
H Wyu+1)

u=j

i—1
1+

k=j

8, €V,

a’

J

l<j<i<m (3)
Q)HERBMZE p, . XTREWEs S, A
BB AT, JFUIAE T RET Rs . FRA
IRETT s, AR . RS A s, 10 H LR
K op, A — RN AR RE I MRS
AT s, AR BPRENT fl s, HURETT s, ARSEAT P
RIS AL ot AR D MRS 9 K s, AR
BRI R s, q > AFUIRES T A s, EAT B 401 SRS 1 2
IR R s, AHEAT 7 7080 SRS 1 4
Dy = (1 - wu)T] /Tﬂ 1- a)T‘"/Th "’(1 - (1 - Wy )T} " )

,(lia)Ta/Th (17(1705)721/11}1)
= (1—Oé)Ta/Th_(l_<1_wz’j>Th/Ta)(1—0)2Ta/T“,

S €V, s a€V,, s, os,€F,1<i<m (4)
BVE AR p, - X FARAT s, 5
NRFH I HMARZS Y 515, MR EDIRZS T s
HARZ T s, MR /s, AR BEAT 5 1) 55 s 14
B, NREAEADNRAWIT, Ja i TAREH AL,
FRAPIRASTT 1 s, IS MR . J5 1) R R i 4 5
B A R 1 Hh e — P R AR ) R D



ERE

A ATEE: HeT RN AR IR B 1A 3 2% 104 2% B AT 2 DE A 513

Tl/ﬂl
by = (1_<1—wz‘j)l )(1_0‘)2T3/Th, s, €V,

s; €V,,8 = s, €E,1<j<i<m (5)

ar 5

4 EEMEREA I

SCHR (6] 50 25 W 45 IR IE T HBUS7 0 f Al —
NIEZERERL, AESEZ AR, A SO Bl 199 2% 5 1
SFEWE 17 0k mT DAL Jk T N ARE B Dy 22 01 B A 2
e EA T A
4.1 NREIhE

MNZ &S L2 RSB, A=
B BIIR K5 RORAS A S 1 B R AN 7] 7 s U5
B RF R o R B A RAST AR AL P A7 AE
5 MHIAEIR A KL sy B HARIRASTT s, 584 B
AR P, = {8),€,,8,€9,85, €18 18, »  —AANREAT
BAS W 25 5 A0 A T BE IS, AN AR DA P,

i—1
P = Hpk(kﬂ), s; €V, j=m, s; €V,
k=j

5, =8 €E, 1<j<k<i<m (6)
AT B W 45 B A R T AR R, gE A ML
AR W R PR S R BCE R EHUR ST A
R e ) 3 REBMR, NI P
i—1 o0
P, = [1(pepagesn)D_ (Pipes)
k=

r=0
i—1 B
=11 (pl;pk:(k+1))(1 - p;:pkk) 1 (7)
k=j

o, s eV, j=ms; €V,s; =8, €E 85 — s €
FL1<j <k <i<m, by 2nTESNES B S0
TR A s, DA BIPRA T R s, SR,
S (Db ) FRIEBSB A TR s, 1
ARBEE, 40<pp, <LB, S2° (npy)
:4mew*oﬁﬁ,w%%ﬁ%%%%§ﬁ%%
T AR, P 5o RIEL, EIHHTEIAM LS
173 700 SR % T FRDIR S T B H A ROIRAS T R H 1
Lol s, ARG PS5 T, /T, sx i,
RPNAR J SR, 57 7 5 gt 5 S B R, AR
DAL BRI
4.2 KK

FH LIRS E T, F—REN S EE
SZNLAHIL, G UA NAHRBE, RE
W RA S RAG MRS FURRON, RS S
W T it & 2k . B B8 7 55 T DS, = {ds}
| ds} € V,} R d, 920l 5 BOR A ) AR T A
et BifESHAEDP, = {P, | P,NDS, = @} F¥n

d; 5 B B R AR

WERI K PL(Potential Loss) g 758U 412
RETNHA 1SS, HARTY I8 52 Bt )
Ko Brei B AEA PRS2 LLIREUAS R RR,
HETT R SRR AL [ ik o SCHR[13] 45 H T 3REX root
BBR . &3l DoS S5 Kt KA (W3 an e, AL T Bk
A fa . fESEAR, BT g — AN
%18, 1/ DoS Buili i) & Geit KAk Faut i & LAtk
Bl A R A, T BRI root AR AP FERUR A
58 o

Pl 4351k RL(Residual Loss) & 5 2% k4 45 55 5%
W SIHE T, AR s ATI AT B 10l 2 A A R 4
Ko I FHZARBIT R, HEWT AR )%
(R7AEAk, RT3 07 BT AR 65 R G i ) R 4
P o WHILRARASTT s, B HARRE T s, fAEZ
SRR, FIBERR A PL, , DIt d, (1B
TEV7E o5 B A4 H 4 D, 58 & AR BB a6 B AR
[ER RSN AN PSP

bR

RL, = 3 (PL') ®)

psi
4.3 Bl an
Bt 25 DR(Defense Reward) & s ffl # K HX
173 130 SRS 005 A7 28CTRE S 4 1 1 453 2K 5 905 A R AS 1) 22
fE o BTN d; FIRIRAHUR A RL, » BiBIEA N ¢
) 75 AL 25 Ay
|pE;|

DR,=[DP,|PL, - RL, —¢;=)  (PL,(1— P"))— ¢, (9)
k=1

)% 9 28 907 00 S T R FRPIRAS Y B H i %2,
VAL F R, RPN, HE BT A AR
BR o ANTHARH R BT S AR R A G B, X
16 A AT 2 2 8] Sk — B a8y, DLas KALR)T
T 2 o
4.4 XL R

T AT B A H AR BT AT RO VP 71 1) 43
Mr, 4iGahas HARBi s ms s s, eGP
ST B AAR A T AN FRFRR A ST VR HoA ST
BRI TR T X LL A0 AT, ARk 2 Fos. J5ikm)
YRR VPN R R T AR T 2 R R AL B AP
HTENE . Horb, SCER[S)H BEXT B 5 S ms A 2k
HEATVEAS, SCER[11) HEx s S Bh AL S ms AT sk gk
ATV, LI PR ZE s SCHR[10] A% B4 3 ) 245
R b IR A G R A0 D 288 0T PO A 58 1) SR o,
PR



514 BT 516G 8 %R

%39 %

R2 FRIFELBRER

Jrik PG5 R OB RBPAR  REHEPIERA  WEIE ik HARRH]
SCHR[6] TE [EEiN i i x uf SRME L
SCHR(S) S H HIRBR 7 i TR 2= BUREVEAH
SCHR(9] S H Bk & i i TR uf BUREVEAH
SCHR[10] S H {L s % P P TR el SR IZHX
SCHR[11] SE i A P i A 2= BUREVFAH
SCHk[12] SE i JE R 7 i TR bf BUREVEAH

AL JEHE Bk & i P TR uf BUREVEAH

KITTEANFE G T B W2 B0 sh e,
R BIE AR B3 0] B A AT ROV R 52, iy HL2E R T 30
W 5% 975 A SRS RT3 A R AS S A BT AT AP E DA AR
EmE . SAh, BT AT R VA, T
PATE T 2 R (R 32 HARBI A S, HAT R4
I
5 o

ohy 36 VE AL 5 5 B AT AT M RAT R,
Sheyner 43 125 L5256 W 26 1051, B 1F T — AN AL
SEIG AR Z8 A, LA A an &l 3 o

AR H AN, Web [l g5 FlE 22 351 H1
HEACAERR X DMZ(DeMilitarized Zone), P/
HI SO RS 2 B R IR 55 4% 2 E ML H2 A k. B
KA ) 22 A g A AN SR VAN 7 Vg ) Web JiR 54

] HTTP M FTP Jk55, LAAkfE2EHL H1 L1
SMTP M55, oAt 287 soR o I EAT BEL W . A
H Nessus THBEATFH, 1245 &Megg G R, [
AT CVSS THEME g YA I e s i, K ILhk
PG B R A, 3R 3 TR

MAEEE 1, 19 H S8 H AR 2510 L2 200k
AR N T SN BT R AA,
BL2 AR BT 3 O U R A 0L 22 RS e
B R AL A BN ARSI, o0l 4,
5 fs. EH, A RRANREN, W ER Web
Rk45 4, F RN RS, D Rl 5 ik 55 2% »
HI %72 Eh, H2 ZamMEN, S (host
previlege) 7~ 45 i M M2 AR Bt # 0 F 4L
host H.H previlege AR

AR R RS Nt = T A SIS Se M e e
T B2 AR 1 18P A A IS I ARG il
Ui, tid, ZoRFIH FTP k45K Write $home
/-rhost Jsil, tid, LoxHH] AP JIR95H) Apache

UNES . Webfii 55 &% | BRI SS A SO IR S A
@, ! Chunked-Enc ¥, tid, %7~ H IS IR 45 (1 HT TP.
SN sys Wi, tid, R FIA] SMTP 45 Remote
i buffer overflow Jwi, tid, F~FH RPC k551
@ ! Code Injection ¥, tid, F/nFIH Mysql k5511
N Local buffer overflow Jsili .
s S L B 0 DL AR A S PR B )
3 RERFHEES
Ihas] EHL g5 e 55 74 CVE %5 PR HERBUR BRI WEERUK
G Web k45 #% AP Apache Chunked-Enc CVE-2002-0392 user root 0.3 5.06
Cy Web k45 #% IIS HTTP.sys CVE-2015-1635 user root 0.6 5.06
G Web JIk %545 FTP Write $home/.rhost CVE-2011-4800 user user 0.4 256
C,y 2T HL HL SMTP Remote buffer overflow CVE-2005-0560 user root 0.5 5006
Cs FHLH2 RPC Code Injection CVE-2008-4250 user root 0.6 5006
Cs ARG S FTP Write $home/.rhost CVE-2011-4800 user user 0.4 256
C; B R 55 2% FTP Write $home/.rhost CVE-2011-4800 user user 0.4 256
Cq B R 55 2% Mysql Local buffer overflow CVE-2005-2558 user root 0.6 5.06




ERE

XA BT EN RSN

T (0 2 W 2% B AT R PR DA 515

So(A,user)
tid, AN tidy/tidg

S7(D,root)
4 BRI BN RS R
TG TN 2 RS (0 BARB SRS, d, R

RS AR AE R BTN Linux, d, R A7R%
W TP SBHERAS,  dy FORHEAT IS5 A i A

d, RNBEA B FE U7 )2 O R, Bh AP H SR
P A A WL 4 PR .
4 SESHHRERASN
id=; B B S e BEAERCA  f A
1 TR ERAE RS 1.006 1.506
2 IP bk 0.50 8 1.206
3 3 1 Bk 0.256 0.75 68
4 BEATLAR 500 2 7 1) 42 11 bR 4 0.80 8 1.006

(DN ZER oM W T, =T, =100 s,
a=1/7, NRAETEH AR R, EHE
T ) i B W2 N IR 1 RIR ST R s, I P31 ) e
Bk p) Bl o ik & 4 RTEL 5 Bos 8L 4
RS BT 08, RIRAFAE 28 5 DWITAARAS Y

B so B H BRIRE T AUs, 19U AE . K X 465 975 81 5
%TﬁﬁmkﬁMHMW$&%$%ﬁF%&%
2, AT I 45 575 180 S 0% 3 28 A I NAR Dl 26
HEATXRIEE, g5k 5 .

ISR 5 AT AT RN, (2)BhAS M2 B35
W T] DU RUFACANAR 3, ~PIIREEZ N 30%:;
(b) B BT, AR D) H AL, X5 SCHR([17]
PP SR I A Y A ZRUH T — AN B 2 I )
A LA i e A P ) SRR — B0 (o) BN K AR
“5y = Cy — 85— Cy — 55 — Cyg — s, "IN LI
i, B NS TE s b A2 L St B 1 .

(2) 15 70 i) 50 8 8 0] B A MR 2 () s e e K
T, =100s, «a=1/7, SERBHFENE RS T, 7
A 20s,40s,60s,80s, 100 s, 200 s, 500 s, JEHL

So(A,user)

5 PR BN RS R E

B “ sy — Oy — 83 — C5 — 8, — Cy — 5,7 N
H AR IR AR AT SEAG, R Ecdis 22 Uy 0] sy 1 1R 47k
A%, oy RILB A s, S5 RN 6 TR,

IR 6 AT M AR, (a) bl A i 1 kAR ]
MRS, B “s) — Cp — sy — Cy — 8, —
Cy — s; 7 BINRZ LI FAWIEE T, PRI BEAZ o T8
7N 977 A RN i 1 SI e AT PR AT AR T T 1R
/e () Bt i 1 AR PRI AR O, 7 A A S 1 K
Jrri s DRh AR SIS, LT I ] F B AR K
HZ, BT RASIEOR, kAR RO, AR T
HE, FRBUKBR: () ARLW ML, 5
JE in) v 1 RERAR FL A 100 s IF, BT K AT
“5y = Cp =5y = C5 — sy — Oy — s "HIB I
E PN

(3) A [ 977 0 5 s oo B AR A O S e .
T, =T,=100s,a=1/7, {EIR&T 1is, LoBEAT TP
Hu kLR FTP Hess i FBkAE , B 5 Bk 1 3t
12 %, HEILBIE s, AR WK 7 PR,

HHEE 7 AT LU H TP Hihk Bk 7Bk 5 4 100
s IR A de K, i R AR AR R AR R h 20 s
ISF 905 A e A A, i D AN [ 7 A S s Wi e K )
B SHAN— e A F] o DRI, 7 e KA BT AL 7 )
VA% ER B 2 18 B A SR SR TR M9 Ak A J) 30 o

6 gt;E'h:l

AT EHL 2 ARSFRE R T 3h & M 2%
B AR BT T ) E ML AR, R AT 1) 52
¥ BHERHG R 3 MR AR )
K, IFGE GBS W A PR A A R AT T
B S TNEMEL, ARG Eh A M 45 B
0 (R B0 A RN 5 0 R AS A N DA DR 3 AT 5 8
FEAFUPAL S R SN & B, LR P 2% b AR 256 00
M, BERIIRAIE T 2025 0 2 97 18 SR o A A5 J oy 3%
DRSSP A TF S L N 2/ VG S ECEW



516 BT 516G 8 %R %39 %

x5 BB ENRRIIES

5 IR IR B JE BRI 2 D MND &2
1 s 203 =8 =0 =8 >0 —s =0 —s 0.048 0.614 0.033
2 sy = Cp— 83 = C4 =5y = Cs — 5 0.120 0.591 0.088
3 s =0 =8 =0 =8 -0 —s =0 —s 0.036 0.677 0.027
4 sy =0y =5 =0 =58>0 =5, =0 — 5 0.072 0.527 0.040
5 s9 =0y =8 =0 =83 —>Cg =5, —Cp =5, —>C4 — 5 0.019 0.649 0.014
6 s =0y — 8320 =5 =0 =550y — s 0.048 0.627 0.031
7 s >0 =8 =0 =8 >0 —s -0 =520 —s 0.014 0.672 0.010
8 s > Cy =8 = Cp— 8, C4 =8, — Cr = 55— Cy — 5 0.028 0.548 0.016
9 Sg—=Cy =8 —=C —8—Cy—s—Cg—s —Cg— sy 0.029 0.636 0.019
10 s = Cr—8, 205 =8 =05 —s —Cg — s 0.072 0.541 0.041
11 s> 0 =820 > —=0 >85>0 -5 -0 —s 0.022 0.682 0.015
12 59— Cy — 8 — C) — 85— 05 — 55— Cg — 5, — Cyg — 5 0.044 0.516 0.025
13 5= Cy =8 =2 C =820 28>0, -5 =0 =50 > 0.012 0.642 0.009
14 s > Cp =8 =0 =8 -0, =8 =0 —5—05—s 0.029 0.567 0.018
15 59 = C,—8—=>0C =8 =0 —s —>C;—s —C, —s,—C4 — s 0.009 0.690 0.007
16 sg = Cy—8 =0 =8 =0 =5 =0, =5, —C, =5, Cyg — 5 0.018 0.521 0.010
17 s =0y =85 =0y =805 =550 — s 0.072 0.618 0.047
18 59— Cp— 8320 —s5—>0— s 0.180 0.533 0.112
19 s =0 =8 =0 =8 =0 =50 — s 0.054 0.675 0.037
20 s =0y =8 =0, =8 >0 =85 —=Cg— s 0.108 0.505 0.056
21 =0y =8 —=C —58 —Cy—s5—0C, —s—0C —s; 0.029 0.636 0.019
22 sy = Ci— 83 =05 > 5, =0 =55 =05 — 5 0.072 0.541 0.041
23 s >0 =8 =080 =850 =5 -0 —s 0.022 0.682 0.015
24 5= Cy—8—=C —s =0, =85 =0, —s,—Cg —s; 0.044 0.516 0.025
25 sy =0y =8 =0 =8 =0 =5 =0 — s 0.072 0.541 0.041
26 s = Cp =8 =0 =5 =0y — s 0.120 0.591 0.088
27 s =0 =8 =0 =80 =50 — s 0.036 0.677 0.027
28 sy =0y =5 =0 =55 >0 =55 =0y — 5 0.072 0.527 0.040
A5 ) 286 IS 6T 1) 285 19X 8% 7 40 SRS PR 458 4 Jle A T A7 T TR A RO RS B 50 bE
T RACHEAT SEB A HT,  K RIS 4 R B T 1013 - pr—
e TS L 3¢ .
A5 24 AR R R BT 2 5% #5 L e omiRE  BomE
% 6 FEIPKE A 8T R ROB A2 3 L Lo 20 0557 slame pABTI
2 40s 0320 53.716 6 52.165 6
= wﬁﬁi 7 MND B2 bl ﬁ” 3 100s  0.143 56.180 6 49.988 6
ThE D E S Beas
1 20s 0120 0591  0.007 0537 3.9986 4 200s 0118 52.928 6 48.2846
2 40s 0120 0591  0.045  0.320 4.1996
3 60s 0120 0591  0.061 0266 4.2166
4 80s  0.120 0591  0.082 0175 4.2756 2% XM
5 100s 0120 0.591  0.088  0.143  4.3036 [] PRAKASH A and WELLMAN M P. Empirical
6 200s 0120 0591  0.106  0.118 4.2566 game-theoretic analysis for moving target defense[C].
7 500 s 0.120 0.591 0.114 0.089  4.2286 Proceedings of the Second ACM Workshop on Moving Target




ERE X1

L8 BT BN AR BRI S 9 26 5 A A R PA

517

2]

3]

(4]

[5]

(6]

(7]

(8]

(9]

(10]

(1]

Defense, Denver, Colorado, USA, 2015: 57-65.

ZHUANG Rui, BARDAS A G, DELOACH S A, et al. A
theory of cyber attacks: a step towards analyzing MTD
systems[C]. Proceedings of the Second ACM Workshop on
Moving Target Defense, Denver, Colorado, USA, 2015: 11-20.
GREEN M, MACFARLAND D C, SMESTAD D R, et al.
Characterizing network-based moving target defenses[C|.
Proceedings of the Second ACM Workshop on Moving Target
Defense, Denver, Colorado, USA, 2015: 31-35.

JAFARIAN J H, AL-SHAER E, and QI Duan. An effective
address mutation approach for disrupting reconnaissance
attacks[J]. IEEE Transactions on Information Forensics and
Security, 2015, 10(12): 2562-2577. doi: 10.1109/TIFS.2015.
2467358.

EVANS D, NGUYEN-TUONG A,
Effectiveness of Moving Target Defenses[M]. New York:

and KNIGHT J.

Moving Target Defense I: Creating Asymmetric Uncertainty
for Cyber Threats, Springer, 2011: 29-48.

MANADHATA P K. Game Theoretic Approaches to Attack
Surface Shifting[M]. New York: Moving Target Defense II:
Application of Game Theory and Adversarial Modeling,
Springer, 2013: 1-13.

ZHUANG Rui, ZHANG Su, DELOACH S A,

Simulation-based approaches to studying effectiveness of

et al

moving target network defense[C]. In National Symposium on
Moving Target Research, Annapolis, MD, USA, 2012: 21-26.
OKHRAVI H, RIORDAN J, and CARTER K. Quantitative
Evaluation of Dynamic Platform Techniques as a Defensive
Mechanism[M]. New York: Research in Attacks, Intrusions
and Defenses, Springer, 2014: 405-425.

ZHUANG Rui, DELOACH S A, and OU Xinming. A model
for analyzing the effect of moving target defenses on
enterprise networks[C]. Procee dings of the 9th Annual Cyber
and Information Security Research Conference, Tennessee,
USA, 2014: 73-76.

HAN Yujuan, LU Wenlian, and XU Shouhuai. Characterizing
the power of moving target defense via cyber epidemic
dynamics[C]. Proceedings of the 2014 Symposium and
Bootcamp on the Science of Security, Raleigh, NC, USA,
2014: 23-33.

CARROLL T E, CROUSE M, FULP E W, et al. Analysis of

(12]

[13]

(14]

[15]

(16]

(17]

network address shuffling as a moving target defense[C]. 2014
IEEE International Conference on Communications, Sydney,
Australia, 2014: 701-706.

HONG J B and KIM D S. Assessing the effectiveness of
moving target defenses using security models[J]. IEEE
Transactions on Dependable and Secure Computing, 2015,
13(2): 163-177. doi: 10.1109/TDSC.2015.2443790.

Al TN, HRAE, . BT IO TR I W g2z A
VERSAL BB [J]. TR LR, 2009, 32(4): 817-827. doi:
10.3724/SP.J.1016.2009.00817.

JIANG Wei, FANG Binxing, TIAN Zhihong,
Evaluating network security and optimal active defense based
on attack-defense game model[J]. Chinese
Computers, 2009, 32(4): 817-827. doi: 10.3724/SP.J.1016.
2009.00817.

VAN LEEUWEN B, STOUT W, and URIAS V. Operational

et al

Journal of

cost of deploying moving target defenses defensive work
factors[C]. 2015 IEEE Military Communications Conference,
Tampa, FL, USA, 2015: 966-971.

ZAFFARANO K, TAYLOR J, and HAMILTON S. A
quantitative framework for moving target defense
effectiveness evaluation|[C]. Proceedings of the Second ACM
Workshop on Moving Target Defense, Denver, Colorado,
USA, 2015: 3-10.

SHEYNER O, HAINES J, JHA S, et al Automated
generation and analysis of attack graphs[C|. Proceedings of
2002 IEEE Symposium on Security and Privacy, California,
USA, 2002: 273-284.

YACKOSKI J, BULLEN H, YU Xiang, et al. Applying
Self-shielding Dynamics to the Network Architecture[M].
New York: Moving Target Defense II: Application of Game

Theory and Adversarial Modeling, Springer, 2013: 97-115.

e 95, 1988 4F4, Wit/E, Wi AshSERpiM. %
o Uil

B, 1962 FEAE, Hd%, HAEESNN, WP R Mg
b e AL

BN U3, 19TL AR, B, WA, BRSO OB TS

ity AR
B, 1987 A, Wid:, PRI, WF5TT Ak a4 S A B



