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Abstract: With the continuous development of smart card technology, the security of smart card chip is facing
more and more challenges. Among many encryption algorithms, Data Encryption Standard(DES) algorithm is a
widely used symmetric encryption and decryption algorithm. In order to resist all kinds of side channel attacks,
the most widely used method is to eliminate correlation of the real key and power consumption through the
masking technology in the algorithm. A new cyclic mask scheme for DES is proposed. Compared with the pre-
calculated mask scheme in the previous literature, not only the pre-calculation amount is greatly reduced, but

also the intermediate data in the whole DES operation process is masked. After the mask is split, it can also
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protect against high-order attacks.
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