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Abstract: The operation characteristics of the tower field is analyzed, a nonlinear transformation realization
method based on the tower domain is proposed. A random mask schedule for the inversion operation is
designed, and cyclic shift is used in the randomization of mask, forming cyclic shift random mask scheme based
on the tower domain, realizing the randomized hiding of all intermediate values and improving the ability of
the algorithm to resist power attacks. The method proposed is verified on the Advanced Encryption Standard
(AES) algorithm with the use of T-test and correlation analysis to evaluate the security of the masking scheme.
There is no obvious information leakage points in the schedule, proving the ability to effectively resist

correlation attacks. In addition, compared with the mask schedule in existing reference, the mask schedule
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proposed in this paper has less resource overhead and better generality.
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