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Abstract: Imbalanced workload distribution results in low resource utilization of many-core crypto-platform.
Dynamic workload allocation can improve the resource utilization with some overhead. Therefore, a higher
frequency of workload balancing is not equivalent to higher gains. This paper establishes a mathematical model
for gain rate and frequency of workload balancing. Based on this model, a collision-free workload balancing
policy is proposed for many-core crypto systems, and a hierarchical "expandable-portable" engine is put forward,
which consists of "Inter-cluster micro-network and intra-cluster ring-array" adopting hardware job queue
technology. Experiment results show that the proposed workload-balancing engine is 4.06, 7.17, 23.01% and
2.15 times higher than the software technology based on “job stealing” in terms of performance, delay power
consumption, resource utilization and workload balance; 1.75, 2.45, 10.2%, and 1.41 times better compared with
the hardware technology based on "job stealing". By contrast with the ideal hardware technology, the average
throughput of encryption algorithms is only decreased by 5.67% (the lowest 3%). The experiment also proves
the scalability and portability of the proposed technique.
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