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Abstract: Against the problem of low detection rate to detect small hardware Trojan by side-channel in
physical environment, the Marginal Fisher Analysis (MFA) is introduced. On the basis, a hardware Trojan
detection method based on Compression Marginal Fisher Analysis (CMFA) is proposed. The projection space is
constructed by reducing the distance between the sample and its same neighbor samples, and the distance
between the same neighbor samples and the center of the same kind, and increasing the distance between the
same neighbor samples of the center and the sample in different kind. Thus, the difference in the original data
is found without any assumptions about data distribution, and the detection of hardware Trojan is achieved.
The hardware Trojan detection experiment in AES encryption circuit shows that this method can effectively
distinguish the statistical difference in side-channel signal between reference chip and Trojan chip and detect

the hardware Trojan whose scale is 0.04% of the original circuit.
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