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Abstract: Large integer multiplication is the most important part in public key encryption, which often
consumes most of the computing time in RSA, ElGamal, Fully Homomorphic Encryption (FHE) and other
cryptosystems. Based on Schéonhage-Strassen Algorithm (SSA), a design of high-speed 768 kbit multiplier is
proposed. As the key component, an 64k-point Number Theoretical Transform (NTT) is optimized by adopting
parallel architecture, in which only addition and shift operations are employed and thus the processing speed is
improved effectively. The large integer multiplier design is validated on Stratix-V FPGA. By comparing its
results with CPU using Number Theory Library(NTL) and GMP library, the correctness of this design is

proved. The results also show that the FPGA implementation is about eight times faster than the same
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algorithm executed on the CPU.
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