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Abstract: With the development of network information system, virus propagation and immunization strategy
become one of the hot topics in the field of network security. In this paper, a new virus with hybrid attacking is
introduced, which can attack network in two modes. One is to attack and infect the network nodes directly,
and the another is to hide itself in the nodes by hiding its viral characteristic. According to its characteristics,
this type of virus is defined as “T'wo-go and One-live” and the corresponding virus propagation model is
established. Moreover, the stability of the system is studied by solving the equilibrium points and analyzing the

basic reproduction number R,. Numerical simulations are presented to verify effectiveness and stability of the

novel model.

Key words: Virus propagation; Hybrid mechanism; Stability analyzing

1 5§

Wb RO X 2 22 Al R (1 — X 2k 7, R
B HATHIL T sha H AP SR 5740 55 5 i Ay
K, AHAE W22 4 AR B AT AT 5 B S 34
TEIX 5 B IASHA T, ML eH il TiE
TR BRI i B AR B, X PR B B A
i B B THE 2 508 oL N AR A . i
[FIE, X2 2z 4 2 ) 20 s 1 VR A Mo 14 7Y
Yo S A R & . 201746 A HBLHI Not-
Petya#i RN EE, AW 75 0% SO SEBLE) 2R 1 [F] I
FIh5 335 [ N BB, 92t —IRBER T . 104

Weks E B 2018-04-25; BlEl HH: 2018-09-13; 4% HIfR: 2018-09-25
HEEEE: ER wglkl@nudt.edu.cn

FEWH: EKERE RS (61573017, 61703420)

Foundation Items: The National Science Foundation of China

(61573017, 61703420)

M1 “IRRT7 BRI R, W] ARG AR e g
PRIk, [ e o K P B S 2 By . A
XTI, T g 7 o R A P S st 20 B9y 4
JHERE ST, ARG 55— Pl AT BT P AR S
FAR 2%, JF - 306 18 A0 I B S il 20k Bt o
X RE T, AT SR T, — R s 2
R BE LB R M 2 7 RS, H S N 4%
ORI el B w7 SRS B U 1S KRS 5 NP
mse, 4, B IEIDAE, RN R
P, RGO BRI AR X 2741 i
TEH R . SREIXION R IR FEARFAL, 34T
R SON “ X A7 —7 AU, BIPTRR & R
FEIT By, 28 KA — R 35 KBS T 2%
o P BB B, IXSR 20185 M 4%
A USRS R 3

BEX kA7 7 BB, BT
BRI B RO A e RS A BT e . ISk


http://radars.ie.ac.cn/CN/10.11999/JEIT180381

710 R

o

=]

2 %

A1 %

W) £ 38 2 0 30 T B NAS IS, X % e ) T B
oGy, PEUNLE T MR RO I 2% R GUEe, T H
KHE B R S8 B o B 1) 77 R B U0 1AL 1R
R 5 PR 3 R S S o SR [4] B STE
(Susceptible-Infected-External ) B BB 5T 1 #M S
RS R BT S AL BRI, SR (5] M
SIR(Susceptible-Infected-Removed )12 84 Bt 5 i 4L
W RO A, IR FBUEE VA ot AR E
SCHR[6]HF 58 1 AH OGS A B L 2R SIS (Suscept-
ible-Infected-Susceptible)Jj§ Bi L #E Y . 25 fE | s5K
o DX 2% e G T Rl SRy B ST R, SCHR[7,8]44
#STRS(Susceptible-Infected-Removed-Suscept-
ible) (& S WU AL, iz H 25834 5% bR K050 #r HF
1 RUARE I, FF I NIRESME R LR TR B AL
TR . BT X 28 AT 20y FRD A SaE 0 PR 3508 4 ot PR 43 4
P, SCHR[9]42 Hi SLBS(Susceptible-Latent-Break-
ing-Susceptible) 4!, H fi 73 A7 AR L 1B B FE 50
BHLRRREI . AL QR A P R B T M, S
HRk[10]# 2 STQRS (Susceptible-Infected-Quarant-
ine-Removed-Susceptible) & 4% X 4% )5 £ 7 B
A, RIS A OGS AR R B R R . B
R I TSI DX 8 i BE ) B A, SCHR[1 1] EESTVRS
(Susceptible-Infected-Variant-Recovery-Suscept-
ible) i B HIOREAY , 5% Jos B4 kA ol 1) AR AT 4R
Ro FIXTMZE R 5 DRe AR, SCHR[12 — 14]
F T A EMNZE TR AL R L R gt e, %
R 28 v 22 AN S DR 30 i B AR FR (R 2, SRR
[15—18]WF 5T 1 AN[F) R 2R 520 B B8 4 U S i 4%
FlT7 . KRR IT SR B B A e Mgy
Mrfl el gt 7 BT ES %, HEERE
THRMBEEFENY B, ST “E2fHF 7 M
ME, 7 EOHLEAE R AR S s A 1B
A, BART S (1) AU B A7 AL B Fh AT B0k
FB, P2 EELURFRIEANR BArm4, 2K
ARG H bR 28 1) 2 B 0, g — Pl Bt 5
SR EERE, BT H bR 2B 1 R Gk, A
FPEAREH B (2) Bty 77 8 5 2k £ AE B 1) I
MUBCE AR P B8, AR5 TR JE R R B H s R 2%
HR) G R S, IR F] “ERRT BRI RIRRER R A
TCVE O BT 3h 45 A5 1M A0S T R EE, AR
FRIRIEAC N 5 BT r o (3) M2 5 48 22 48 2 R
TWRERRL R I, AT R B R T AR
Al REHK ST B RERAS, BRI N 5 BT i X
TARMEAEAT RS (8] NG BR IT A T s TG O, BT
SR 43 o3 51 A /5208 B SR LY A St A B
Raes, Bribmssdt— PR Q e A, JRER SN
BGERON BB B R s B . BT UL BT, R

FRPER NIRRT AR T “ & 7 RE
HUH T LSRR TR BN LB, a3 A8 e M 2 it 9
BENR G RS RELRE, JF ST RERIBI
@ie KI5k

2 EENE

TEAL R HISIRSAS B9 BB B TSI ik 51 AN
PR B, FEARYE B BDm B Bk 5, 5838 5 K
RS A RIRE TR GRS N E L FE: K
RESHEBRIREE, GREARES~BRREL H
W, S— Eid FE IR W4 5 BT S R AL BN
12, HEAFRSORIRAS: S— L PR R 2% 5 I
Wl B B R R IR T 0, R R A IR
fihy 5 ST P RE ST . P R B 485 AR 5 43 B SR Y s A
RGBS B2 AP ERRE 1, S W45 B I
e, EAFAE 5 BORE S~ R IRER. AL,
TSRS KN A B, &0 — 2 BP0,
NI A Ry e s 5 T, BB~ AR, —3B40%
PRARAS T A BIC IR OIS 5247 3 45 R AR 0
M 2R 25 7 BTG 1 7 3L, PR IR A o 5 T 05S,
Bl E—S. 2 )% 3 0 2 55 18 2 Go 56 B 19 2 R 4K
BRIAMRNE, HRHESCHR[9,19,20] H A% G 1 70
BE S M I ERIB IR, B 32 IR YL I
MAHTYIEERG B, Wi S e A ERE. ekt
fili b, SIANFREDIRE Q, FEARIE RGBimpLl, 58
R YR A 0] Ty BOR A FIFE BRSO R #4k: JK
YRS = G BRESS, BYRE-BERE Q. H
Wi, [ SHINSZ YL A 28 B 1 R Gk D I E TS
BRI R, EHELRGEORE; - QFRRN
RAEWTE BRI EE 00T TR, WIS A A
WisE. BB AL B o iRd, R
R R S e AT B, PTG
Go 2 AT IR HAB Y . BRI, X B G R A
o A5 B O A, AN R R T et
TS, B R AZE R B IR S Q— iR E
R. W, HEFREEY BUI R e SR

SEATN, 1% T a5 0 AR S 5 R B R e % e
71, B RPOIRES R— B EORES.

ETUEHEE, W “Ek 57 BENHT

ISEIQRSH T U AL, WiE1HR.

6 S(t)

1k gr— WAL FIISEIQRSH 44 b



31 T NHIE:

Horr, NJM2% s s, kML PRI .
S(t), E(t), I(t), Q(t)F1R(t)% 7 Fx tht %) 5 K5
M VEARTT A RGLAT AL BE BT R S A
om0 S NG, B T AR
TREER T AL AT HOERS, B &gae ),
WCAEL s 53— 8040 94 B 1 B ot 28 5 2 Jk s 1) 9
mo BAEL. BT TER G SR BT & E N G
VU I, (Y 80 Bod () 5 8 4 R s RO R 2681
A I T P — N R A 5 ST AR A R 2
HONU, W36 R 6 US/N, BIEEAS
VAR E R T R R R RE XN
BLUS/N o HREE G WS N W A48 50, ik
USRS ERRIEL, U= Bk, MIM4FEHA
I S H G RN 31 BokS(t) /N, W BT B 18] 1 B
AV RBL RGNS L R HCN B0 B1 Bak S (t) I(8) /N s
03 = BobiBo NI G 2%, MR G H AT Ly
BES(t)I(t)/N. [FIFL, AIAFLEEGECakS(t)I(t)/N,
Horfro LR R A AR S I ) B AN T AR
RUTE W28 4T Bl TP R A0 R 20, DU (7 AR
TR EBCR NOE(t) . [FIEE, AL a) Py
SR R M R BE IR TS

WRAER Y BN ) F R B, SHSCER[6—8], 717
3 OB X I (1 B AR
ds(t)

7 = 0B(0) + oI(1) + 5R()

—(a+BkSHI(1)/N — 5(1)

E%%Q:4%suﬂuyN—«a+wEU)

WO _ ks 10/ + 280 - -+ o) 101) [V
%}Et) =wl(t) —eQ(1)

%gt) =eQ(t) + pS(t) — 6R(t)

BB X 25 15 SR SN AE SR R b, 9 55 8 5K
fHENN=S(t)+E(t)+1(t)+ Q(t)+ R(t), HrhHPE
MRETRBER()WWHRRAR(L)=N-S(t)-
E(t)-I(t)-Q(t), W (1)r#—BFRN
—(a+ Bkl
N
BkI
N
akl

N
0

EIE 1 KRy <18, X (2)7E V4 kPO RER
WL MRy > 1B, T7EFH7 S PO AR E .

p—20

“F A AR T R BB T R A T
ﬁggz:HEU)+0KQ—%a+ﬁ%h%UHU/N
—oS(1) + 6 (N— () — E(1)
—1(t)—Q(1))
g%Q:BMWMUMN—w+WMM) (2)
%gzzaMMﬂUVN+7E@—{w+®K@
Q9D _ o1r) - =Qu)

3 TREMSH

W 2% 2 GE AR SE A T W 28 AN RS 107 R
BEI B AL Z D T Rasg, Al SR R 4007
RV AT 21 W 28 2R e E I 2R m i B A

peas A as@) . dE() o dIt)
fﬁlﬁt" AR a VT TV 7O
{?:o,m%M%ﬁﬁm—4$@aﬁ
PY(8°, E°, I°, Q) = (% ,0,0,0) .
RS — PSP (ST, EY 1Y, @Y, Hrf,
ol _ N(o+ w)(y+06)
k(cf + ay + Bv)

1 eN[kO(ab + ay + By) — (¢ + ) (0 + w) (0 + 7)]
 k[Boe(0 + w) + (af + ay + By) (0 + dw + ew)]

Bl — Blo +w)
(b +ay + 3y)
TR, IVEE—ANBE, REME RS T

RGO A IE R S SCHR[10,11) R A

A S A A B, ® NIRRT AR

ké(af + ay + ) “w w
Ry = o AR, B HAY
L (PR o () X

Ry < 1Wf, I' <0, HBErmisy #ud e, %
AR AR, DR, O R R P AL R e
RECN0, RGHPIRGT ST 2TER .

L P*(S*, B I, Q) N (2) AR P4 AL, AR
I X (2) AT AT =P AU Jacobid BE K

L 12811
Q=

0—5 mf€MS+af544
—(+9) %? 0 (3)
akS
¥ T—U—w 0
0 w —€

MERR X (3) AT A4S P4 s PO Ab ) JacobifE
5]



712 H 7T 5 8 B % # F41%E
o _(oH—ﬁ)ké_ B
p—290 6—0 P 0+o 1)
Bko
qpy=| 0 O+ T ot 0 (4)
0 a—k(s—a—w 0
w+0
0 w —€
FEFE T (PO) X B HRHIE 2 I =0A &2 WA AN REIEAR, BN, Mo HTH]

(/\+6)(/\+<,0+5)[(/\+7+9)x<)\+a

o akd ) B ﬁkév} _ (5)
0+ p+9

BB = —c, do= —(0+0), %t
akd Bkoy .
(A+7+®<A+a+w 5+¢> ¢+5_0mﬁ

+ B)kI!
I —d—¢ 0

BkI*

J(Ph)= N

akl

N

0

BCHRE T (P) XS B2 HHRFAE 2 3T
M+ ,LL1)\3 + ,LLQ/\2 +usA+ g =0 (7)
H‘ﬁﬂ?%l" M1:€+M1, ,LL2:€M1+M2,

ps =eMs+ My g =eMs . Hr,
k
Aﬁ_5+¢+0+a+w+ﬁw+§%lhn—sl

(9—1—%5 ) (go—ké—i—a—f—w——S)

)

+%<U+2w+26+9+—
N
+(¢ +9) fw- Mg
@ o i
—Y(p+i+0+w),
o+ ak
M3=(90+5)[<9+ aﬂ’y> <a+w—wSl>
ak
—*y(a—i—w)]—&-wl
.[5(o+w)+(5+w)<e+ﬁ )} (8)
E A, M Ry>1T R, >0,
pape — p3 >0 5 Hpnpops — ps® — g >0 o R 4
Routh-Hurwitzf& & #4118, 2(7) % i

Routh® & — I u R BN IE(E, Bk, 7 F#

—(v+0)

Ble BRy<IM, Mg+ Ai<0, Ag-A>0, MAg,
M SEFE YN G, P AP R R s Y
Ry > 1B, A3, MBDH — MR N IE, P
PORLJEIBAERE JIE R
EIE 2 YRy > 18, X(2)TEPHT i PLRHE
WL kasE; MRy < 1N, ETH7SP AFEE
WERR 2 (3) I 15-F1li i P AL ) JacobiffiFE A

1
5 —9i5&1—5+a-4
ﬂkSl 0
N (6)
akS!
I —0—w 0
w —E&

PY(S' B IV, QY AL R iR AasE . iEHE
R TATRL RB R HE S A A
RyWREEIER. MR < 10, RGP
PO AR, D24 5 ot A A 75
B M Ro> 1 R G fE R T
PUSY BV, I, Q1) AR MR RE EIA % R S
B W AL LA B O K A K
o= ST S, s p
VR “F AR A BB F ISR S, G315

AHA W R IR, I3 SHEBRK,
RBOK, iR 2% R G0 HONBOR ;- B AL
i RN R S M, o, whf FEAS T LR 0 2

S, BI3ANZHEMR, Ry, JREAE RS
Y BOREE N #EZ, R KT N

FT P o ik 8 P2 AN S B A T PRARL, D 0 T e
A oA - B - S BE ML B R i, 2 R4
R E BIARE, PR Rk, WRBE
SR EE AL B A T TRRAEL, BT RAESTEETHIR RGN
AT R, RAMK RGBT — MR A
MRy, HARGHAFEIEIIREET A IR RE RS
T A DA B A B R B T UK Lo LU R A A
fEo R IRERBGTRE ) d e AR 75 5C
L E, HXTE, ERBER T REE K.



31 T NHIE:

“CETAF T IRA PR RS O KA E T A 713

4 HESH

SEFIAEH2EW], HRy < 1N, RGAELH
BOP AT POAL SR IR E AR E s MRy > 1, R4S
FE SR YL Y7 7 5 PY(SY, B T, QY) Ak JR B A A
o NIEFR R NS E M, B m AR

ké(ab + ay + 37) 4 By
%‘w+®w+mw+w’$ﬁ”M%“ﬁE
kv PAFPEG  FIB R o, UL R B RS H o
Ho HTFMatlabZlFSimulink 7 DA ECR R AR 2kt
Wy TR, 1E TR B AL R B 2 R SR
M, PARAE A Z T B ra S 500 &2 gk PR
SO, 3 T SRR AR TR (1) A 25 LA % I 46 R e F v st
KR W-FE SN, 7RG EREFER,
TR B, LT S RIRE B 05 QR BB AR AE IE
LEBIR R R RGUIRASBER (B 2514k, BLS(),
E(t)MI(t) NEh @34 A bn &, FE 2 18 ik
[8—10,12— 14| R B XS H, 21 S EVIIHE
(S(0), E(0), I(0), Q(0))=(980, 0, 20, 0), & = 0.1,
=03, 60=01, v=06, c=04, w=05,
e=04,0=04,5=02, N=1000, k=10. & THF
PRUGCH, 34E47 LB B AR R ¢ [0, 200] 2 A1 HUHE .
4.1 WEFEHEL

2 8 W 2511 B SR IE M P S R, Sl B
53 BT X 4 V- 35) B ook 3 B F AR FR I RE I . AR AR

Bk R =1 AR T I R =
(e+0)(c+w)(0+7) _ T
Moty o0 ARE=SRIE=10

AT, BRI B2 BE ) [R] ) A2 4k 55 R n
F2f7R. 2 KEXIA0, 15]NHUE, BK N5, WL
YT S IO EAR R EE TR E L, 455
K37

o2 F B3 ml F1 o, k< ky B
Ro <1, RGJRFET AR EE-Pl PO &b 4
E>kim B, Ro>1, R 408 T Hh 52 € £
P b, TiESRERW, EMNS RFgHEMALF, WL
PR FERR O, AR A ARV E R, R N4
HRA RO ER K, B8 S5 I X 2% R 0 R L AU

—¢ k=5
—— k=10
80
60 (930,0,20)
= 40
= 20
0 252,45,42
-20 (252,45,42)

1000

0
0 400 5% -
Y -20 200 g

B 2 k=5A1k=100 FoRETT S E

150

100

50‘5.“

0 20 40 60 80 100120140160 180200
INF[A] ¢

3 ANIERAEL R I(4) B [E] 72 4k

Z . FFiRh, MM REE = O, B4 45
AT W IEBRES, MRS TERGH S YL
il B, BT S EEA T O,
4.2 BERFEH

HRe R T IRAHUEE 5T AN E
YRR, T HT R R 7 U IR R B
o, BXTHT AR BRI . B e, KB R AL
QAT IR . S FEARF AR R=1, XY
F oy, = LEOHE) (fj 5 =003 %
Ao = 0.01 fla = 0.103E4T 45 5, 1 ELA (A1 HR [0,
800], - PRAS T o5 Hi 55 i B 7] 1) A8 A4 45 S P 4
N ZafEIX[H][0, 0.03|WHUE, K K0.01, MWH
TGN BRI EAFH oAl FRIABLE N, 15E
g R nE AR

HEAMBES 505, Mo <o,
Ry <1, RGBT H A E A TSP, 24

— a=0.01
—— o=0.10

60
(980,0,20)

800 1000

&
@ %0700 100 g

4 o= 0.01Fa = 0.100} ZAR ST HEE

40
— a=0

35 -—-- a=0.01
. - a=(0.02
30 a=0.03

25
20
15
10

1(1)

0 20 40 60 80 100120140160 180200
fFTa] ¢

Kl 5 RIFofl ™ I(2) BT 18] 1284k



714 G

& B

B ok 54145

a> o, Ro>1, F 4 i th §2 € 78
PUgb, PiEERRY, LARRYT SR R B
K, BT M ARG EBR, WY BUNBIEOR,
FoE Jo BT MR . BhAk, SRR — B T
KW, YEEFEq =0, EIANIEEEZESEN, W
4 RG] i@t B B 55 AT R BRI R
4.3 REEE¥A

TR A FEA T AR R =1, XF R IR Y & %
B = (+e)(v+0)(c+w) aly+90) 02, W

ko ~y

B=0.1H0=0.57031THE, FREN HEE
B WE 6T~ 4 B1EIXH[0, 0.45)| WHUE, F&
N0.15, WS SR 1(6) 7R AN R BHUE T AR
s, SR mE TR,

150

100

50 r;
i

0 5 10 15 20 25 30 35 40 45 50
i [E] ¢

Pl 7 AN BAE T I(2) BB S 18] AR AL

6B 790 H, *438< B i,
Ry <1, RGBT R EE T HPoib; 4
B> Bim B, Ro>1, F 4= 3L Fa e 8
PUib, PiEERF, LAY SR R 50
K, WEY HORNBER, faw 5By Sz . it
b, STE6mEE— B R, MR RN
B=0HF, BfRGH ARSI EER, Fi
RG] LRI B N AR WA SR GEE BRI L IF
M2 KRG R e TEAR RS
4.4 BEFRBHo

7 LS B NAR 5 45 BT 481 31 48 B A - B 25 - e

PEHLH], IR TR S B0, w, o X 5T T B AL 4%
QR . AFEABARR=1, MMNHERSH
ﬁfigg:g”—w_&wQEw_ogﬂ
o= 1.2 AT B, SR 55 E = BE 8] 7Y
A gE RANEISHTR . 2 ofEIXHI[0, 1.2] NEUE,
K04, WMEBEGAT AR IO AR o BUE T
ARG, S5 R UEIFTR .

Olim =

(333,0,0)

1000
600 500

100
g®

20
Cry” Vg 200
Kl 8 0 = 0.3M0 = 1.2 (I EIRETT B

200
180 -
160 -
140 -
120 -

= 100 -
80
60 /T
40 o
20 ¢

0 5 10 15 20 25 30 35 40 45 50
INF[A] ¢

9 ANElo T I(t) BB (8] 1) A2 4L,

M8 A 9 7 BT AL, o> o I
Ry <1, RGJREHIEMISEME T SPOAL; 2
o <o, Ry>1, FGRMHEHREEE
PUAL. PiREREZY], WL B R G0 G 15
IR ol ey o7 A N o T 0 NP =
SE Ja 28 R G R GT jiZ . o =0, R
ARG BRI R RN, R G R AL
B ETF, ARG E NAFAE KRR Ao

e " _ ko(al +ay+ B) ;
ﬂﬁiiﬂi%%ﬂiﬁiﬁiiiRo——(¢_+(D(U_%u»<9%_7)ﬁﬁ§}

M, BHERSH, o, vl SHAERRBIE, 15
HEERBIUERES NG E S B ZREfa ek
52 52 o kL, X AT
5 £

FR AT A BEE SRR (D) EMN AT
I B,  “X 7 BRTLIE NS R
FRT R LT b, B 2R 48 ARG I 1) 98 AR 95 B3 1 19




31 T NHIE:

“CETAF T IRA PR RS O KA E T A 715

R ARG S BEEEIEN, IFEREE R
Qe A 2SR — BRI AR g A 2090 7 75 A
)5 FHA R0 T B SRR B (H & 2%
R AR RE T R, R T L R G E B B
RESTo (2)FEM %R 2 PiEiTsheh, W U e ae
S WA 1A 5 BESRA R BEAE I 2% R G 1Y
IHICHUASE, AT 245 57 90 28 2 1) 22 4 o 33 9/ X 2%
TR, SRR FE ML RGh Y Bk B, Al
FLRGLRE T AN I DA TR, AT RS P 48 2 4t
FE TR TRIRAS, HEFF R 2 M B R (3) M
2% 3 1 2R G X I T N AR AEAE 3R Bl AL ) ——
B k. RS, 3MPIE T BN RGN E
PERA R PR . B A5 n] 38 4 KO 3 HL A H
MIHBZH, RSN RG], 497 k%%
o L1175 o
2 % W

1] sk, AW, AR, S GRS NG TR A TR R

FIBFFT[T). T 23R, 2009, 37(4): 877-883. doi: 10.3321/
j.issn:0372-2112.2009.04.038.
ZHANG Shukui, CUI Zhiming, GONG Shengrong, et al. An
investigation on local area control of compromised nodes
spreading in wireless sensor networks[J]. Acta Electronica
Sinica, 2009, 37(4): 877-883. doi: 10.3321/j.issn:0372-
2112.2009.04.038.

[2]  EH, REE, SOR, 55 Tl BKIN R s 2 Rk ] ST

FR[J]. B HEE%IR, 2016, 38(9): 2202-2207. doi:
10.11999/JEIT151311.
WANG Tian, WU Qun, WEN Sheng, et al. The inhibition
and clearup of the mobile worm in wireless sensor
networks[J]. Journal of Electronics & Information
Technology, 2016, 38(9): 2202-2207. doi: 10.11999/
JEIT151311.

B] B4 BEMA= AL HEREFE OL] htps://www.
easyaq.com/news/1538639872.shtml, 2017, 11.

[4] ZHANG Zizhen and BI Dianjie. Bifurcation analysis in a
delayed computer virus model with the effect of external
computers[J]. Advances in Difference Equations, 2015,
2015(1): 317-330. doi: 10.1186/s13662-015-0652-y.

[5]  VALDEZ J, GUEVARA P, and AUDELO J. Numerical
approaching of SIR epidemic model for propagation of
computer worms(J]. IEEE Latin America Transactions,
2015, 13(10): 3452-3460. doi: 10.1109/TLA.2015.7387254.

[6] QU Bo and WANG Huijuan. SIS epidemic spreading with

correlated heterogeneous infection rates[J]. Physica A:

[10]

[11]

[12]

[13]

[14]

[15]

Statistical Mechanics and its Applications, 2017, 472(1):
13-24.

TANG Qian and TENG Zhidong. A new Lyapunov function
for SIRS epidemic models[J]. Bulletin of the Malaysian
Mathematical Sciences Society, 2017, 40(1): 237-258. doi:
10.1007/s40840-016-0315-5.

BRI, HISF. 2T RS AR FET2 ISTR SN H51% 1%
FRRL K el FHE 2347 [J]. THELHLUERY, 2016, 43(6): 64-67. doi:
10.11896/j.issn.1002-137X.2016.6A.014.

GU Haijun, JTJANG Guoping, and XIA Lingling. SIRS
epidemic model and its threshold based on state transition
probability[J]. Computer Science, 2016, 43(6): 64—-67. doi:
10.11896/j.issn.1002-137X.2016.6A.014.

YANG Luxing and YANG Xiaofan. The impact of
nonlinear infection rate on the spread of computer virus[J].
Nonlinear Dynamics, 2015, 82(2): 85-95.

Fiadt, TR, Lhef, & BT R IR RIS R &
FASRENET]. SRR, 2011, 39(1): 114-117.
GUAN Zhihong, QI Yujuan, JIANG Xiaowei, et al. Virus
propagation dynamic model and stability on complex
network[J]. Journal Huazhong University of science &
Technology, 2011, 39(1): 114-117.

XU Degang, XU Xiyang, XIE Yongfang, et al. Optimal
control of an SIVRS epidemic spreading model with virus
variation based on complex networks[J]. Communications in
Nonlinear Science and Numerical Simulation, 2017, 48(1):
200-210.

KHANH G H and HUY N B. Stability analysis of a
computer virus propagation model with antidote in
vulnerable system[J]. Acta Mathematica Scientia, 2016,
36(1): 49-61. doi: 10.1016/50252-9602(15)30077-1.

WANG Xu, NI Wei, ZHENG Kangfeng, et al. Virus
propagation modeling and convergence analysis in large
scale networks[J]. IEEE Transactions on Information
Forensics and Security, 2016, 11(10): 2241-2254. doi:
10.1109/TIFS.2016.2581305.

TIAN Daxin, LIU Chao, SHENG Zhengguo, et al.
Analytical model of spread of epidemics in open finite
regions|J]. IEEE Access, 2017, 5(2): 9673-9681.

LIU Siyu, JIN Jiyu, and WANG Zhisen. Influence of node
mobility on virus spreading behaviors in multi-hop
network[J]. EURASIP Journal on Wireless Communications
and Networking, 172-182. doi:

2016, 2016(1):

10.1186/s13638-016-0667-4.


http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.11999/JEIT151311
http://dx.doi.org/10.11999/JEIT151311
http://dx.doi.org/10.11999/JEIT151311
http://dx.doi.org/10.11999/JEIT151311
https://www.easyaq.com/news/1538639872.shtml
https://www.easyaq.com/news/1538639872.shtml
http://dx.doi.org/10.1186/s13662-015-0652-y
http://dx.doi.org/10.1186/s13662-015-0652-y
http://dx.doi.org/10.1109/TLA.2015.7387254
http://dx.doi.org/10.1109/TLA.2015.7387254
http://dx.doi.org/10.1007/s40840-016-0315-5
http://dx.doi.org/10.11896/j.issn.1002-137X.2016.6A.014
http://dx.doi.org/10.11896/j.issn.1002-137X.2016.6A.014
http://dx.doi.org/10.1016/S0252-9602(15)30077-1
http://dx.doi.org/10.1016/S0252-9602(15)30077-1
http://dx.doi.org/10.1109/TIFS.2016.2581305
http://dx.doi.org/10.1186/s13638-016-0667-4
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.3321/j.issn:0372-2112.2009.04.038
http://dx.doi.org/10.11999/JEIT151311
http://dx.doi.org/10.11999/JEIT151311
http://dx.doi.org/10.11999/JEIT151311
http://dx.doi.org/10.11999/JEIT151311
https://www.easyaq.com/news/1538639872.shtml
https://www.easyaq.com/news/1538639872.shtml
http://dx.doi.org/10.1186/s13662-015-0652-y
http://dx.doi.org/10.1186/s13662-015-0652-y
http://dx.doi.org/10.1109/TLA.2015.7387254
http://dx.doi.org/10.1109/TLA.2015.7387254
http://dx.doi.org/10.1007/s40840-016-0315-5
http://dx.doi.org/10.11896/j.issn.1002-137X.2016.6A.014
http://dx.doi.org/10.11896/j.issn.1002-137X.2016.6A.014
http://dx.doi.org/10.1016/S0252-9602(15)30077-1
http://dx.doi.org/10.1016/S0252-9602(15)30077-1
http://dx.doi.org/10.1109/TIFS.2016.2581305
http://dx.doi.org/10.1186/s13638-016-0667-4

716 T o5 fF B ¥ Wi 541 %
[16] ZHANG Chunming and HUANG Haitao. Optimal control 10.7498 /aps.64.044502.
strategy for a novel computer virus propagation model on WANG Xiaojuan, SONG Mei, GUO Shize, et al.
scale-free networks[J]. Physica A: Statistical Mechanics and Information spreading in correlated microblog reposting
Its Applications, 2016, 451(1): 251-265. network based on directed percolation theory[J]. Acta
[17] HAN Dun, SUN Mei, and LI Dandan. The virus variation Physica Sinica, 2015, 64(4): 4502-4510. doi: 10.7498/
model by considering the degree-dependent spreading aps.(4.044502.
rate[J]. Physica A: Statistical Mechanics and Its 20] LI Ming and WANG Binghong. Percolation on networks
Applications, 2015, 433(1): 42-50. with dependence links[J]. Chinese Physics B, 2014, 23(7):
[18] XU Qichao, SU Zhou, and YANG Kan. Optimal control 6402-6411.
theory based epidemic information spreading scheme for
mobile social users with energy constraint[J]. IEEE Access, EOW: B, 197644, Wk, HaR, iAW, EBERR I
2017, 5(1): 3536-3547. R 25 23 (1) e A I AT I 4%
[19] FE/NE, Mg, TRiE, 25 LT W BB K SRR 5% K Rt 5, 19954F4E, BR-2E, BFAIT A4 A5 A 2 4
W 445 S AL BT AL [J]. PHFAR, 2015, 64(4): 4502-4510. doi: W #E: B, 199344, WA, WESUT IR RGeS ] 4


http://dx.doi.org/10.7498/aps.64.044502
http://dx.doi.org/10.7498/aps.64.044502
http://dx.doi.org/10.7498/aps.64.044502
http://dx.doi.org/10.7498/aps.64.044502
http://dx.doi.org/10.7498/aps.64.044502
http://dx.doi.org/10.7498/aps.64.044502
http://dx.doi.org/10.7498/aps.64.044502
http://dx.doi.org/10.7498/aps.64.044502
http://dx.doi.org/10.7498/aps.64.044502
http://dx.doi.org/10.7498/aps.64.044502
http://dx.doi.org/10.7498/aps.64.044502
http://dx.doi.org/10.7498/aps.64.044502

