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Abstract: Physical Unclonable Function (PUF) has extremely important application prospects to the field of
information security, however, there are also shortcomings in its own security from machine learning attacks
and other aspects. By studying PUF circuits and cryptographic algorithm, a method based on sequence cipher
of strong-PUF is proposed to resist machine learning attacks. Firstly, the random key is generated by
constructing a rolling key generator, which is obfuscated with the input challenge; Then the obfuscated
challenge is applied to the strong-PUF through a series-parallel conversion circuit to generate the output
response; Finally, Python software simulation and FPGA hardware implementation are used to analyze the
safety and statistical properties. The experimental results show that the attack prediction rates based on
logistic regression, artificial neural network and support vector machine are close to the ideal value of 50%
when the CRPs used for modeling are up to 10° groups. In addition, this method has high versatile, low

hardware overhead and does not affect the randomness, uniqueness and reliability of PUF.
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APUF

FPGA 19-Slice 50.73 49.56 98.82 97.94 97.47 97.28
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