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Abstract: A previous text steganography scheme uses the mimic function and the Context-Free Grammar (CFG)
to generate pseudo-natural language text to convey secret information. However, the generated text usually lacks
semantic consistency and is therefore vulnerable to human evaluation. An improved mimicry technique is proposed
that constructs the CFG-based grammar file from a template text that meets certain criteria so that the generated
text is semantically consistent. The grammar file is constructed from a replacement text base composed of many
optional words, phrases or sentences. Huffman coding is used to take into account the occurrence frequencies of

various words, expressions, and syntactic structures to improve naturalness of the generated text. Thus, in

addition to machine examination, the obtained stego-text is able to pass stringent human evaluation.
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Dear Decision maker, Thank-you for your interest in
our briefing ! We will comply with all removal requests !
This mail is being sent in compliance with Senate bill 2716,
Title 9, Section 306 ! Do NOT confuse us with Internet scam
artists | Why work for somebody else when you can become
rich within 83 months ! Have you ever noticed most
everyone has a cellphone and nearly every commercial on
television has a .com on in it ! Well, now is your chance to
capitalize on this ! WE will help YOU sell more & process
your orders within seconds. You can begin at absolutely no
cost to you ! But don’t believe us ! Mr Simpson who
resides in Maryland tried us and says “Now I'm rich many
more things are possible” ! This offer is 100% legal ! We
BESEECH you - act now ! Sign up a friend and you'll get a
discount of 50%. Thanks.
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But you can see, the phrase “love and death” can be

produced in two ways. This is a big headache for the parser

and you should avoid this situation at all costs. Right now
the parser will notice when it encounters ambiguities and
signal an error, but in some sense this is too late. I am
considering building in a function that will determine
whether a certain grammar can lead to ambiguity, but I
haven’t done it yet. It will probably not be general because
it is undecidable whether a particular language defined by a
grammar is always ambiguous in all manifestations ---
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Start — but things, the phrase phrase can be produced in number
ways. Next you should avoid this situation at all costs. ---
things — name helpverb motion

next = This is a big headache for the parser conjective

name

name — you ||he ||they|| we

helpverb — can ||may || could || should

motion —  see ||sight || look || glom

phrase — “love and death” || “life and hate” || “love and hate” ||
“love and life”

numberways — a few_ways||many ways ||[two ways|| several

ways
ways—ways || factors || thoughts || directions

conjective = and || while
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But he may sight, the phrase “love and hate” can be
produced in a few ways. This is a big headache for the parser
while you should avoid this situation at all costs ---
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Zhonghua University is a adjectivel wuniversity with
phrasel noun3, it consists of numberl nounl, ---
These colleges and departments are:
College of Sciences
College of Fine Arts
College of International Business and Management
School  of

Engineering

Communication and Information
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Zhonghua University is a beautiful university with
many disciplines. It consists of 24 colleges ---
These colleges and departments are:
School  of
Engineering
College of Fine Arts

College of Sciences

Communication and Information

College of International Business and Management
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adjectivel— comprehensive || adjective2
phrasel—rich diversity of || phrase2
phrase2—>a good number of || many
noun3—magjors || disciplines
nounl—colleges and schools||noun2
noun2—colleges|| schools

adjective2 —beautyful|| great

numberl —2()||number2
number2 —22|24||21]|23
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