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Abstract: In view of the great success of quantum cryptography in key distribution, people also try to utilize
the quantum mechanics to construct many other cryptographic protocols. Anonymous authenticated key
exchange is exactly one kind of cryptographic tasks whose practical quantum solution is still awaited so far. To
solve this problem, a quantum anonymous authenticated exchange protocol is proposed based on a quantum
oblivious key transfer scheme. It not only realizes user anonymity and mutual authentication of the user and
server, but also establishes a secure session key between the two parties. Besides, the attacks of the server
either fail or can be discriminated with outside eavesdropping (the server is thus caught as a cheater), so the

server generally will not cheat at the risk of gaining a bad reputation.
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