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Abstract: For personalized search based on location service, the trusted third-party server and peer node are
used as the main method for privacy preserving. However, entirely trusted third-party server or peer node does
not exist in real life. In order to address this problem, a method of privacy preserving on the location of mobile
users is proposed when using personalized search. The method is used to convert the user’s location information
into distance information and generate the user model according to the user’s query type, forming a query
matrix with user location information, then the matrix is used to encrypt the user’s query and conceal the user
information in the query matrix. Finally, according to the calculation of the security inner product, the K file
with the highest relevance score is returned to the user. It is evident from the security analysis that the
proposed method can effectively protect the user’s query privacy and location privacy. The analysis and
experimental results show that the proposed method can greatly shorten the time of index construction and
reduce the communication overhead. While providing users with location based personalized search results, the
method is able to remedy the defects of small-screen mobile devices.
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