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Abstract: For the faultiness that the recent branch obfuscation method is only efficient on branch condition
formed by integer comparison. The relations between the binary representation and big or small comparison of
floats are analyzed. The idea that the floats in float interval has prefix matching relation with the prefix set
which comes from the binary representation interval of the floats is proved. By protecting the prefix set with
Hash function, and based on the comparison of prefix-Hash, a new branch obfuscation method which works well
on the branch formed by float number comparison is proposed. The new obfuscation method is powerful on
symbolic execution combating and obfuscation recovery combating. At last, the obfuscation proposed in this

paper is confirmed to be practical, and is useful to be against symbolic execution and obfuscation recovery.
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PrefixSet Get  Prefix(a,ay - a,,
{
for (int k=1; (k<=n) && (g4==0by); k++)
{
if (k==(n+1))
return { ayay-+a,};
}
if ((agag,y-a, == 00--0) && (byby,y-+-b, == 11--1))
{
if (k== 1)
return {*};
else
return {a; a5y, };
}
PrefixSetl = Get_ Prefix(ag a9 ay, 11--+1);
PrefixSet2 = Get_ Prefix(00--0, by, 1bpi9+0,);
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char sign = tmp|0];
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}
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float z; float y;..-; Float interval:

if(z>=1.0 && 2<=10.0)
{ CodeBlockA;}

if(y<=10.0)
{ CodeBlockB;}

[1.0,10.0]
Binary interval: [001111111000...0, 010000010010000...0] 01000%,

Float interval: [-eo,-0]U [+0,10.0]
Binary interval: [1111---1,1000---0]U
[()()()()()...().()1()()()()()1()()1()U()U---()]

S1={001111111*,01000000*,010000
01000001001000---0}

S2={1%*,00*,01000000*,01000001000
*0100000100100--0}

float z; float ;-3
if(isMatch(z,HS1)) {CodeBlockA;}
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