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Abstract: Based on the characteristics of Whitened Swap-or-Not (WSN) construction, the maximum expected
differential probability (MEDP) of Bent whltened Swap Or Not -like (BISON-like) algorithm proposed by
Canteaut et al. is analyzed in this paper. In particular, the ability of BISON-like algorithm with balanced
nonlinear components against linear cryptanalysis is also investigated. Notice that the number of iteration
rounds of BISON algorithm is rather high (It needs usually to iterate 3n rounds, n is the block length of data)
and Bent function (unbalanced) is directly used to XOR with the secret key bits. In order to overcome these
shortcomings, a kind of balanced Boolean functions that has small absolute value indicator, high nonlinearity
and high algebraic degree is selected to replace the Bent functions used in BISON algorithm. Moreover, the
abilities of this new variant BISON algorithm against both the differential cryptanalysis and the linear
cryptanalysis are estimated. It is shown that the new variant BISON algorithm only needs to iterate n-round

function operations; If n is relative large (e.g. n=128 or n=256), Its abilities against both the differential
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cryptanalysis and the linear cryptanalysis almost achieve ideal value. Furthermore, due to the balanced

function is directly XORed with the secret key bits of the variant algorithm, it attains a better local balance

indeed.

Key words: Differential cryptanalysis; Linear cryptanalysis; Whitened Swap-Or-Not construction; Bent

whltened Swap Or Not -like block cipher algorithm; Variant BISON block cipher algorithm

1 58

Gy BA N 5T bR AL RS T R
PRSI EEAR i, BT DATE R 28 28 () 22 A &) iz
(PINEFH o 73 2HL 6 W) 149 1A T 2 S i 2 4 P R S
HEARW U BRI 2 kAR — A 59 % i iR
HER R — AN om0, Bl AES SV e B At
ZERE M B, B AN A,
XFER B R AL B HLR, RELNEE
AL R AR A B Even-Mantour 45 #4149,
SCHR[6)45 Y T r#ei%ACEven - Mantourh#4) ) M™%
gt B rie 1R Even-Mantour 454, Wi
KT itk A2/ r+ Dk oracle Br i), Hhn N4 K
J . XU HIE AR Even-Mantour 45 #) 1) 2 4 M ANME
WA T HAK B, T H SR - B EMK. EE
#|, Even-Mantour® it 45 1 HIL I 2 73 SN2
FHEHE AT, RIS R SRR SRS I AES
%, WEDE I B B HUZ 090 SO G RS )
PERE A Bl e H 2= R RS, N T IR
S 22 A FL DR AR KT BE ML B 4 S 6 Hr 1 A8
LHR[9]fESwap-Or-Not &5 2tz L H T
Whitened Swap-Or-Not(WSN)&5#4. 145/ A
T BEALE e, AT E 2 A LRI FENL (6 R) B
o BRI A STHR (9] FF A 1T 18 W SN &5 74 SE 471 46 1)
M. BEJG, SCHR[10)%45 H T — DN WSNE# I
%, ARG T H % R AU SR LR R 2R PE ), i
AR Mok T Y FE2019RR P T AR 2
I, Canteaut® A\['23EFWSNZE ) H i H Bent
whltened Swap Or Not —like(BISON-like) %2,
FEE S HE T T o I BISON 5515k S 91 16 48 2 43 2
iy M RAREBGE R ). SRS SE L
W SRBE (A2 T SPNEE) AR H & : BISONF L
) B K3 B8 22 3 W 2R (MEED P ) Rl i K 30 28 45 1 i o6
(MELP) Wit 5 AR B, H 5 EARwh U140 757 78
Ko HR1M, BISONKE R A2k Bent iR £, 1X 53K
TEEERI A AN R AR R AR
B REE(—BON3nte, nNEERSHKE), H
R B R B3R E AP Bent BB g . I
AMZ LB 7 HK BEn ™k AL, AT
XA RN S SRis .

ST BISONSEN BiRER S, AT WSN

FIZE RIS 55, 20 M7 7 BISON-like 5172 B K B2 22
I3 MR 2R A B G (e FH ST 467 R 550 ) AR 28 P 25 0 2 Ay
IRETTs A —RAEXHEIE RN FELREE &, AR
E B P AT AT R eR BUARE Bent R B0 e 14350
PF, BATHRZ NZAABISONS %o B 7T 45 AL 5K
BB IEANFERn; YnB K (Win=
12881256), 1%AFABISON L2k A £ 43 B o i £k
P M BE 1 5 BISON SR AR 2, i A
MGGl A — T, ZEARBISONF L% HAE
SR BURAE T R Ok Yo, B AR EE
JRRE T . Ah, ZEEEE S HK En T
TR T AR EL, (T ) ORI Y S

AR FEEMWT: B2 AR IR 58
37, NMEBISON-likefiZ%:: 1718 T BISON-like £
IR 22 MR s X AR LR B A o) o 1T
PR EL I BISON-like H L AT R0 0 b1 58
475, $RHEAIRBISONS E, JExf HT 7 2 0%
W3 b 5 R B R AT . ZB5T R 43S
2 EahEiR

EX 1 fRngeAi R, a € Fy f{fEakt
HIWalshitfE AWy (a) = ZmGFZ" (_1)f(93)+a~m, 3t
Ha -z RatzfiHFL.

EX 28 Fngifi/RkE, fIOAERMEEN, =
min {d(f(x),l(z))}. Ne5Wr(a)fIKRN

l(x)ELy,[x]
Agzzznfl-zflnfx|wg(a)| (1)
EX M B f e AR eE, WS AR

broy = ZseF; A? (s), FIILERHESRRRA f =

‘Af (8)‘ y ;H\: EF‘Af (S) = ZEGF; (71)f(m)+f(m+s) y\j
JHIE AR R EL
TSN R Af (s)5W) (@)K RN
Nf < 2n—1 _ 2_n/2_1\/07 (2>
Wi (a)= D As(s)(-1)"" (3)
SEFY
TE X AU SRy 2H B R 1) — Sk r e ZE A3 REAE

2= (80, 61, -+, 6 ) FITXH ML (KT HE SR DP (£2)72 $i5 78 52 &
Hky, by, -, ke UEMSE B SIS TE R, b
AXS I ZE 7 AE Ol PR (s, w3 ™) M E 0 E



1798 B 7 5 F

2 %

42 %

W R vty =6;,1<i<r ffJ #f £, DP(2) =
[T_, DP(i-1.0:) .

FE MBI SEAR S A B ) — S B ER ML R A
6 = (60,61, 0, ) T X6 N (LR VEREZRLP (0) 2 F6 4258
ik, kg, ke BUE IO HI S AREE R, 34
B O\ HE D A O B, R AR s 1 1D ON6;,
L<i<r O, LP0) = [[_ LP(0:1,0:) .

MEDPAIMELP f# B AEAE 43 51 v2— 10, [tk
SR A IR HEL M MEDP 5 MELP
SRR P AR
3 BISON-likeEEN 43

WSNGE 4 (KI5 BB R, o () Ft — Fyr, Hog
XV Ry o () =2+ foi) (wi+max {x, x+k;}) ki o
Hrbks, woNEE A, wiNEAES; fug) € {fo, 1},
JoRUFORPEANBEML R H, H A FEmER T,
Aim/25 R fo, Jam/250 KA fi; max{x,z + k;}
Wy RS+ k(B ORME . AT A b8 %
P, () B AP B KA R, (H R D, 3 5K
e Pp, () = Do, (y) M HAN Yy € {z,z+ ki), {H
fHER I EKerdy, = {0, ki } 2614 B8 B Pre, ()75 /2
ZAM.

DA %0 B S ey, WSN 45 A fr 5935 06 23
FDARNEE s AR 2 4 ek A A e Bk (Boome-
rang attack), %R 1 BEATL BRI fo (o) 00 AU BT
AHINEE . R FRIR &M, STHR[12)% R
FHW SN &) Hi &2 N b & A 1 H VPR W BISON-
like & V%,

TE X 60 BISON-like ik HI4E B A R, w; (€2) :
Fy — F3E SCH

Ri; w,; () = T+ fo) (wi + g, (x)) ki (4)
Horp kg wi N, wi NAWLEH, kM
SO, o an — VUGA R G Ok, () 0 By — Fy
RNEEYERE, HKer®p, = {0,k;}; 5HikZ DiEM
nkt. R, 24 fue) NBent B, FRZ ABISON
Bk,

TEL A ST AT ARG X6 R R 4 AT 7 A 3 AR
o BRSBTS BENL Y
B
3.1 BISON-likeEEZHIZE D ZRL 4

SCRiR[12] 26 T BISON-like 53 1 2 73 % 55 23 Hr
1B TRk

5132 10'21 BISON-like & vt [ % o6 %k
Ri; w; () IDDT A :

M“B=aklf, DDTg[a, B]=2"""+Af (P, (a));
YB=a+k;fif, DDTg[a,B]=2"""1 - Af (P, (0));

EHRZES X AEDDTR (o, B] = 0. FphlHh, 5 fo
ABentR#, WEKHWIDDTN: 4B =a=k;
B8=a=0+, DDTg|a,B]=2"; HPe{a,a+k;}
Ha ¢ {0,k;}i5}, DDTg [, 8] = 2" fEHRZESN
XIAEDDTR [, B] = 0,

5138202 XfnfEBISON-like5iik, Wit 4]
ki ko, kn 28 VE B0 S, XA B N\ E o,
a#0 AT E ol 9;? 7B HEDP" (o, B) <

(2—1+2_n max Afw) CRE, % Sy N Bent

1<i<n
WAL WA 48=) | Ajkiif, EDP"(a,8)=0;
UB=ki+ Y Ak, EDP" (e, 8) =277,
EHRZEZ XA, EDP" (o, 8) =27", H kil
-1
ot (K1, Ky, . . . k) MR 0 = Ry + ijl Aj "k
IR e — AN
ﬁigﬂl[n] &%i&’r ZTL, %f‘l%%ﬂklvk%”'aknzﬁ
PEAT, MBISONSEKMEDP =2-(—1),
SCHR[12]A B8 T r#&(r > n)BISON L
MEDP. FHE P igr#(r > n)BISON-like %K)
MEDP.
/F]‘:':EE 1 i&$@%%ﬁklvk27 aknéj%‘@jmj, IJ_[\U
r(r > n)#BISON-like HiE A B KR Z RN
n—1
MEDP = (21 + 27" max Afw)) .

1<i<n
WERR  HH 5 EE240, xﬁ?ni@E’JBISON-hkelﬁ
vk, HEDP"|a,8] < <2_1 + 27" max Afb(i)) o

1<i<n
100+ TR I SR (B0, 01, +, O 6 11), B0 = cx,
;= o+ 2;1 Ajkj, 8n 11 =PB. HBISON-like
R FlOnt1 = On + Any1kng1, Ang1 € {0, 1},
WBREHIA R HA 4 0n = BEidn = B + knt1, I

EDP"! e, 8] =EDP" [, 0] Pr [Ri i, ()

Rk gy wgs (2 + 0n) = B

=EDP" [0, 8] Pr [Ri oy (2)

+Rkn+17wn+1 (m + ﬁ) = 16]
+ EDP" [a, ,6+kn+1} Pr
wn+1

[Rkﬂ+17wn+1 (x) + Rkn+17wn+1
(x + B+knt1) = 0] -
4B+ ky i, EDP"a, B]=2"EDP" o, 8]+

n—1
2_1EDP"[aaﬂ+kn+1]S<2_1+2_"1212XA.&@> o

3=k, i, EDP""a, 3]=1xEDP"[«, 8]+

n—1
0 x EDP" [a, B + kp41] < (2_1 + 27" max Afb(i)) o
1<i<n



7

WAL, — AR ABISON Y 2H %5 60 03k K 4 Ht 1799

i L W43, r(r>n)5BISON-like 5 % 1
n—1
MEDP = (2—1 + 27" max Afbm) o

1<i<n

EEE

3.2 fAFERHABISON-likeZ ML 1 5

ST

RATE R 23 (4) H AL A oo T

PR, BISON-like BV 158 K 2 5 M MR 205

SN TN(4) P, 1) 5 SCE SCHER[12) 40 1R, L&

Dy, (x) = (xj(ki)ki + SC)

1,25 (ki) = 1,5 (ki) +1,,n]  (5)

Horpg (k) N 23 51k 0 LLRF LB S5 /N T, 5 iE B
P, NN R B HKer®y, = {0,k;} .

EIE2 KBISON-like 5 12 K56 bR H Ric, ;]
Fakw=(4). KGR, foay An — 16 F#EAR

IR H W Ry, (2R PEEIE 20 Mo =B H
B-ki=0F, LATR[e,3]=2"; Ha-k;=0 -k;=1
HAFTE jo # (ki) {85 130, # Bjo i, LATR e, B] =
2L LWy, (@ +B7); H(a, B) R HAMFERDHTIN,
LATR [a, 8] =271, Hrha! B" o, BRI (ki)
i B 2 R A B fyn — 145

ERR S W, 0Bl = 30

(~1)* @@ 37 (1) (et @)k
TCliy

{0,ki} 150k, (z + ki) =y, BTN
WRk:i,wi [Ot, /6]
— [1 + (_1)(01%3)"%}

3 (@B Y ooy (wity) Bk
y€F2"71 ’

Hrhy' Ry gy (ko) A0 vE N LLREO J5 M0 15 1 n 4
ﬁ%o
T%ﬂ%ly %a:/@lﬁ-’ WRki,wi [OL, ﬁ] =2 Zyan—l

(—1) o (witw)Bke _ 2", B k; = 0;

B2, M atBE, Wa . (08 =
0, ki # B ki;
N\ (@+B) Y+ fio) (wity)B-ks
NG ,
- k:l = ,6 . kio

(1) Ya#BHa-k;i=p-k; =08, H
~ \(@+B) Y+ fo) (wity)B-ks
QZyGF;—l ( 1)

_ _1\(e+8)y’
_2ZyeF;71( 1)

_ B (a”—‘—ﬁ”)fy 0
2> pemnt (1) 0;

(2) Ha#BHa ki=f k=10, Swt
y =z ]
_\(e+B) Y +fo) (wity)B-ks
S

n
2

=92 -1 (a+B)y' + fo) (wi+y)
> erps (1
= g _ (a""ﬁ)‘(wli"l‘w/)"rfb(i)(w)
2 zeFr ! ( 1)

_ 2(_1)(0¢+ﬁ) w’; ZmeF;_l (_1)(11 +8") @+ fu iy (z)
= £2Wy,,, (@” +8"),
Horpaw'; fle' 53 5] J& st w; Fle i) 555 (ka) A7 1E N LLEF
OJa 1S IndE & .

HEEHYall,2,5 (k) — 1,5 (ki) +1,-,n] =
B1,2,,5 (ki) = 1,5 (ki) +1,,n], Hoy,) # Bk
N a"+6" =0, 45 & fou 0¥ d 1% T AWy,
(@"+8")=0, Wf: Ha=BHB k=08,
Why, w, [0, 8] =2"; Ho-k;i=p0-k;=1H {F 1£
jo# j (ki) M 1Gaj, # Bje B, Wy, ., [0,8] =
F2Wy, . (@ +8"): H(a, B) Jy A 8 59 %F 1,
WRy, w, [, 8] =0, UEEE

SCHR[12] 8 1 5& BIS O N5 v 1 28 1 25 1 4y
Br, HEmEne X5004). XG)ME, JELME:
AT foy An — LIGAT /R R, HAC PR B IR I R
HN: Ma=pHB- k; =08, LATgsonN [a, 8] = 27;
Bo-k;=p3 k=11, LATggon (o, B8] = 2" '+
2n=D/2 o M, B) N H oM A X B,
LATgson [, B] =210 WG, KB fo) T 4
PEXFBISON-like 58923 F) 2 1t 55 15 73 Bt 1 45 R A LR
EHIRM, HE fo) NP RN, R A St
EEREEEZ TR AL

N RrE (r > n)R MERRIE R 2R PERE R

EIE 3 WBISON-likeH i %6 B AL R, o, W11
A(4). (B)FE XL, fowAn — LGV /K R
B, 1<i<n, 0=(00,01,,0.)2&rf 3L L2k

e A 7 , >n, NLP(6) < 27(2”72)
ﬁch.ﬁz[{ r>n, N (0) < 1%1?%3 aerﬁ%ﬂ
Wfb(i) (a)"

WERR RN UET = n @91 T, (R E ATk B
r>nfEE . RIETE, RIEFEn L MEM R
LP (0) = 1 4E 1 LI £ PR 47 1RO = (00,61, -, 0n),
M e HERL G| BRI AR LP (05-1,0;) =1, i =1,2,--,n,
Bl |{@ € FJ|0i_1 - @+ 6; - Ry, (@) = 0}] /27 = 1 |
i=1,2,-n, HEMH2T R, ZA Y HALY
0;_1=0;H6; k;=01i=1,2,-n, ik, ke, kyy
LEHEMAIAS: 0; =0,i=1,2,-.n, X5O0ZIET L
VERFIEM T G, MEDAAELIANT, 1< <n,
ff 18 Pr{@p_1 @ =0~ Rppu v, ()] =271 2277



1800 B 7 5

o

=] P

B o

i 425

Wfb(i*) (9//1.*_1_’_0//1_*)5?‘271, /ﬂ\:':heni*—l‘f'e”i*?éﬂo
W LP (0301, 04+) = 27 2DWyp, 2 (0”501 +0"3x)
=0, M

LP () < 2-(n—2) W . 2(a) <2-(272
(6) < B Wiy (@)

max max Wfb(i)Q(a)o
1<i<n a€Fy,a#0 '

iEEe

7E2: BISONEIERMELP = 2- (=1,
4 TABISONE X

AT N —RLEXHE TR bR /NP AT AR R B ik
ARG v R v AR B s 1 ek i =X (4) i R
LR foi), RMEIPR, H52U(5) M, Kt
13 I BISON-like HEFR AR BISON S
4.1 —REFHMEIEFRASHI F &R KRR

g HL. S HE2 L eI A, FREUT fon)i)
A WHE PR /N,  BISON-like BEHR A 2 73 Bk
(IRE ST mtieRsg, R AR SC DA BN 4 HE FR b
(AT AT R R BN I i, IR 4R R AR R 1
e A H B R BT A BISON-like S35 HH 1 iy o

TR FL, XHESR PRI A0, TR A
IRER U, A HAYE Bent B8 £ 1 46 4B 45 b5 M0,
Rl it Bent B H0H0 A & A 19 48 55 B F5 A5 o 4
n > 30, A E AT R BB B 48 X B FR bR AL 8 I fE
$, W70 K370 A ST A R R R 465 B A
/N8 SCHR[IG)4 H T R — R4 xHE e An

S P47 K R AL
EI 4 B f(x) € Bo, wt(f) =21, f (=)

EA BT BAEN, ACF [Al=t., H0<t<
7 x 28 — L HECNETHNT, op =220 +20(27 —t — 1)
HHMN MR s e FP A (s)=2", 1K;
Ap(s)=8, (Tx2" 3 —t—1) /2 ; Ap(s)=-8,
(9x2m73 —t—1) /27k; Af(s) =0t K,

AR, EBAF R B L HE R bR NS, R
B B E RIS PP AT AT R PR %R R BT F
J g FRor =220 +20 (2" —t — 1), fhvon3 — 1k
N, YnECRE,
Ny <2n7t - 2”/2—1\/1 +2-(n=6) — (¢ 4 1) /2216

s 2n71 _ 2n/271o

H AT DL TZ 2 R A AT RE BT AR RO AR 2R TR

SCHER[15) N UR R I B T e B4 40T
PR, Hoh SR BB B ATIA B3, R
LRME AT ik 4. 84GEME) . HLREE A T M En Ik,
5 S FRAS M B m oGP AT R BB A H s i %2,
A SRR 28R P B A AR . &
ARECIR B T AT SR R, FH KRR 10 R 5 fo oy 1T
{813 FH B2 I BISON-like S i B A #0UT 11 22 &= PE B
AR SO FH T A2 5 BRA SR IR A A 7R SR UL ooy T
3 I BISON-like H LM N B ABISONSH 1

4.2 TIABISONEZHE N ZBAH

W foa) 72 35 A2 8 BRAZE AT I — 170 P A7 A7 7K bR
e, W foe 00 H H K AH 4 B A2t 8, =8, 0,
Agy (8) =2 HAL Hs = 0, W45 5| HL 1A RAGAE
ABISONHEM A K EMIDDT: %48 =a=05
B=a=kf, DDT[a, 3] =2™; #B € {a,a+k;}
Ha ¢ {0,k;}if, DDT[a, 8] = 27 152"t £8; 4
(o, B) N HAD 2 3 X, DDT [, 8] = 0,

s (r > n)ASRBISONSLVE, M5 325
€ 1015 B K 22 7 M K MEDP s jipison =
2~ (n=1) (142-(=H)" " sup > g, HMEDPpisox <
MEDP g5p1508 < 2MEDPgison. K KEUE L 70 2H K
En A7, 33, 65129, THEH T AHRFMED Person
5 MEDPypipison » WE 1. K I H4n>17 5,
MEDP 51508 & MEDPpison 5 [ & n f) 8 K,
MEDP gispis0n 5 FARAE (27 — 1) 7" Hi24,

4.3 TIFBISONEEZMZ M B AT

i e 2, M MHIE RN BISON-like H %
BEAT RS 04T, RIW, ) (o + B 455
/)N, BISON-like 5y HEARI 26 14 Yoo 1 B8 ) h ik
M. HRB)TH, W Taec '

ZsanA Afb(i) (s) (*1)&8
= 2”71 + 82 (_l)ws

Afb(z‘) (s)=8

_ 82 (_1)a~s

6
Afb(i) (s)=-8 ( )

EE/:‘EIEZlEI%EWVﬁ:(i)2 (@)<2n=14ont2_g8(t +1),
R K, Wy, (@) Bh o HEHLAHI0 <t <
7x 20 — 1, URAE E BRAR R A0S IR B B
NT X 204 — TR E foi), AR HD

Wfb(i) 2 (a) =

Wfb(i)2 (a) <2 Wfb(i) (a)‘ < 2n/2 (7)
% 1 MEDP.yp150n, MEDPRison SMEDP s 405 BIXTEE
n 17 33 65 129
MEDPggox = 2~ (1 =2716 =232 =264 =27128
MEDP 4 pison = (1/2 42~ (=3))" A 27 15.9972 A 2732 A 2764 A 2128
MEDP = (2" — 1)~} A 2717 A 2733 ~ 2765 ~ 27129




7

RUFRR S — AR BISON /3 4H % A 5005 I 43 AT 1801

ARARBISON S 5E BR U (1 fo o) 1T BR B
i € P2 W] SR A3 LA T spsmson s X EELAT sppison
5LATgson, KH:

(1) LAT sppmsonf B2 TG 3R NO;

(2) Y-k =B ki = 1HAF{Ejo # j (ki) fH13
ajy # Bj i, AZRBIS ONH v %f M A7 & 1K) %
exstppison= £ 27 "Wy, (@ +B8") ,  #lesspmpison| <
272 BISONZHZEXNAME MWW E
epison= £ 27 HD/2 |epgon| =2- D2 RTE 2,
FEIX LA B b max [easppison| 2 £ Jymax
21¥ .

HisE BE3HI, #0 = (00,01, 0,) 2 BISON-
like EE M re(r >n)dEF L& R AE, WA
LP (6) < 270772 1H§1?§Xr aell%%);#o Wfb”)2 (@) HHA(T)
HI, #LE € B4R R B Rk BN B EAE T X

4 TH R oy, T ﬁae%?ﬁ;éo Wi,,,” (a) =
2n, 1 <i <7, MMTAMEELPgypsoy () < 27 2]
MELP g pison = 272 HiE2RIMELP 1508 =
2MELPgson. ARAFEE IR, MELPgppson
Feir FRAEAEO,

ZRE LATIR, X E R AAABISONSE LR
IEAREHUTAR T BISONFIERIEREEG Uni K
i, MEDPaspson & MEDPgison; MELP s jipison =
2MELPgison; fE1§82 )5, ABAABISONS A ML
REUR A W] BE ik B B K fEn — 1, TIBISONELE N
fEn — 240 2 5, HARBIRECA A 1] Gk B & K ME
n—1; AZPRBISON Sk 1 95 4 Pk 5644 & P4 1
M BISON Sk AE 26 14 54 AP . BARIE 3
W2, Hrng#iEnsHdKE, n &

5 ZERiE

AITHE T HE T WSNZE#) I BISON-like 5 1
1) e K R 22 40 MR 2R 3 2 M 1 A% B A - i bRy
A A A O A B IR A £ M D A AT O RE 7. H
U, AR A KA E R AR . AR
FE L EAREIR BT R BB B2/ E A BISON-like 5 i
AR, B H T — R ABISON &%,
HIF 98 45 5 ¢ 01 A A BISON 5% i AL 5 BRIk T
JR A BISONFEMERFCE: Fenle HEHE R
() S B P87 R Al Wi, AT BT AR A4 B33

F+ 2 ri(r 2 n)THFBISONE A SBISONE A Z A REMEENTLL

g o MEDP MELp T
e P
BISON#& i  3n 9—(n—1) 9—(n—1) P

ASKBISONE i 7 2*“‘*“( ,4) 9—(n—2) B

A LI ERE R AN, RSO AR ABISON
SFIEREAT 1 20 B o B 5 LA E Y 2 R B
A TN BRI, AR A BISONSLIA KA 2
or Bk AN vk B0 ) e 0 5 BISON BV i e 4%
T, R F S G A B HARME

& E x|

[1] National Institute of Standards and Technology (NIST).
FIPS PUB 197 Advanced encryption standard (AES)[S].
U.S. Department of Commerce, 2001.

2] DAEMEN J and RIJMEN V. The wide trail design
strategy[C]. The 8th IMA International Conference on
Cryptography and Coding, Cirencester, UK, 2001: 222-238.
doi: 10.1007/3-540-45325-3 _ 20.

[3] DAEMEN J and RIJMEN V. The Design of Rijndael: AES-
The Advanced Encryption Standard. Information Security
and Cryptography[M]. Berlin Heidelberg: Springer, 2002:
35-79. doi: 10.1007/978-3-662-04722-4.

[4] EVEN S and MANSOUR Y. A construction of a cipher
from a single pseudorandom permutation[J]. Journal of
Cryptology, 1997, 10(3): 151-161. doi: 10.1007/s00
1459900025.

[5] CHEN Shan, LAMPE R, LEE J, et al. Minimizing the two-
round EVEN-MANSOUR cipher[J]. Journal of Cryptology,
2018, 31(4): 1064-1119. doi: 10.1007/s00145-018-9295-y.

[6] CHEN Shan and STEINBERGER J. Tight security bounds
for key-alternating ciphers[C]. The 33rd Annual
International Conference on the Theory and Applications of
Cryptographic Techniques, Copenhagen, Denmark, 2014:
327-350. doi: 10.1007/978-3-642-55220-5 19.

[7]  GRASSI L, RECHBERGER C, and RONJOM S. Subspace
trail cryptanalysis and its applications to AES[J]. JACR
Transactions on Symmetric Cryptology, 2016, 2016(2):
192-225. doi: 10.13154 /tosc.v2016.i2.192-225.

[8] GRASSI L, RECHBERGER C, and RONJOM S. A new
structural-differential property of 5-Round AES[C]. The
36th Annual International Conference on the Theory and
Applications of Cryptographic Techniques, Paris, France,
2017: 289-317. doi: 10.1007/978-3-319-56614-6_10.

9] TESSARO S. Optimally secure block ciphers from ideal
primitives[C]. The 21st International Conference on the
Theory and Application of Cryptology and Information
Security, Auckland, New Zealand, 2015: 437-462. doi:
10.1007/978-3-662-48800-3 _18.

(10 HOANG V T, MORRIS B, and ROGAWAY P. An
enciphering scheme based on a card shuffle[C]. The 32nd
Annual Cryptology Conference, Santa Barbara, US, 2012:
1-13. doi: 10.1007/978-3-642-32009-5 1.


10.1007/3-540-45325-3_20
10.1007/978-3-662-04722-4
http://dx.doi.org/10.1007/s001459900025
http://dx.doi.org/10.1007/s001459900025
http://dx.doi.org/10.1007/s001459900025
http://dx.doi.org/10.1007/s00145-018-9295-y
http://dx.doi.org/10.1007/s00145-018-9295-y
10.1007/978-3-642-55220-5_19
10.1007/978-3-642-55220-5_19
10.1007/978-3-642-55220-5_19
http://dx.doi.org/10.13154/tosc.v2016.i2.192-225
http://dx.doi.org/10.13154/tosc.v2016.i2.192-225
10.1007/978-3-319-56614-6_10
10.1007/978-3-319-56614-6_10
10.1007/978-3-319-56614-6_10
10.1007/978-3-662-48800-3_18
10.1007/978-3-642-32009-5_1
10.1007/3-540-45325-3_20
10.1007/978-3-662-04722-4
http://dx.doi.org/10.1007/s001459900025
http://dx.doi.org/10.1007/s001459900025
http://dx.doi.org/10.1007/s001459900025
http://dx.doi.org/10.1007/s00145-018-9295-y
http://dx.doi.org/10.1007/s00145-018-9295-y
10.1007/978-3-642-55220-5_19
10.1007/978-3-642-55220-5_19
10.1007/978-3-642-55220-5_19
http://dx.doi.org/10.13154/tosc.v2016.i2.192-225
http://dx.doi.org/10.13154/tosc.v2016.i2.192-225
10.1007/978-3-319-56614-6_10
10.1007/978-3-319-56614-6_10
10.1007/978-3-319-56614-6_10
10.1007/978-3-662-48800-3_18
10.1007/978-3-642-32009-5_1

1802 BT 5 & B % B 42%
[11] VAUDENAY S. The end of encryption based on card Frontiers of Computer Science, 2013, 7(2): 272-278. doi:
shuffling[EB/OL]. https://crypto.2012.rump.cr.yp.to/9f3046£7£82 10.1007/s11704-013-2013-x.
35f99aabcabd4ad7946b2.pdf, 2012. [16] Z5itH, FhEs, ZEEAK. 4y L% RS I Bt 77 2 5 Se il i (M. b
[12] CANTEAUT A, LALLEMAND V, LEANDER G, et al. e RREEH AR AL, 2010: 64-116.
BISON instantiating the Whitened Swap-Or-Not LI Chao, SUN Bing, and LI Ruilin. Attack Methods and
construction[C]. The 38th Annual International Conference Case Analysis of Block Cipher[M]. Beijing: Science Press,
on the Theory and Applications of Cryptographic 2010: 64-116.
Techniques, Darmstadt, Germany, 2019: 585-616. doi: (177 KRANZ T, LEANDER G, and WIEMER F. Linear
10.1007/978-3-030-17659-4  20. cryptanalysis: Key schedules and tweakable block ciphers[J].
[13] CUSICK T W and STANICA P. Cryptographic Boolean TACR Transactions on Symmetric Cryptology, 2017(1):
Functions and Applications[M]. Amsterdam: Elsevier, 2009: 474-505.
7-16.
[14] ZHANG Xianmo and ZHENG Yuliang. GAC — the RS o, 19814EZE, 1A, WHFR T M E SR AL, 45D
Criterion for Global Avalanche Characteristics of I3HT.
Cryptographic Functions[M]. MAURER H, CALUDE C, FAoH: B, 1976F 4, FUR, WA, W7 O E DR
and SALOMAA A. J.UCS the Journal of Universal . S HERS ST
Computer Science. Berlin, Heidelberg: Springer, 1996: XN B, 197944, mFESLIIn, WA ST, BT R NiE
320-337. doi: 10.1007/978-3-642-80350-5 _30. B R%4
[15] ZHOU Yu, ZHANG Weiguo, LI Juan, et al. The

autocorrelation distribution of balanced Boolean function[J].

SLG: b 2


https://crypto.2012.rump.cr.yp.to/9f3046f7f8235f99aabca5d4ad7946b2.pdf
https://crypto.2012.rump.cr.yp.to/9f3046f7f8235f99aabca5d4ad7946b2.pdf
10.1007/978-3-030-17659-4_20
10.1007/978-3-642-80350-5_30
http://dx.doi.org/10.1007/s11704-013-2013-x
https://crypto.2012.rump.cr.yp.to/9f3046f7f8235f99aabca5d4ad7946b2.pdf
https://crypto.2012.rump.cr.yp.to/9f3046f7f8235f99aabca5d4ad7946b2.pdf
10.1007/978-3-030-17659-4_20
10.1007/978-3-642-80350-5_30
http://dx.doi.org/10.1007/s11704-013-2013-x
https://crypto.2012.rump.cr.yp.to/9f3046f7f8235f99aabca5d4ad7946b2.pdf
https://crypto.2012.rump.cr.yp.to/9f3046f7f8235f99aabca5d4ad7946b2.pdf
10.1007/978-3-030-17659-4_20
10.1007/978-3-642-80350-5_30
http://dx.doi.org/10.1007/s11704-013-2013-x

