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Abstract: The SIMON block cipher receives extensive attention since its proposed. With respect to integral
attacks, some integral attacks on SIMON32 and SIMON48 are presented by Wang, Fu and Chu et al. In this
paper, on the basis of the existing analysis results, the integral attacks on SIMONG64 are further studied. Based
on known 18-round integral distinguisher presented by Xiang et al., the integral attacks on 25-round
SIMONG64/128 are presented using meet-in-the-middle and partial-sum techniques. Then the amount of subkeys
that need to be guessed during the attack is further reduced by equivalent-subkey technique, and the improved
integral attacks on 26-round SIMONG4/128 are also presented. Through further analysis, it is found that the
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higher version of SIMON algorithm has better resistance to integral analysis.
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