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Abstract: In order to conduct effective resilient recovery on Automatic Dependent Surveillance-Broadcast
(ADS-B) attack data and ensure the continuous availability of air traffic situation awareness, a resilient
recovery method on ADS-B attack data is proposed. Based on attack detection strategies, the measurement and
prediction sequences of ADS-B data are obtained to set up deviation data, differential data and neighbor
density data sequences, which are designed to construct recovery vectors, mine the temporal correlations and
the spatial correlations respectively. The selected data sequences are integrated to accomplish the whole
recovery method and decide the end point of recovery. The method is applied to elinimating attack effects and
recovering the attack data towards normal data. According to the results of experiments on six classical attack
patterns, the proposed method is effective on recovering attack data and eliminating the attack impacts.
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