54158 B 4 W BT 5 fF B % ik Vol. 41No. 4
201944 H Journal of Electronics & Information Technology Apr. 2019
SR T przie watNl iy AN
BB RNEX A%

1 35l8
22 (signeryption) i [F B SEELTH B AL AL
FAEFIETE, B EFESN T Es 25 44 L

L A
(EAFRMF ST HIIAZFR TA  336000)

T OE: AR OO R T R R R R B S F N S, [ B A AE N ERE, WA
EUF-CMA (Existential UnForgeability against adaptive Chosen Messages Attack)i 2 AN FEH RIS % 7 R 1
WO M, LR T R A RRHRPUN B SR MG . U I N EUF-CM AR rhB =i ey #E47 3 58,
SEPL T AR A SO B . BUBTIE SR AT UM e A 55 T Z2 0, I T 58 AR AR IR A e A 9 s SOl R
S, ST RS R, IR AR R O TR e e, DAH R — ek U7 AR S, TR R A IS RER )
EUF-CMARERY A Hr 29% J5 % SOl YRR AR . RINZSCH W EUF-CMARIRY (W358, DR 28 % 7 R 1
BETTVER S A BN 2K o

KRR W HLEME: ARG %Ol EUF-CMARR
HESES: TP309 SCRRARIRAD: A

DOI: 10.11999/JEIT180129

X EHS: 1009-5896(2019)04-1010-07

Resistance to Misuse Ciphertext of Signcryption Scheme

CHEN Ming WANG Fei
(School of Mathematics and Computer Science, Yichun University, Yichun 336000, China)

Abstract: The misuse of signcryption ciphertext means that the malicious recipient uses the received
signcryption ciphertext to forge a new ciphertext that has a different recipient. It is found that the Existential
UnForgeability against adaptive Chosen Message Attack (EUF-CMA) model can not simulate misuse attacks
on signcryption schemes, and many of the existing signcryption schemes, claimed provable secure, can not resist
the misuse attack. By enhancing the capabilities of adversaries in the EUF-CMA model, an extended EUF-
CMA model is defined which captures the security associated with the resistance to misuse attacks on
signcryption schemes. This paper describes the misuse attack instances in several newly proposed heterogeneous
signcryption schemes, analyzes the reasons for the attacks and proposes improvement approaches. Finally, using
the enhanced EUF-CMA model, the unforgeability of an improved heterogeneous signcryption scheme is
analyzed, and the procedure of simulating the misuse attack is demonstrated. The results indicate that the
enhanced EUF-CMA model and the improvement approaches for signcryption schemes are reasonable and

effective.

Key words: Signcryption; Confidentiality; Unforgeability; Ciphertext misuse; Existential UnForgeability against
adaptive Chosen Message Attack (EUF-CMA) model
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