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A Scheme for Generating Key Sequences Based on
Chaotic Control of m Sequence
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Abstract Directed by Shannon’s disorder theory, this paper present a scheme for generating key sequences by using the
sensitivity to initial values and the long time unpredictability of chaos motion. The generating scheme and process of the
key sequence are described in detail. The size of the key space, randomness testing and linear complexity testing are
carefully studied by computer simulation. The results indicate that the key sequences satisfy the requirements of data

encrypting.
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Tab.1 Initial conditions and parameters of chaos functions
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Fig.1 Scheme for generating key sequences
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(a) W& 1 BRI R (b) xlorl /) 0.001
(c) xhen(1)%/» 0.001  (d) xlog(1)¥k~)s 0.001
Fig.2 Initial conditions’ geometrical sensitivity of control spaces
(a) Results of using data of table 1  (b) xlor(1) decreases by 0.001
(c) xhen(1) decreases by 0.001 (d) xlog(1) decreases by 0.001
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(a) xlor2(1)¥ /Iy 0.001  (b) xlog(1)#% /) 0.001
(c) xche(1)k /> 0.001  (d) xloz(1)¥k /s 0.001
Fig.3 Comparative figure of original information and error information
(a) xlor2(1) decreases by 0.001 (b) xlog(1) decreases by 0.001
(c) xche(1) decreases by 0.001  (d) xloz(1) decreases by 0.001
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Tab.2 Results of frequency testing

FroK S 5000 10000 20000 30000 40000 50000 60000
BEAL B 1.548 0.025 0.039 0.041 0.01 0.269 1.856
LK T 5%4% % /KT 3.84
#3 FIRERER
Tab.3 Results of sequence testing
FPoK S 5000 10000 20000 30000 40000 50000 60000
7B K AR 3.776 2114 1.595 1.515 2.674 2.053 2.923
R KF 5% ' /KF-: 5.99
F4 RN R
Tab.4 Results of poker testing
Fro K 10240 20480 30720 40960 51200 61440 71680
RO AN 259.6 247 243.6 258.6 234.4 229.3 259.9
i K 5% /KT 279.2
F5 BHEXEIRNHER
Tab.5 Results of self-correlation testing
BALE 10000 20000 30000 40000 50000 60000 70000
HAH A 17735 15202 12663 10116 7601 5034 2458
WA 1 17736 15224 12669 10135 7654 5067 2533
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Tab.6 Results of run-length testing
iRERS 1 2 3 4 5 6 7 8 9
1i1) B 2 33015 16247 8265 4012 1985 1037 508 243 145
P 32824 16323 8241 4050 2061 1002 544 248 138
A i 65839 32570 16506 8062 4046 2039 1052 491 283
x7 ERENRLE
Tab.7 Results of complexity testing
75 B 50 100 500 1000 2000 3000
HRE 26 51 250 497 1001 1502
FeoI B 4000 5000 6000 7000 8000 9000
SoRIE 2000 2501 2999 3501 4000 4500
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