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Burrows, Abadi J Needham 7E 19890 4EiR 4 T —F BRI T LSS ik —
BAN-28, ZEBAMEAR T IFEELDNPFENRNE, BEREKHRERE: CTIEAE
LHHLFTRERAL £/ (X HTHHRM TR . SEIHERNTERER BAN-Z
BhEa—H8Ne GEERAN) BEHE, 25, —EBEESH THE S -8, #x
BRI A AR bk, HAHMEBEIEXNRRERERXYN. BAN-ZEBHARETS
T (1) FEAE™E (WAXEEGMEARTEOERE) ; 2 SEHIEXRERE
(I EAEERIRANE BN & LR . 2 0XEAFEEARNEESEBEEIE UEH

. FEY, GHT R EEEEAN. RITEE—HS, B8 BAN-BEN - LHMHE
RO, 16 BAN-BE PIE BRI R RN 55 2 WAL T Sig#Ean;
B3 WA T — LB

2 BAN ' 3% 45 iR

2.1 BAN-Z88

7E BAN-E#8h, # P Sees {X}k,, H P believes P 53 Q, Ul P believes Q Said X ,
B L, ERMMNEREIFMEIE: Q Sad {X}k,, , XTMRETHELARIL. PUEH
EEH Kpo RAEMEMEE {(Xkoe FBETF QI P KETHE {X}keo » B P Said
{X}kpo) - THIBAIE B 33 H BT Y H4T B 6 99 X A~ 3 5L

B 19l miRE - AN (B 1), BHAXHEVE Re(ilE]) , RS, A
W B &3E {Rplk.,(N%), Kap % A5 BHIEEY,

B 2 Ffrihmdtsl: Z ATER AMKS B MIAE, 43 B XXEMER Rs
&, XER AFTHEET —KHIGETT, FANER - XENMEILE Rs, B WIS,
M KM {RB}K,s, Z RN, BENABNENHIGES, ATKS B BWiAE. B
B BAN-Z#F[LIIERH, B believes A| ~ Rp(B believes that A has recently said X) . ¥
KL T
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1.Rp
' Rp I'R
A B z : u 5
2R8I ARBIKy
1 i - R 2ARBIK g
B2 Hiaish

(1) A<Rp .

(2) Ba{RB}K,s -

(3) B believes #Rp .

(4) B believes p(Rp) .

(5) B believes A £25 B |

INMEB$R: B believes A = Rg(B believes that A has recently said X) .
BAN-ZHH 10 T 3L

1 - Pa{X}x PI=PE5Q Pl=p(X)
b PI=QI~X, PI=Q|~K PI=Q|~{X}x *

A2 - P=Q~X.Pl=#X .

PIEQINX

i AL (2), (4), (5) & A2 TTLL18 %] B believes 4| ~ Rp . {8 2 M7 o2 A8,
) BAN-ES M 31T HCH R TR A0, BAN-E SRR MU T /R IS0 B HALI BT
SR, RN AP, REE-NMREFRMS: Pl=0Q|~ {X)k, HERESHHKRAFHIESR
HRAE, XEFEEBEIEPHRBMNEEZ —~. NEHEER Kpo EAREFINA Kpo INE
MIHERD P ERWEE Q M.

2.2 5 RS L HINF AR

£ BAN-ZH P, XHH B EHER IR T 0.

P sees Fr,.,(N,X1,---,X,) H P Believes #N , | P believes #(N, Xy, --, X) , T
WIEH T, ERENERED X ETEFEN, BT Fr.o(V, X1, X,) B8 LIEFH
W, BASERE G —8L (0 M. Wenbol!! | SR RMBIRT Froo(N, X1,-, Xn) =
(B, JKpo, {}r) TIEHARER) . AL T THHEERN: 8 F 23 —RE,
EX Frpo(X1,- -, Xp) = {F(X1, -, Xo) ipo (B F(X1, -+, X0) = (X0, -+, XR)) , &P
sees Fie,, (X1, Xn) H P believes #X; , W P believes #X;,1<j<n,

3 H o 4 2 AL

3.1 HRHENX

BT LR RS, SRl B R @S RN TE B HITERE, MEED
8, XFER/DEMMEEHBIEFER, BNAUT4REFHR:

(1) B (key) : (ERBANFFEHP key , F4E Skey , MHRFH key , BEHEMFXF
HEHITMENHEE, RNAEREMELTENE, HESIMB N ENHX, LIGEY
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FIES M B HRHE SR
(2) ERLFF (principal ) : LMK ERLIK (M: A, B,S);
(3) —IKHEBEVLEL (nonce) : —WHEREHLER FISEARIE— MK B2 5 Hr 4 LAY
(4) BA# (data) . FIRHEAEEHBEFRN, REEERZ BZBFHHEE.

Wilw BREFHEFE, MET v LHFEHENSES M BAHEXNT:
@a€cw, M, aeM. G)EmeM, BEmeM, Mm meM, (F

meM HkeKEY, KEY C M REARE, W {m}y e M, T HERERNES,
BAFHHES, R, mR e 2k WEESH, W {mh}-r=m. ) ZTEE ERMH
B {m}, FE—TERHEH k XHE m ETMEEHEGR, MmE (m)y = {m'}p, M
m=m', Bk=k.

3.2 MHBHBELXNE (MEXRKL)

#X : KR THE X BEEM;

P received X: P WF] X ;

P comprehend X (P| = p(X): P (eSS iR BBWAIHEE X ;

P Sees X(PaX): PEHERHEBE X,

P once-Said X (P| ~ X): P ®@%i}t X ;

PSay X(P|~X): P& X,

Ppossess X(P>X): PHAHEE X,

ARBEN (AXBHUTERBZEN)

(1) =P EEHF B

(2) &/ ¢ BAK, M P believes ¢ B2

BV Ee. ¢ RBARK, WMoAp, ¢ o BAR ("N RRER “5”, = RREBHE
) 5

(4) & ¢ BEAR, P Controls ¢ BAR;

(5) &% K € Key , M| P possesses K BN, ER PHAEH K ;

(6) % K € Key, P«5QRAR (KR PY5QRERY, WEY —MIEDLMBE
HPA ) (AEEESRISTEERS) .

3.3 kAAXEST

(1) VP € Principal, P possesses Kp =T , 1N EFEAAERHETEAAFERAKE,

(2) VP € principal, P possesses Kp' =T, B4 X4 #HEH CHREKRE;

(3) % Kpo £ P 55 Q HISHHRES (MHAM) , W P <> Q KK, P possesses Kpg =T,
Q possesses Kpg =T, BN EHHFH C 5HE FERAIXTHRBEAKE,;

(4) VP € Principal, P believed #N, =T ; (“ P #if5 B S £ ETER " K
2, RIMNBEEHLD B EHIINE AN —KERILED .

FEAFL

(1) &Fe€el, N P believed p =T ;

(2) Preceived X =T, W PaX =T,

B)¢Ap=T o é¢=Thrp=T,

WEeep, MPI=(@-29)=T; (¢=2pEFR “¢29p=T "), PI=(p—¢)=
Pl=¢—> Pl=yp;
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Xy
(X1

(B5) Pl=oANp o Pl=¢pAP|=P

Seeing

(6) P<a(X1, -+, Xn) > PaX;,i=1-,n; (FPX1, -, Xn)=T, M PsX;=T);
Freshness

(MPl=#X=>P|=(X1, -, Xi, -, Xn), i=1,---,n;

Said and says

&) Pl=Q| ~ (X1, -, X)) 2> P|=Q|~Xi,i=1,--,n;
O P=Ql~ (X1, Xn)>P|=Ql= X, i=1,--,n;
Recognizing

1O)P|——p( 1)/\ /\PIEp()(n)::’PIEP(‘X’IV""Yﬂ);

Nonce Verification

(M) Pl=Q|~XAPl=#X=>P|=Q| =

Symmetric Enciphering

(12) 5 F BIERM X —EH WMEENREZH F = (N1X2 - Xp), W PaFg,, (59,
Xn)=> Pl =Q| ~(X1--Xa) (EIJ?E PQFKPQ(SQ,Xl---Xn) =T, WP =qQ|~
Xn) = T(ﬁ:f#‘ FR’PQ(SQ: X1 Xp) ={F(sq, X1~ X")}KPQ’ Sq S TH BRFEINER,

RRKHEER Q Wiy, EEhEEE, EiRBEESHHEEREAER) ;

(13) P Fkpy(s@, Np, X1+ Xa) AP| = #Np = P| = X,,1 <i <n), 8 (11) #1 (12) 18

PQFKPQ(SQvale"'Xn)Apl—-#NP:¢P|—— |~ X;,1 <i<n);

(14) P| = p{X) A P possesses K = P| = p({X}k) ;
(15) P|=Q| =~ {X}x A P possesses K = P|=Q|~= X
Asymmetric Enciphering

(16) P possesses K ' AP<«{X}x => P<X, XH, K ! EAFEH K WREEYH,

BAN chZe{Ulpg Ry L ROSSESSER Fo o Sees (N,

(17) Py = p(X)AP| == P = P = p({X}k) , XB =5 P#R K 2 P WATFER
(18) Pa{X)g— A P possess -5 Q = Pa X ;

{19) P < {X)g-1 A P possess N QAP =p(X) > P|=Q|~XAP|=Q| ~{X}k-1;
(20) P| = #X A P possess X Q=P =#{X}k;

(21) P| = p(X) A P possess LN Q= P|=p({X}k-1)

(22) P} = Q| ~ {_X}x-1 A P possess 5= Pl=Q|=X.

LN, EEEE BAN 3L

£ BAN B8 H, P Sees {X}k,, H P believes P &9 Q, M| P believes Q Said X , {H

Ehr L, HEAHER P Said X, Hl, ERMEEWHLRM Q Said {X}k,., =T .

3.4 5 BAN- X 5]
(1) XMAXBEH T HE
(2) 3 BAN AR P Sees {X P}, il T HEAMFIN LN (10), (1)), B&ETIE

BAN H1 5 i B HIRT R 80 AT AETE)

(3) 3t nonce BIELNIHAT T B0 (I (11)) 5
(4) BB INE Frpop(Np, X1y, Xp) S5 TR UL,
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1 X - A (B 1) BB RERD

(1) A received Rg =T ; (2) Breceived {Rglk,, =7 ; (3) Apossess Kap=T,; (4)
Bpossess Kap=T; (5) Bl=#Rp=T; (6) Bl=p(Rg)=T; (7)A|EA<K—“33=T;
®)Bl=A&8B=T,

WIEB#R: B| = Al~ Rp =T(“ B {5 A Boiiid Rp ” RENH) .

B (1), - (8) RHMERERLM (11) - WAVEHS Bj=Aj~Rp=T, WFTEH Bl = A| ~
{Relk.y =T B Bl=#Rp =T ; HHAM (12) RATER: XWRAIEEEH Kip MEMGHE
B {  RBlk.p, BWHE B EIHEFRENEFNENE (- Relr, BEEXETFT A, W
HE (Rlr., T AEHENEF, 7 B ELUAE “AGLHETHE {Re}k., 7, BP
KIVAREE Y Bl = Al ~ {Relk,, =T . HBL, BATLUBY, HUMURERXRFHAEB R
Bl=Al=Rg=T.

# 2 Woo-Lam \IEHMY

Messagel A + B: A, Message2 B - A: Ny . Message3 A - B: {Ny}k,, . Messaged
B—S:AB,{Ny}k,, . Messageb S = B:{4,Np}x,, .

REAXMT:

(1) B received A =T ; (2) A received Ny =T ; (3) B received {Np}k,, =T ; (4)
S received A, B, {Ny}k,, =T ; (5) Breceived {A,Npy}g., =T ; (6) Apossess K, =T; (7)
Bpossess Koy =T; (8) Bl=#Rp=T; (9)B|=p(Rg)=T; (10) A=A &3 5=T,
(1) Bjl=B&ss=T1,

WIEE#R: S| = B|~ {A,B,{No}k.,.}, Bl =S|~ {4, No}r,, =T .

AN (11)(Nonce Verification) 8%, # S| = Bl ~ {4,B,{NM}k..} = T, M
H P HEWHET Ns, Mlthils, SA=EFsT, Bk, ROXLEBE S| =8|~
{A,B,{Ny}K., =T . %t Woo-Lam thil #9325 1 F3E T iX— .

HERE B =S|~ {A, M)k, =T, WEK Bl =S| ~{A, N}k, =T K& Bl = #N, =
T, HHEXRAN (12) BdH, MHILEEH K, MEHE, BREEELHBREAE
FRAMMEGHERERET S, EHE (A, N}k, TEEHEBFRENER, B REHE
{A, No}k,, —ERETF S, RIVEARE Bl =5~ {4, No}k,, =T . MTHIHE 2 WHT X
— .

BE1

(L1) I{A) = B: A, (1.2) B I(A):Ny; (21) B—I(C): B, (2.2) I(C) - B: ANy,
(23) B = I(C) : {A,Np}k,,; (1.3) I(A) = B : X, (14) B - I(S): A,B, X, (1.5)
I(5) » B: {A,Ny}x,, .

B 2

(L1) I(A) 5 B: A; (1.2) B I{A): Ny; (1.3)I(A) > B:X; (14) B—» S:A,BX,;
21)A—=I(B): 4 (22)I(B) > A: Ny, (23) A= I(B): {Ny}k,,; (31) I(B) =-S5 :
A,B{]Vb}K“, (32) S - I(B) : {AaNb}Kb,; (15) I(S) - B {A,N{,}Kh N (E.t]&mfﬁ'
F, X HREEHL)
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BAN-Z B Ao R Bl — L P AT RE A FE R By, LR 0% SO BB R 4t
AE, ERITEESEARENHIGERARZ M. RIBLIEEIER S L EENE
X, EREOETAL, HEERETREEBNAEERE, Hilt, &% 7T BAN-ZHEEN—
WEkiE, SRS A ERS ER, HHAHRRIERK.
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A MODIFIED BAN-LOGIC

Zheng Dong Wang Changjie Wang Yumin

(Xidian University, Xi’an 710071)

Abstract This paper points out some flaws in BAN-logic, and presents a modified version of
the BAN-logic, which has a sound semantics and correct loige rules. It is concluded that, if the
initial condition is right, the result from this logic is right as well.

Key words Authentication protocol, BAN-logic
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