%35 Lif 4
2013 44 H

-

Journal of Electronics & Information Technology

—ME T ST R Al E M KRR i E 18111777

T FRE

(AR FEAZEIAZRFE  FM
OB Bl X B {7 A SR P PR A R AR A R R N ), %SGR AR T CDMA A0 i 1 1 4
0 248 B A A VU 7 ¥ o 127 1R A A A e R v (B B b A A S B A IS, IR SR RIS S e,
WAL 75 SR P T P 00 Bk S B AR AT AR T B PRAC L, 4 g 17 5 e 75 P 355 e B i 155 0 LA 1 T v o R i e
T S5 TG A EEA RFRbS FLF SR8 P REE LUA BB AR 8, $ 1 T 351k e AR e M p T TR g
IR . AE TCP/IP M4 Rl T Bl (538, JEUEAT T Bl A sE o, g5 RS0 i i e A2
i) PR A 7 VA L B A T B A i (0 27 S U TR R 8 20% 764
KRR FRA MBI REE: SR, [FEprriitk
HE 5 %S : TP309 SCRRFRIRED: A
DOI: 10.3724/SP.J.1146.2012.01106

EA
450002)

XEHS: 1009-5896(2013)04-1012-05

Vol.35No.4
Apr. 2013

A Robust Network Covert Channel Algorithm Based on Spread Coding

Li Qing-bao Wang Wei
(PLA Information Engineering University, Zhengzhou 450002, China)

Niu Xiao-peng

Abstract: In order to solve the problem that the covert timing channel works unstable in the noisy network, a
method of designing robust covert channel is proposed. The method uses the interval time of network packets to
transfer information, the sender codes covert information using hash spreading spectrum, and the receiver forecasts
the channel noise and eliminates it. In order to solve the contradictory relationship between transmission rate and
robustness, the strategy of maximizing robustness under fixed transmission rate is proposed. The experimental
environment of this covert channel is constructed and several experiments are conducted. The results show that the
ability to resist noise is increased about by 20%, compared with other methods on the same problem.
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