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Abstract: The relations among objects with secure level are very complex, which leads to the problems of security
in multi-level network, such as information leakage by object aggregation. This paper puts forward a level inference
method for aggregated information of objects based on clustering analysis. This method makes the reduction of
attributes by the importance degree of attribute in one object, and attribute vector is formed. Then, according to
formal concept analysis, this method accomplishes comparability analysis of objects in the same secure domain by
gravity among concepts so that objects can be aggregated. Finally, according to probability estimate of fuzzy set
about secure level of attributes or sets of attribute, probability of higher level information inferred by aggregation
of similar objects is computed, which may effectively establish access control policy in multi-level network, and
accomplish restricted access of congeneric objects in order to reduce the risk of information system.
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20 ={o, 0} AEWIES, A={o, 0.}
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input A

Output B(B is a reduction of A)

1) B=A4; n=|A[; j=0;

) for i=1 to n do

) begin

) a, €B; sig— H(B) - HB - {a));

) if sig < n then

6) B=B—{a};j=i;
) if H(B) <> H(A) then B = B+ {a,};
)
)

endfor
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Input: O, A(objects set; Attribute set)
Output: Z (cluster set)

) for i=1 to |O| do

2) begin

3) A= A(o;); B, = AARBS(4);

4)  M; = maxtrix(B,) ; concept(o;) «— M, ;
5) endfor

6) k=1; Z, ={o};

7) for =1 to | O] do

8) begin

9) if i<>1 then
10 if o, is not yet assigned to a cluster then

1 for j=i+1 to | 0| do

—

40

(1

(

(

(

(

(

(

(

(

(10)

(11)

(12) begin

(13)  g=g(o,0,);

(14) if g > & then

(15) if o, is not yet assigned to a cluster then
(16) Z, —o;

(17) endfor

(18)  k=k+1;

(19) endfor

(20) g, =0; g,,=0; g, =0; =0
(21) for =1 to k do

(22) begin

(23) 9, =9, +9.

(24) endfor

(25) for =1 to k do

(26) begin

(27)  for j=i+1 to kdo

(28) begin

(29) G = 9o T 9(Z,2Z));
(30)  endfor

(31) endfor

(32) for i=1 to |O] do

(33)  Dbegin

(34) if o, is not yet assigned to a cluster then
(35) compute g ; t=t+1;
(36)  Gue = e T 9

(37)  endfor

(38)  compute AG, NG;

(39) if AG < 6;NG < w then 6§ « ¢'; goto 8;
(40)

else output Z ;
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RETE 0 A R ES
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Pro="Poss(Xis B| X C?,B€F,
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Algorithm of Aggregated Information). 13 3 Jff
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Input: O (similar objects set)
Output: pro; ¢
1) 2 « 0 ;// form attribute subset

if pro, > 7, then {

2) Q:{Alvsz"'vAk}Q

3) L = max(C(o,) | 0, € 0);// maximum level
4) for each ¢, € C do;

5) begin

6) if ¢, > L then{

7) B = [ ;//fuzzy set of ¢,

8) pro, ;Poss(X s B|B={f,X€N);
)

0

Attr — {A | p(4 | C,) = pro, };

)
11) get & which can achieve Attr;
12) ¢ =min([ & [|& [ & D
13) output(pro, , ) ;
14) telse{ outpu’t(prog ,00) }//no exist
15)  } '
16) endfor
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1 1 < <
2 2 < <
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6 2.95 > >
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