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An ID-based Key Pre-distribution Scheme for Wireless Sensor Networks

Zhang Rui Zhao Jia
(Research Center of Information Security Architecture, Beijing Jiaotong University, Beijing 100044, China)

Liu Ji-qiang

Abstract: Pairwise key establishment is a fundamental security service in sensor networks. It enables sensor nodes
to communicate securely with each other using cryptographic techniques. However, due to the resource constraints
on sensors, it is infeasible to use traditional key management techniques. To facilitate the study of novel pairwise
key predistribution techniques, this paper presents a new framework for establishing pairwise keys between sensors
on the basis of an ID-based key predistribution protocol. In this paper key agreement uses hash calculation and
comparison instead of broadcasting; it reduces communication consumption on sensors. This paper then analyses

the security and overhead and compares with previous schemes. The results show our scheme is superior to the
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existing approaches, and it can save communication resources.
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