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UAV WTHE 5BF, S T FRilloE R AR R, ik
MR R UAVAE T8 RATIRE, FFRFIELE
SEPR ATHEE TR RIS ML S IR 3D 55 R R S B0
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BRI a5, RN 7E BT 77 1) b A Tt
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R 22 AL A AL B fE R B, IR T — A
UAV MMTIHE RG & mED, UiRs
Warik s R, T UAV-RISH B ML £ %
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UAVE SR ZIE A E 5, s kG ULBE.
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TFTSETNEX AR RRS REA IR, SCHR[15]32
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F 50 51 A5 T AN 58 1 R0 H0HE 3]k 5 I AR ]
R 7 RAIRESE M. AR RATERE K
SR HFAT N B R G B P 2 R 56 D 3 /)
GALTE

(2) BRI B AL AL 1] R B8 BA A A R 1R 20K
K H Lyapunov It A0 HE 528K I B AL In) @ % 4k N
— RIVRLI BRI AL T ) T T RN UAV

MR+ 2 SR BENL A B iR 2, FIHSTSELSS-
ProcedureJ7 V244 FE O E VR R, JF$EH T
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Lyapunovil 5 2% LA & H s 311k 255 2 YL LI
WE T RTIREEA R IR, B TAES T
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B PR 11 7 ) 35 A e i Ve RE AR T
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KT UAV-ISACR S MrilfE st B 1R .
UAVEL# A N = N, x Ny R RZ I3 &) P T FE 41,
HAES — AR 21 P (Ground User, GU)il
ERIER, X HFRE&EN X 35 (Sensing Area, SA)if
TR . A, HFAEAMDNBRRETE
(Eavesdropper, EVE)XJ UAV-GU%E B 18 5 5 i
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PRS2 b 2 AR i R, 2 KU S &R g,
UAVAENUARLSN, SO RPN SEbRTT 175
U7 IR W 22, ™ B0 3R e R I8 A 5 N
AEo KH=4EHR/RAEIRR, UAV, GUNMEVE,, 1)
BRI X B RN Mgy = (0,0, H)» ge = (26, ya,0)
qEm = (TEm, YEm, 0)» HeH H NI AL EAF 5 B,
meM=2{1,2,,M}. AL, SANULAERR (25, ys,0)
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RIEAEHEAESE . Wa Ma, 7 AN UAVE
WAEMBEE S, WEE (Jz]?) =E (Jo?) =1 8
Elzfz] =0, &dBFAEE, UAVIHGURSH
B9 RIRA:
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Her, wee CV* fllw,e CV¥L 43 3 U A VIEAS FI

REIBF & . BT IRLIEE NI, GUM
EVE,, #1551l 73 3R m A
2¢ = hgy +naMzem = by Y + npm (2)

H, hge CV* filhg,, e CN*1 435I NUAV-GU
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X, UAV-ISACRGH GUR AT IS % 42 K 0]
jj[l().

+
Rsec:R_ Rm 4
[WI?M] @

HH, Rg=logy(1+7c) MRe,, =log, (1 +vEm)
SHNGUREVE,, FITIE#ER, [2]7 = max{z,0}.
EEXTSAX I, NSEIMARUERMER, KXH
B HICRFE T EAES A X I A 3 51 K AE KA B AT
It DL AN B A I TR 3 a8 A D B N M e 1 B2
w2, B TISAC RS I Z i 1F 5 40 vt IR,
ﬁ%%@%ﬂ&%TEﬁAVEﬁH?SA 0T T R A
Sk k€ KE{1,2,- K}, HBRIEGERRN:

Gsy=E (|hgky| ) hS;€ (wcw + ww )hSk
(5)
H, hg ) NUAVERFE S, IS E 1E 7 & .
3 G, 5 R BB R R AR R, UAV 20

ARSI A, KT ATEERN - EE 1
HIRLRE 7y & 2 0. B, UAVZ -5 m) & n]
RIRN:

hx = \/ndx’albx.6x), X € (GES}  (6)
Hob, = (c/anf)’s NI, fONBBPHE,
dx = /AT ¥ FHZJUAV-X G B 155 5, 0y
Al o 3 FR 7R U AV -X 8 2% 14 S B A 400 # A0 5 A
1, a(bx, px) € CVN*L R REFESTT K&, 7l LA
FR N

ej‘rvsin Ox[(nz—1) cos px+(ny—1)sinpx] .

a(fx, px) = {17"',

ej‘rrsinGX[(Nm—l)cos¢x+(Ny—l)sin(bx] T (7)

Horb, ng Mny 23 53 9 353 53 1 T B 31 v 4 a0 Bl A
yy TR G PS5 . RUAVHUAR S, i
AR AN 7 A IR SE BB 5 A THE 2 (R AE 6 F AR
72, AN,

Ox = Ox + AOxFlox = dy + Agx (8a)

AR + A% < ek (8b)

Forb, Ox Ry o3 AN ARAM A R0 5 07 F Al VB, exc
MR IR

4Q(t), A(t)FRq(t) 43 M FE /R UAVHLE A
DABTE B 20 ¢ (OB AR S 2, Bk AR SR, W
UAVEE A 1 5 357 A T Rom A

Qt+1)=[Q(t) — R¥(t),0]" + At)  (9)

/\EP RWC( ) mlnA‘gc(t) A¢G(t RG( ) EE%;&?EEU
R A FBENLEFI R R, RIRIEUAV-ISAC#

eV IR A R e e, BABI AT BT 2 i 2
gt Fo O
1 T
Jim sup Y E[Q(H)] < oo (10)

Hrr, sup(-) Fos A B i B B A A
BAFIFRETELIR T, UAV-ISAC RS KIS BT
R DA AR RN
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1 T
dim 7 3 (Il + @l 100)) (1)
Forr, e (t) Rl (t) 43 5l D9 BF Zile 1) 88 4% A0 gk &0
BF&E. #TA10)f(11), BFIREELRT
HIUAV-ISACHR Gt & 2 4 A 1) 8 v] 7R 9

tim =3 ([0 + w03 1Q0))

P1: min

we (t),ws (1) T—o0 T P}

(12a)
1T
s.t. Tlgréo Sup ;]E [Q(t)] < o0 (12b)
min  Ry.(t) > R™ vt 12¢
AO{G,E}-,A(ﬁ{G'E} ~€C( ) = sec ( )
i >l 12
A;{l?lilqﬁgGSk(t) Zn 7ijat ( d)
2 2 me

[lwe()]]5 + [|ws(t)|[; < Pr™, vt (12e)

Hr, Rueo(t) FIGs i (8) 73 9 NI 2t ) GU W] 5 22 42
THARFNRNFE RS, WA 7, R AGUM AL %24
AR, DASAKIBRNE & RE, PP NUAV
IEPNZ NRPIE

A1) (P 1) A0 & A K BRI AE H AR (12a)
AP\ FIFEE LR (12b), HZ R &M (12¢)F1(12d)
2 A(t) 5 (A0, Ag) A E M 5E W 52 IR O Re 1
FECZAA ) AE DL B AR A
3 EHTLyapunovii{LiERHEELZEKR

DA PN any

R B (PL), & %6 T Lyapunovilt
A B A IS B BEATLAAE AR AL I 2 A0 A i I I B 5%
TG ) JL IS B AC A 1) s O, B R e R I B
UAVHUEEL B T BUWE S FERE AR ZE, Wil
AN E ACAK 0] A 5 9 7 5 PR AR ) U6 BE i3 AT
IEAR A -
3.1 E-FLyapunoviija)@isE{t

o, NEESIQE) AR, & W
Lyapunov & (.

£(QU) = 5@ (13)

K1) LQ@) N HE ZRIGK, HAH
RFRBAFN A bk ™ 58 . IR, 5] ALyapunoviz
2 FH T VAl BA B AE 2 S P AN R 1) () 284k, B

AQE) =E[LQ(t+1)) - LQ@®)[QE®)]  (14)

T AQ(¢) MELASRIF UM, mliEL /34T AQ(t)
B F X A Q(¢) B e e PR EAT PRAl o BERE™ AN

Amax 3 5019 PR P 55 9 5 R (1) RS B4 R A1)
FUBORAE, LA 5

20(0) = 32 (00 - Ry @,01* + A)

—Q@ﬂmw]

IA
N = N =

E[(Q() + A1) - RE()* = 1) (1) |

< gaX)Q + (Amax)Q) + Q(t)Ama,x

(
QUIE R (1)]Q(1)] (15)
KL, AQ(t) I B R IRA:
AQ™(t) =D - QUE[RE(®H)|Q®]  (16)
S, D= ((RE=) 4 (Am)) /24 Q) A™> g
FE Bt /I K B0 305 4 D R A 31 e
P, TSP A0 5 R ST A AL R (P 9 b
T
T
tim (2@ (1) + VE (| uwc(1)]

T—ooT
t=1

+ ke 0)3) )] § (17)

Hor, VBT REG AR N BCEAE AT R R
TR DG BRSO

FT Lyapunovii b AR, X+ Hbrek % (17)
IS BT SR ) AL R AT R L R e M T %%, BT
RIS B AL 1) A A6 g — R 51 i Je I BUAR EL SRR
RN B AR AL T BARTE, FETA(9)
AR R B e A SRR B Q) S8 8T, Wil ik
we () M, () BHAS BRI AL B R (1), LASEILBA
FIRSE . DRIL, OUAKIa] R (P 1) PT 4 o — FR A
B AL R, B

P2: “’f'(rtI)l,igs(t)V (ch(t)Hg + |‘w5(t)||g) _ Q(t)R‘éc(t)
(18a)

s.t. (12¢) — (12e) (18b)

Hrb, DHEHAE B bR n] 28 .
3.2 ERREFRBMEILIT

EFXHLAL IR (P2), AR RIS, Hokffid i
BEE R . & AW, = wawl MW, = waw!,
FEGIAW AW, IR — 210, B LA n) i (P2) &5
Wiy

P3: min
W.=0,W;=0

min LGachaG
—Q{log, |14 2ot (19a)
max LgalWiag +1

Abg,Adg

V (Tr(W,) + Tr(Wy))
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BRBH A PAIURRRE VRO F AR T AL IR B i 22 PR RO 5% 5

. L H
g, LeaaWeac
s.t.logy | 1+

max LgaBW.aq +1
Abg A CoGTTRE

max Ly al Weag .,
AOEm; APEm '
—log, | 1+ . o
min  Lgnap,, Wsagm,m +1

AOE.’HL7A¢E.77L
> Ry, Ym (19b)
~ H S 2
po DR, aSk (We+ Wy)as =2 ds I, VE - (19¢)
TH(W,) + Te(WL) < PP (194)
rank(W,) = 1, rank(W;) =1 (19e)

H, Lx =ndg?/o%,X € {G,E} o Ttk i &
(P3) L&A E IR Z (A0, Ap), 7] 5 NAEFu 4B
B {a,b,d, f, g} AT (P3) 4y

Pd: W0, 0 V(Tr(We) + Tr(W5)) = Qa
a>0,b>0,d>0,f>0,9>0
(20a)
s.t. 1 1+L >aln?2 (20Db)
.t. In 11d) = amn
aln2 —In (1 + f) > Rf;c In2 (20c)
1+g
. H >
AOIg;l,lilgbGLGaGWCGG = b (20(1)
LeaiWeae < 2
Ado- A cagWaag < d (200)
H
<
AQEE?‘AX(bE.nLLE’maE,mWCaE7m — f’ vm (20f)
AGET?AX%J”LE’magmWcaE,m > g,Ym (20g)
(19¢) — (19e) (20h)

Horf, o NATE R ZE LR FIGUR ATk
i /ME, bMd AT R AR ZEE LT GUH
W BB A A 5 Dh R e MEM TP Th F R RE
[ g7y AT B B R ZE S L NEVERW IR
FAE 5 T2 (1) e R AE AN TP T 26 1) fe /ML

XT3 (20b), BT H o AUB A LR P,
AR LT B

In(1+b+d)—In(l+d)>aln2 (21)

TE AT B d A X In(1 + a) AT — B RENE T,

AT LA 5]

In(l+d) <In(l+d)+——= 2 &(dld)  (22)

BARE2)MRANLA(21), AT

In(1+b+d) — ®1(d|d) > aln2 (23)
[, XFFAEM 290 (20c) nl 4 A an bl R
D (f+9[f+9) —In(1+g) < (a—RY)In2 (24)
XFF A E LI R (19¢), R & E
. R EUT R R 1,
Ael Uy, Aes, + 20 Aes i + 18, > d2 T, VAes
' ' (25)
Hof, Aesy=[Absx, Agsy]”, Ug.= (ué?k)TL(Asfk)
T
ns% + QS+,I€ ) ”s+,k = f(Bgfk) B o Tsk = ZW-
T
[Zer,k]i,j ) Nézk = [“é,k?ug,k] ’ Qgr,k = f(Bgr,k)
(u%,sz - ugﬂklz) , Ja=10,1;1,0], A, = Re(ZJ,),
B;k = Im(Zka) ) ngk =(W.+W,)o (mﬁkmgk) )
myg . = exp(—ipg,) s [18,] = wsinbs k(e cos P+
BusinBsy) luby], = wcosBs(an cosFsy + fn
sin @g 1), [Ng,k]n = msin s (B cos Ps.. — Qn SINPg )
[ugk]n = ‘ncosgsvk(ﬁn cos Pg j — Qn Sin@g ) » Qap =
[(n—1)/Ny|s Bn=[(n—1%N,]. Ak, L(X)F
FOY)5EXTF:

_ [X}i,j* [f(X)]p =] a
[ume—ﬁXM, ey (@)
0L =2 Y], (26b)

T a(25), FETIRZEEALR(8D), AR
FHS-Procedure /5 2 10 H A 6 4 ml Ab 3 ) o 5 P
R RE ARSI, B,

T
légkléklﬁik (vi) ] R,
"’:k 7”;.1@ - dg,kF - 5§j,k€§;k
(27)

Hrp, 6, >0 FH, XWTAR(20d)-(20g), W
I AN

B T
08Iy + U¢ Ve
S A U
v rg —bLg' — 64ed |
L -U:  —(vp)
I .| 7 03 (29)
g dLg" =18 = 0GEC
i T
5}CE,mI2 - U]%,m - U}CE,m = 03,
_’U](:j.m fLEin - TE,m - 6]%,m€]%],m
Vm (30)
_ | | | T -
5%:”7'1'2 + U}E7m <v_}bz17m) 2 s 037
L vlsé,m T%,m - gLEm - 6E,m€E,m_

vm (31)
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Hrf, 6 >0, 6520, 65, >0, &, >0

SFFAEMBR— 21 (19e), AT R 2T &3 s %
(S I8 T TR R A N(W) AW IR B R
fHE, HTrank(W) = 15Tr(W) — A\(W) = 0554,
AP T (W) — \(WOTENIE ST IO E] H br ek 204,
R IR AAL )& (P4) Y H bR b8 3 (20a) AT 8 4 0 «

V (Tr(We) + Tr(W5)) — Qa
+ p (Tr(We) — A(We) + Te(Wy) — A(W5)) - (32)

Heb, p> INET RS, BTFAW) AR, X Hk
17 —B ZR R IF T LS )
AW) > AW) + Tr (u(W) ' (W)(W — W))
2 0y (W|W) (33)
Hodr, (W) J2& ATAT il W s KRR AE AR BT X L PRI R AE

[mh=
FAR(33) RN (32), JFRIFI LTS P 25
5(28), (20)F1(27)-(31), SR ALIIE(P4) Tt
J9tn R AR Ak fe)
P5: min

W0, W,=0
a>0,b>0,d>0,f>0,9>0

V (Tr(We) + Tr(Ws))

- Qa+pQ(WCaVVs>chWS) (34a)

s.£.(19d), (23), (24), (27) — (31) (34b)

Hr, QW, W, W, W)=Tr(W,) — &(W.|[W.)+
Tr(W;) — ©2(W W)
3.3 MHHEEIT

T H A Lyapunovit AL HESE 5 €4 4% 4 BF
AT V%, A 1) (P 1) B =R A R 5 3 i)y i 42
SRR, BRIV WR TR

4 HESERSHH

iR, GUALRN(0,200)m, A
EVEAFR 4514 (-200,-100)m Al (~100,-200)m,
SAZNEL(200, —200)m>A [HL50 m A4 1 B X
o phAh, HHE AR A RMAR AT, B
A(t) ~ Poisson(X), H P8R Rk E. R
FHAEUHSIN, HENAESHRE RN,

EI2 N it &b 2 &BFEIE FUAVR B I RIL
S .. MWEIHRTE e EIE A 4 0t R A5 kAR
JE R AT T A, 3R 8 B e Bk B A R i e sk
PEo BBAl, UAVR S Th 23 BE 5 K LR ER N 138 N
TG, 3K R R 7E 5 2 22 4 Tl S g i 1) 4L R £
WHAMT, B2 REIRMEEEENHBE, £
RGN TE A, e AR, B PR S )
I IRAT AT A ST B

I35 H T BT H S 1 3 5 AR Rn 8 o3 2 1)
MEB(a) AT, 8GR IEGURSA LY B A
mEi e, MEEVELATE AT -30 dBRIZERAIX
S, 3R BF 8 AE I SR AT A BB N I RO S A X AT
rEEA. FEEB (D), BENBORESAMEVELL
YVIEA R, MAEGUTER T AMET-50 dBHI
T, X EFNEZERENLART, AlFH
AT EVEF= AR Bh T8, B s rEae .

Blagh T TR SVE I UAV R B D 3R B 20 453
KRB EAE . NEFRaTLUE S, BEES R
Gra A VERE RIS AR ARG o5 A 4T, UAV
RS2 0. shah, BEE AR IR % 1Y

®1 BRREBERMMEE

1) IR AFIFE & Q(0) MITTAT I M (We(0), Ws(0)) .

2) 1RYE W, (0) FIW,(0) It R (0), FFikEt=1.

3) While ¢ < T:
4 t=t+1;
5)  PEA(®E— 1), FEKIEARO)EHQ):

A,-\A,—\,—\,—\
Nt NS N NN

6) WEMEBE RIS (W, W) = (We(t — 1),
Wi(t — 1)) Fli = 0;

7)  do:

8) i=1d+1;

9)  SREMRALIE(PS). SRR (W, W)

(
(
(
(10) While”wz—wz_lu+HWZ_W5—1H_)0
(11)  EH (We(t), Wa(t) = (W, W)

(12)  HUE W, (t) RIW,(¢) 5 R (t) s

(13) end

*2 TESH

SR (iRe) il ST (iR Kl
ReHsE N 3x3 SR BIE A 10
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Abstract:

Objective To address the challenges of antenna array angle errors caused by UAV jitter, transmission
instability induced by random data arrivals, and secure transmission guarantee in multi-eavesdropper scenarios
for low-altitude UAV-ISAC systems, this paper proposes a robust secure beamforming algorithm based on
queue stability constraints. The proposed algorithms aims to minimize long-term transmit power consumption
while maintaining data queue stability while enhancing beamforming robustness against UAV jitter.

Methods To guarantee the stability of the wireless transmission in UAV-ISAC systems, this paper formulates
an optimization problem aimed at minimizing the long-term average transmit power, subject to constraints on
data queue stability, secure communication rate, sensing performance, and maximum transmit power. Since this
long-term optimization problem is intractable, the Lyapunov optimization framework is employed to transform
it into a sequence of short-term subproblems. To handle the antenna array angle errors caused by UAV jitter
within each short slot, we jointly adopt the second-order Taylor series expansion and the S-Procedure method
to approximate the short-term subproblem into a convex form. Consequently, a robust secure beamforming
algorithm based on penalty successive convex approximation optimization is proposed.

Results and Discussions Simulation results demonstrate the impact of the number of antennas, secrecy rate
threshold, beam gain threshold, UAV jitter error, and Lyapunov weight factor on the system transmit power.
As illustrated by the beam gain pattern in Fig. 3, the communication beamformer facilitates cooperative sensing
toward the sensing area, while the sensing beamformer enhances system security by directing interference
toward potential eavesdroppers. This validates the effectiveness of the proposed algorithm in simultaneously

improving sensing and secure communication performance. Furthermore, leveraging the dual-function
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characteristics of the communication and sensing beamformers, the proposed integrated sensing and
communication scheme achieves significantly higher resource utilization efficiency than the communication-only
and sensing-only schemes, as shown in Fig. 5. Additionally, Fig. 6 indicates that, compared with the non-robust
scheme, the proposed robust scheme strictly satisfies security requirements under various angle errors. Finally,
Fig. 8 shows that the proposed queue-aware scheme can effectively suppress the transmit power fluctuations
caused by random data arrivals, exhibiting superior stability compared to the queue-free baseline.

Conclusions This paper investigates a robust secure beamforming method for UAV-ISAC systems subject to
queue stability constraints. First, based on the Lyapunov optimization framework, the long-term stochastic
optimization problem is transformed into a sequence of short-term subproblems. Second, to address the issue of
UAV jitter, the second-order Taylor series expansion and the S-Procedure method are jointly employed to
approximate the non-convex constraints into tractable convex forms. Finally, a robust secure BF optimization
algorithm based on penalty successive convex approximation is proposed to efficiently solve the deterministic
short-term subproblems. Simulation results demonstrate that the proposed scheme can effectively tackle the
challenges posed by random data arrivals, UAV jitter, and eavesdropping threats, thereby ensuring the stability
and security of downlink data transmission in low-altitude UAV-ISAC systems.

Key words: UAV; ISAC; Queue stability; Lyapunov optimization; Robust secure beamforming
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