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HY g B 328 o 1 JR) A I PP AR AIE . ML P PRI B 22 728 i
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AT TR o ST AR FOLoyers 5 2
I 00 P e 5 TR AR, AESLAE B AR Newons 20 [plzas
Filters [64,128,256,512] 4
® 2 SWHRRE Kernel size - 3 50
i 7 0 ZH Conv layers - 4 1
CPU Intel Core i7-11700K Lstm units - - 128
GPU NVIDIA GeForce RTX 4090 (24 GB) Batch size 100 300 200
NAF 128GB Activation ReLU ReLU ReLU
BERS Windows11 Learning rate le-5 le-4 le-5
VR E 2 S HEZR TensorFlow 2.10.0,Keras 2.10.0 Epoch 300 200 500
CUDA/cuDNN 11.2/8.1.0 Optimizer RMSprop RMSprop RMSprop
R 4 BUEMEIEIRRTEE (ISR : N=10,0005%1iE)
T CNN_GE CNN_SR MLP GE MLP SR CNN-LSTM_GE CNN-LSTM_ SR
100 76.0 0.0 85.0 0.0 90.0 0.0
300 12.0 0.55 45.0 0.10 70.0 0.05
500 1.5 0.88 25.0 0.45 55.0 0.15
1000 0.2 0.98 12.0 0.75 40.0 0.30
1500 0.05 0.995 5.5 0.99 28.0 0.50
2000 0.0 1.000 0.3 1.00 8.0 0.90
3000 0.0 1.000 0.0 1.00 3.0 0.97
4000 0.0 1.000 0.0 1.00 0.0 1.00
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0.0 0.992 0.08 0.784 10.25 0.865 6.45
0.1 0.980 0.15 0.770 12.50 0.860 7.20
0.2 0.960 0.30 0.750 15.80 0.855 8.50
0.3 0.930 0.65 0.720 20.10 0.850 10.20
0.4 0.890 1.20 0.680 25.50 0.845 12.80
0.5 0.840 2.10 0.630 32.00 0.840 16.00
0.6 0.780 3.50 0.570 40.20 0.835 20.50
0.7 0.710 5.80 0.500 50.10 0.830 25.80
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Abstract:

Objective The application of deep learning has significantly advanced side-channel analysis (DL-SCA),
enabling attacks against protected implementations. However, transitioning DL-SCA models from research to
practical deployment is hindered by the lack of systematic, fair, and scenario-aware evaluation methodologies.
Current evaluations predominantly rely on one-dimensional metrics like Guessing Entropy (GE) and Success
Rate (SR), neglecting critical practical dimensions such as resource consumption and environmental robustness.
Furthermore, comparisons are often unfair due to inconsistent hyperparameter optimization, and they fail to
provide quantifiable guidance for model selection tailored to diverse real-world constraints (e.g., resource-
limited devices, high-noise environments, or real-time requirements). This paper aims to address these gaps by
proposing a comprehensive, systems engineering-based evaluation framework that enables holistic, quantifiable,
and scenario-adaptive assessment of DL-SCA models.

Methods A multi-dimensional, scenario-based evaluation framework is constructed based on systems
engineering principles. First, a hierarchical evaluation index system is established, encompassing three criteria
(attack efficacy, resource overhead, and environmental adaptability) and six specific metrics (GE, SR, training
time TC, peak memory consumption MC, model complexity MoC, and noise robustness Rob). Second, a
standardized evaluation process following the "V-model" is designed to ensure fairness. This process mandates
independent hyperparameter optimization for each candidate model (MLP, CNN, CNN-LSTM) using grid
search before comprehensive multi-dimensional data collection. Third, the core of the framework is a hybrid
CRITIC-AHP (Criteria Importance Through Intercriteria Correlation - Analytic Hierarchy Process) Multi-
Attribute Decision Making (MADM) engine. The CRITIC method derives objective weights from the statistical
characteristics (contrast intensity and conflict) of the measured data matrix. The AHP method incorporates
subjective, scenario-specific preferences (e.g., prioritizing low memory or high robustness) through pairwise
comparison matrices. These weights are fused to generate final scenario-adapted weights. Finally, a Multi-
dimensional Attack Performance Metric (MAPM) is defined as the linear weighted sum of normalized metric
values using the fused weights, providing a single, comparable score for each model under a given scenario.
Results and Discussions The framework is rigorously validated using the standard ASCAD fixed-key dataset.
After independent optimization, the three model architectures are evaluated across all six metrics. The CRITIC
method yields an objective base weight vector: W _ critic = [0.17, 0.19, 0.15, 0.21, 0.14, 0.14]. For four
predefined scenarios (Resource-Constrained, High-Performance, High-Noise, Real-Time), specific AHP
judgments are made and fused with the objective weights to produce the final adapted weights (Table 8). For
instance, in the Resource-Constrained scenario, memory consumption (MC) receives the highest weight (0.52),
while in the High-Noise scenario, robustness (Rob) is dominant (0.57). The calculated MAPM scores (Table 9,
Fig.9, Fig.10) clearly quantify the differentiated advantages of each model and demonstrate the framework's
scenario-aware decision capability: CNN achieves the highest score in High-Performance scenarios (0.894), MLP
excels in Real-Time scenarios (0.758) due to its lowest training time, and CNN-LSTM performs best in High-
Noise scenarios (0.863) owing to its superior robustness, despite its higher resource cost. These results
effectively prove that there is no universally "best" model and that the proposed MAPM provides a clear,
quantitative basis for model selection under specific engineering constraints.

Conclusions This paper proposes a novel systems engineering-based, multi-dimensional evaluation framework
to address the key limitations in current DL-SCA model assessment. By integrating a hierarchical index system,
a fair V-model process, and a hybrid CRITIC-AHP MADM engine, the framework successfully quantifies and
balances the trade-offs between attack efficacy, resource cost, and environmental adaptability. The
experimental results on the ASCAD benchmark demonstrate its practical utility in generating clear,
quantifiable, and scenario-aware model selection guidelines. The proposed MAPM offers a direct decision basis
for engineers facing diverse deployment contexts, bridging the gap between academic attack construction and
practical model deployment in DL-SCA. Future work may involve extending the evaluation to more model
architectures and datasets, enhancing the automation of the framework, and validating it in real-world
deployment scenarios.

Key words: Side-channel analysis (SCA); Deep learning; Model evaluation; Systems engineering; Multi-

dimensional scenario-based evaluation
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