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(2)kyg 7 RESIAR I E 2 HHEZR . KA
= e ARAE A HAx, A R R AR X 2
Ry, W2 = ML I S5 1) v o AR AT
etk EIRT® TRFIEALE BN TA] o ) A

(3) Ik T Tk m st 5 &t . EATFE

PadE L ISEIR R, 1Z T IEAMUAE LR 2D M 375t
TR TS R IR, EEEA I T
TR SIS, A R T VP45 BT 7 B9 15 3R
s =

2 EHuiEmR

2.1 MEEREHSRRBERIE

SCA P RZOAE T HI F s 8 iy FE AT S B
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LR BRI e 20 e s

BRIt & — Pk T MR Gevt i A e i,
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FI R N A B3R B 2 X 4 A R R B, W5 I
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Wi gy NP B B AR R A
SR TH SRR AN B HAH 5 Hh AU AEL & I P B4 1) 8 g AT
W7 ZHRES, . BHIIKE . R TR A0 M
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845 d(k) B R R I8 25 BH R Oy T &5
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CBAM & — Pz & 2 Hal H B 2 77 WL A
He, © AT LLJC SRR BB I 1) A B 48 N 45 B4R A
Hr, BAUE IR KIS E AT E A, CBAM
(%O JEAR R BLADL N A R g0 o0 B 25 B R A
AR, I TR A P 8 T A R (R 4R R B
ERJINE, HIEMN R AT 401k

EMEEL S st IR s KE
(AR AH G 75 AN TUAR IS (] 25 . CBAMAL & /ML
7R B R /I (Channel Attention
Module, CAM) A1 [i]7F & 13 (Spatial Atten-
tion Module, SAM). 31l XK HBATEREN T
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(1) CAMIEE 7 = I B AER R A [FRHAEE
T8 2 B MO 2R o AENIE TE 15 5 B0 B BURAAIE
HH A ) 1 A A e SR A () 0 2 A X i B 4
o CAM Y i 20 A [A) i AH G, TR
B A N bl I R P I8 T B R AN R, [ A
MRS EE . N TIDR T EEE, CAMER R
2 5 54k (Global Average Pooling, AvgPool)
4 R i Kt (Global Max Pooling, MaxPool )2k
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REXC, A BRI IE R AT 20 B N FS S o X
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(Multilayer Perceptron, MLP)H, LU 3i i@ 15 A]
PR B R R o, i Sigmoid #UE B2
A BURIE R ST B M, € RO A Ed R A
X (2)FiR:
M.(F)=o0(MLP(AvgPool(F))
+ MLP(MaxzPool(F))) (2)
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FSyg MES, 0 I RS 1 o e 24 1 38 T8 48 A 45 Ak
F i AF 5]/ ENEZJ1EM.(F) MG 2.
(2)SAM F ERFERHEER I 1010, B1E
ENLREMPOL. fE4 T EEFE MG,
SAME— B YEE FifikE e . SCAME
8L, SAME Ha i i iE il 77 [F) 4 %’Jlﬁﬁ%i’]l‘lﬂ%*ﬂ
KA, ERA 4R AL F, € REXDAT
FS o € REXL o S PANRRHIE B I8 4 5 31T HF

28 HH Sigmoid pR B A B S RV E = D B M, € REXT,
HoatRd g~ X (3) s
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N T I M R R A ST iR AT 14, 2R
T MR BERE I i N 1) 5 285 0 R i 281 3 ¢
Rk, BADRIT:

(1) TRALEER B F N SR A M5l b 2k, 24T
PRUEALARER ATH B EAREMT, I AL sl B ) R aME
PR%E

(2)FF A S S AL HERT BL: R ENIRA T
CBAM—#EGRR. R 2GR ERE)E, A
TR L AR OB E ], 0 ARRAE B AT 8 T RN

B F T SR A, o R X TR (5 5 9

(3) AR BL: 9 48 AR A IR N 1) B 52 =
TCHBR LI, i KA 7] 9 o T84 ) S 8] B
B, IR A AR TN AR AL E 6

(4)Brdr b Be: A I 1A X 46 3 B il 4
MEHIRHIE, MR mTER, FRRRR
FHR R, ek b R
3.2 REFHERBIMLELEH

FRAESR I 46 1) B v EL R TR E T AL 0o it B A
BRBURE . N 7RI R HEE L POT, A3
Bt 7 — MR B R AER BRI A K %M
2 L — 4B FUZ (ConvID) AH S, EHERZ 5
WIRZ R A CBAMAESL, MG A-1EE /-t
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PR IR L, LI ;

Toput— Twput (L. 1) - N T
Filters: 64, Kernel: 15,
Conv1D (L,64) Padding: same, Activation: SELU, KEPRZAMILP BRI ; SELUMRFEUERE .
Block 1 Initializer: LeCun Normal
CBAM  (L,64) Ratio: 8 RER: FEMERAERIERA T8 5 23 R 48 B AR I BURE i

AvgPoollD (L/15,64) Pool size: 15, Stride: 15
Filters: 128, Kernel: 3, Padding: same,
ConvlD (L/15,128) Stride: 1, Activation: SELU, Initializer:

LeCun Normal

1Bt A O B RE AR AL, KR R 4RI A1 4E 2

ANEPL IR Z SR IR s BN TG B R AEE S

Block 2

" CBAM (L/15,128) Ratio: 8 KRR M P RERRE U A RURA
AvgPool1D(L/30,128) Pool size: 2, Stride: 2 3 R Y
Embedding 208 (Nfiat) — JEFASE .

Dense (16/32) Activation: Linear WL 2 324 IR N 18], TE ARSI RSN
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A BEEIRPNER LSS = o4 B2 3] R BE N 3B Bt U7 i 5

AR RKEMRS, CNNHTRERE, SEE
() A 36 T TEOR AR 5 DX TA) A PR e 7, AT 46
A RO RS T . AR G B AR B R LA (n
SE-Net) M LA 2= TUR, W52 5] KEEH T4,
BRI, M2 5] NCBAME S, @it sh AT HKCAM
5SAM, [ & g B ik & R AE 00 B 38 X R A0
TEIEIE , A5 Y R4S B AT B0 1 O T e AH G
X 45

Ah, T2 Sk B EE /1P a Transformer &5 #
RN B A KRR ), (HESHERRHIT
R RERPIEAKCE 2T R K. EEENAS
PRI, BRI S E B GH S EmYEgE S, 51Kk
PEE G B, O T R R AR FR AU
s EreEd G, FR GRS, W
AR B AR — 4R . ok, B AR
SN T IEIE 5 2 A B E R L], H TR
CBAMA 5 J& — bl He 42 B Ak il A B, e
CAMAFHIMLPIF5IN T 4 LA R IR 8= 55
B, MSAMWAL SN = — 451, ¥R E
FE PRSP A BE BGRB8 B )
W28 LE BN A B AEM B P OIRE J M [RS8 24K
Tk re MR 37 5 T I 4B AU o

TEPI 48 B TE AT =R B8 A

(1) CBAMPIEANL B : HCOBAMEBILE T 45
MEZ G, WEZ T X2 A EE2 S5
o AME B AT R . AL HT 5 AT )
BLa, AT RLAf ORAE Y 5 R i) HY B T (1% I [ 25 il
T, WP ORHBE, AT OR IR E S SR
JEATIRE R B TATABAAI 1 P 1 75 A S5 U E VB Ak Hh Bl
—HidjE.

(2)SELU(Scaled Exponential Linear Unit,
SELU)BUE sR%L: A 1 LA VR BEFE &2 20 RHIE 4y
AR, W25 40 )2 K FI SEL U O R %1022
Bt & LeCun Normal#J4546P0, SELUREM SZHLM 4%
PRI B E A, A 27 1k TR 2 X2 SR s
TH R BURNE, TRIE TR (AR e P

(B)VIRANLEFE W T . AR 2 4 %
SE 320 AHELT MRARLERE (Wn24k), 32473 (Al H2 4t
T RIS BRI it e A AT = 4
FE(n1284E), & S 7R P T R TH T
R, MERES BRI A
3.3 =JTLRIRK R BN IRE

N T 7o KEECBAMAEHURFERI /1, K=
TCHB AR AAC B bR, MERA R PERRE
FEZS 8] JEIE PR AN E B ) E 2R B PR,
TRV B X AN R E . BOE R S5

a=0.1, MRERES AR R ZERNRIERE.

28 3 () = SR SR B AE L S 2 B U
DA AR5 AIE 227 1) rh g 7 R0 B 1 5 P B PR 1 AN JE 55 1)
A . A EL ORGSR O B R
CNNHE PR RRAE , X SRR A 55 1 K B 3
MR RTINS B E TR E, SR
AR E L BN R

N T A RO R, ASCIRRIAE S| N =TT
HPURMER, B 5% EHCBAMKS &, ik
T R A ok IR BN 7V ) Bk . AR =0
PR Z AT, CBAMALHL T2 H i b b 7E i 16 5 7% 8]
WEYET TR TR FIRREAR L M S X 5E S
MR, XEWRA, AR oA B TR AR R
fECZ R4 M SRR EEHIRAE . BERY, =Je@H kT
i P4 s AR SRR R AR S e IS 7, T R A
RACKIE AT RN A 8] P 0 LT SR AL BE 7T, T
DRI R 2 1A ) e B S AR e B, AT N B2 % M6 P 3
355 S IE A 25 B R DU R S 4 I IR SR R S8 S
3.4 ETHANFHERIERKE

FEBCH B AN ZREF IR 2% fo () F BU ki 52
AL WS A MRGE IR N B Z = fo(X) o ACKRHZ
AR e R R S Tt i«

()Mt RIS, RSN EIE
DALY L F o T AR 28 531) B AL ) 8 o, AT 5 22 REL R
Sy

()M R GBI . X T AR A Bk ik
Lilastack » VHEFAMN A& 2 J8 T & 00 H 0 2
ASRMESR . i 200 i A v 28 45 R 0 S ALLAR AL
MEFALSRMA e K ke 3 PR e 28 45 2R

) Nattack 1
k = argmaxy Z In <D
1=1 (27{) ‘Zy(k)|

1 _
wxp<—2@i—Mmmﬁig&ﬂ%—#wwﬂ)> (5)

4 SLIGHER

N T AT VPG AR SCHE H Rl S B AR = AL
il 5 = 02 S A 1 00455 3 B T v A AR
KAEA A TR HERE SEASCADMAES _ HD
BT TSR . SEE R SE W% (Guessing En-
tropy, GEV/ERIZOIEM HEFR, FEGETE T 45 M1
K 1T 75 1) B /D I 2B B T o A E B 2%
T S5 45 T35 R 2008k ST B 5 S R A
4.1 BIRESIWEE

T UE SRR R, ASCGEA T S E S
AR H FHASCADPT 5 AES  HD M2 /4N 5 ik 5
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ke . ASCADE TIa7 w5 b 37 AES-128 5%
MISHRLAVRIg = Hl 2% . BIRER SN T4, H
ASCAD A W& [ e %8, ARG
50,0002 AL 28 510,000 W 2k ; 1M AS-
CAD rH12566% MM A LT HH, HR
33% M [ 2 %41, 200,000 H0728 T 22 45,
10,000 5% [ 5 %5 A 0028 F T B k. AR A e 25
i SR e N R SE K, T ER AR 4 S R L
] # & (Hamming Weight, HW)5 & {7 (Identity,
ID) W R AL BEAT 6t . AES HDEE K& H T
MidhIFPGA Y&, Hr AL TR F2iid
e B 7 IR EMAR Sk MFPG AR I EEEM 2R 2k .
M 2 B BE B (Hamming Distance,
HD) R, 124 AR AES I i i — 56 A [l 4 3R
AT

T B MVPAS AN [R) S92 70 R AR H2 B TH) (1) A 5
Z25, HEBR TR RS T, A b Y R s
B0 I 1E A% X 5% (Desyne=0) (55 4E L 5E ik A
10 S I T o NS A Ry e 111 7 5 NP8 I i Wl N
BN, AT ARG LRSS Y R
BRI T TensorFlow2. 10HEZR $5 4, FFFIH
NVIDIA GeForce RTX 3060Ti GPUHHT It 5 .
4.2 TN IERR

Benadjila%s NP7H2 H 2 AN SIS 18 Bt (1 o7
flifatr, HA, 55N (Guessing Entropy, GE)J&
A& 2l ke br, HbASCRHGEE
Rt B B I AZ O 1R R . GERE SURTEZ IR
SIS, IR LR B A PO 2 HE R A
R AR .

Nezp

! rank(k™)

GE =

4 (s

HGEWS R (80, Bk TE ), RKRI
i H ORI BUE IEME . AT EW R A
R, R TopotEFR, RIAE IR £ € Wesh 2=
LT e D B R . Tomo (EBR/DN, 3R AR
RSB 2 15 B BE o, Tk ARl .

FH TR 2 ST RS (1 R0 A2 52 BIRLEE T 4h 1k
SRR R AR, BRI A5 R BEAEE BB .
N T EREVERENU AT R R 22, PRUESEES 45 R 1
Guit R E, A BT S R 3 20 AL
HIR e R b A, AR S, Hxf—RiEs
B E, WAL IF B L2200, tH R
Tero, B ABUX20/ME B G vt A A A D il 1%
TiEVERE I R 2R bR 2221
4.3 BUEMERES T

N T IS A ST 95 (Ours ) 2 AN [ ik 55 17 5 5 g

exrp

PR RFIE SR AR /1, AWEE S EE R H S
BEAL 2 IIASCADEMHE A LA R AES_ HD BT T
Gi— VPl BT AT R S I I IR 2 2
B J7 kAT T EE, Hh M CNNEEALE . RL-
SCAM FS-SCAMI. %4t f & %% =) J7% (Metric
Learning)®, NLS®, HZ3H# %R 757% (Auto-
SCA-MLP 5 AutoSCA-CNN), EL-SCAP,
CCEPYLL J& 456 TR BE R R4 2% iR 1) 77 125 (FLR+
Soft NN 5 FLR+Center) B3 7E 5 AL J7 ik 58 4 M
[F) P S 56 A58 DA R G — WO VPAS bl T EAT 5286 . S
It RN 2FR .

mR2MR, EWNAHFEIRET, A5
BT HRBABE R . (EASCADEEES, &
WHTFEAEASCAD f(HW)5ASCAD f(ID)35%
73 X 5 144 5% F161 5% Bk 328 2 B my S 3055 Wl A v
MBS, AT S B CNND T £951.0%/
68.0%, F# T Metric Learning /7 £ /> T4
9.4%/5%. fEASCAD r(HW)H, AJikiFE176%
WL, FECTRL-SCAJ R/ T 4180.7%, AHET
Metric Learning 77 i£#/> 1 £910.7%. fEASCAD _r
(ID)#Hm 4 b, AT 1374 %k, T
Metric Learning. AutoSCA-CNNUL N CCEZE /%
R T AR SR . SHLFER, fEAES HD
Hlafeh, RL-SCALVEATHRIELE NA415%,
T2 AR CNNE AL 75 2402 068 5% -

&2 WEIERERTEE

. ASCAD f ASCAD r  AES HD
Trik HW ID HW ID HW
MHAF — — — — 2174
DCMHAP — — — — 2068
CNNB 294 191 — — —
RL-SCANY 906 242 911 490 4415
FS-SCAM 532 — 538 78 —
LMA-SCAM — 87 — 78 —
Metric Learning® 159 64 197 188 1768
NLS? — — — — 1252
SACNNP 298 — 212 — —
AutoSCA-MLP® 447 120 617 3481 —
AutoSCA-CNNPI 539 257 496 2975 —
EL-SCAPB — — 470 105 —
CCEFY >2000 963 2840 >3000 —
FLR+SoftNNB2 832 716 2592 >10000 —
FLRA-Center® 790 728 3867 9681 —
CNN-fusion® 149 — — 1116
Ours 144 61 176 137 1219
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A BEEIRPNER LSS = o4 B2 3] R BE N 3B Bt U7 i 7

TESINIREE RS M TIET, L4 Metric
Learning > FINLSZ 77 7% iy 75 28 26 25050 1 N1 768%%
12525 . AT fe 2B N1 219% . N
TR B TR AR VAR B R R I sh A USSR
PE, BT AL T AT IELE AN BE 52 S AN [
o B [ DN 995 B o 0 2R R A 1) 28

255 B35 B ARG 0 Ags mh A Bl S th 42 T DL
— BRI, TEARBIEES BT, KLk
PRSOE PR R I FREH . X—2RRINE
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Abstract:

Objective Side-channel attack (SCA) constitutes one of the primary threats to the physical security of
cryptographic chips, and leveraging deep learning techniques for key recovery has emerged as a research hotspot
in the field of side-channel attack. However, existing deep analysis methods lack the ability to focus on key
leakage intervals during feature extraction, especially in long-waveform and high-dimensional noise scenarios.
They are easily disturbed by irrelevant background noise, leading to low feature extraction efficiency and slow
guessing entropy convergence. To address these issues, this study proposes a deep side-channel analysis method
integrating the Convolutional Block Attention Module (CBAM) and triplet loss, aiming to enhance the model's
ability to capture weak leakage features in complex noise environments and improve key recovery efficiency.
Methods The proposed method introduces CBAM into the convolutional neural network (CNN) to construct
an adaptive feature extraction network. CBAM includes two sub-modules: Channel Attention Module (CAM)
and Spatial Attention Module (SAM). CAM adaptively adjusts the weights of different feature channels to
emphasize channels containing high signal-to-noise ratio (SNR) leakage information, while SAM locates key
Points of Interest (POI) in the time domain to suppress background noise in non-leakage intervals. After
feature calibration by CBAM, triplet loss is adopted as the optimization objective to constrain the distribution
of embedded features, forcing similar samples to form compact clusters and different samples to maintain
sufficient separation in the feature space. Finally, a multivariate Gaussian template attack is implemented using
the optimized embedded features to recover the key. The overall framework is shown in (Fig.2).

Results and Discussions Experiments are conducted on two public benchmark datasets (ASCAD and
AES HD) with guessing entropy (GE) and the minimum number of traces required for GE convergence to 1
(Tero) as evaluation metrics. On the ASCAD dataset: (1) In the ASCAD _f (HW) scenario, the proposed
method only needs 144 traces to recover the key, reducing by 51.0% compared with the traditional CNN model;
(2) In the ASCAD_ f (ID) scenario, merely 61 traces are required, a reduction of 68.0% from the traditional
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CNN; (3) In the random key setting (ASCAD r), the method achieves convergence with 176 (HW) and 137
(ID) traces respectively, outperforming mainstream methods such as RL-SCA and Metric Learning (Table 2,
Fig.3). On the low-SNR AES HD dataset, the method reduces to 1219 traces, which is lower than MHA and
NLS, and the guessing entropy converges smoothly without obvious fluctuations (Table 2, Fig.4). Furthermore,
the desynchronization experiments demonstrate that even under strong desynchronization noise interference,
the proposed method can still adaptively lock onto effective leakage moments, exhibiting excellent robustness
against time-domain jitter(Table 3). Ablation studies further confirm the positive synergistic effect of the
proposed architecture and thoroughly validate the rationality of core components (Table 4).

Conclusions This study proposes an effective deep side-channel analysis method by integrating the CBAM
attention mechanism and metric learning. The CBAM module enables the network to actively focus on key
leakage information, solving the problem of insufficient focusing ability in traditional CNN-based methods. The
triplet loss optimizes the discriminability of embedded features, further improving the accuracy of template
matching. Experimental results on ASCAD and AES HD datasets demonstrate that the method significantly
reduces the number of traces required for key recovery and accelerates the convergence of guessing entropy,
outperforming existing mainstream methods in both fixed and random key scenarios, as well as in low-SNR
environments. Future work will focus on improving the adaptability of the model in scenarios with more severe
synchronization disturbances, and enhancing its generalization ability in small sample scenarios.

Key words: Side-channel attacks; Deep learning; CBAM; Triplet loss; Hardware security
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