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(Ci1, Cip)MEF{E. HpCy = EHCZH (m; +v;), Cip =
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AR LA R

(1) MV, BENLEFEv; = (vi[1], vi[2], -+, v;[d]) »
FIH SO CKK S A 25 I # Bk 6 B G, =
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(6)
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5L (0, ;) FEBE R B2 V; 3B BE R sk { G } )
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MERR RUERAAR TS B e, R seE
A DUAST] 2008 HR) AR 3 75— 7€ I [A) ¢ ) MO CK K S [7]
BIERS, WAL MR EDB, H DRI
SEAEA R (B () Y BORE CKKS R &S I 509, A
BREAT LU A LK -

RGEMME SERGSHu, FEEHNA
AR (P, S) (P, S,) o A% 2 5H PORE AR A Y 456 B2
G %, BEBEHLnk{G,;}, HFHLEAKA
RN (P, 8) KIEG B di H AR EB . 40K
HB—HE L(Gy,G1,C,), HHC, =Enc, (G),
we{0,1}, BHIHBZEIIX 7 C, 72 Gy I IE
&G HHERS
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B A

BMMEE  Joaki # AR e’ € (0,1}, Pk
#Bifitle’ K0, RHETR G ERG, -

1B 80 Al 05 2 45 . B 9 4 B T 220 10 1 3%
cTERIC, . I BB T B ble B HE K X 43 ok
BERICKK S A RIE I E . FOVCKKS A& 5%
i 21 SO SO (X AMPE, A
S b FIRE 52 PR

T2 YEEm < n— BB SRSUS
VAN, AT L B A AL 12

ERR AR, BEH - 1B
49 A1 BB G FIBIL T 0, S5RSU, MURSU
AHID . (Gi+vi) =D (Go+vo), WATHUE
Y (i) = S0 (G v) RAEHE S i
SEABERIY . Besh, RSUEHTIRA FEN
R R R BB, (3 G,
BRIEEARREREIRY . Gio HETCKKSRA M
iR A, A7 R R RAMRP IO ER, T
HEHL A
5.2 FHIEM

5 3C 4 E SRR FF S 75 6 B Hlash 1 &5
IR, EWECRIGLE, i
Hash(G;) . LEAZERATIUER, #HRSUIE#AT
T AT A FLR AR AT R (T B, 408
IR ALGRY . GiRDNHER . HRSUAMSE
SBAT R A, TR R A ST TR, B
mRsEnE s R (D G) ., BEH
(X", 6)#Y" G, LEA %

d

Hash (327, ) = [T, 0% S0 g i ok e
T 7 BRSO PR, 7R(13) r

d

sell St el 1
H gjlfl = H H gj il] = H Hash(GZ)
i i=1

i=1j=1
= Hash(G;)Hash(G52)---Hash(G,,)
(13)

d n Yy d . o .
EI] Hj:l gj2i=1 Gi[j] = Hj:1 gJEL=1 G;[j] , ]X

BORAE O 7 G LI B8 O BRI e B4 H
HI 17 DG R0 1K) 2 T 2 [A) S0 e gt R L vl AL, PRI bt
AT G RENS B0 A MRS TR BT I 56 158 TR 5 S SR
Tk
5.3 FAIAEM

AT7 R A0 A ARV IRSU G R
HARKGL, B4 H3NBHE: S Hash(msk{G;})

RV, MIRSUBLEF=E IBLS% 44 ;  a;Hash(msk{G;})
RV IR FE A R BLS2 44 5 b;Hash(msk{G;}) N
RSUBENLUAE B IBLS%: 4 o BRIL, SR — 51K
25, HEBHATE, WNINATT AR Dhigtt.
54 ERM
T 25 44 11 B 44 1 BERAT B AN R B0 3 R A
ViV, (i # §), RE— W B AN B4 (04, S;) I
(0j,8;) AT X3 OB #H AR & — I
difef1, FIELEA,V, 1V, (RS, FRE%RSU
AR, B AR AN, ATERSURIH: B fE
AT AR R 40 . W ASREE R, ViRV 4R
R4 (04, ;) R (07, S;) 0 #5 AREBEIX 73X PIANAS
F R %4, MR ARYIFEHG EDH
(Diffie-Hellman) il . ¥ A RIEHEZE 4 (04, 53) K
HVi» JEHAELEARV,EIR, AIitsE: ;= oi—
B—1i, Bi=S;i—A; ,» HH3=5,Hash(msk{G;}),
7; = a;Hash(msk{G;}) - N B; F1Hash(msk{G;})
REGHITCER, PTUAFEEa,b e 27, f13B; = aP,
Hash(msk{G,}) = bP. MRHEXLEAEXS WS4 57 45 2]
A (14)
e(P,a;) = e(P,o; — 8
A
=e(PA + S;,Hash(msk{G,}))
- e(P, Hash(msk{G;})) ™"
- e(A;, Hash(msk{G,})) !
=e(P+ S, — P — A;,Hash(msk{G;}))
e(B;, Hash(msk{G;}))
= e(aP,bP) = e(P, abP) (14)
B PEXT F EIRAPE VT R o = abP, XK
WX ATHE W 7RG LIDH IR R SR T AERE
G L SDHI R AR, 2 R ORE 122
AT, R okl i35 4 X AR
52 o
5.5 ALBERME
TEARTTZm, B R R b AFERSURY
A RETERL, RIULSCE 7B R PE . B A
VIAERGRERE A4, RSUSEFVIAHIA, . IS
W5 A {H Hash(msk{ G, }) LA & BEALE b, (5 B, 1X Lk
5 RSURETE — 1 I N 45738 44 1 B AR SKE,
T SE L2544 (R AT B B
5.6 St
P ek i CKK S AL [R) 285 e 75 R o %% 1
Pl 1B e L N [ 2% T L 24 W VA D 1 A
B (msk{G}, C)) N WAEIEZERSU, T8k 5 T 4
WRG AR ZITEAMLBEAL T X 2518 €
PERARAS, B T RS8R REARE S RO

—7;) =e(P,o;)e(P,B)~*
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AT NER VRN S 56 W 7 TH 6 T R REREAT T
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Abstract:
Objective Objective In Vehicular Ad-hoc NETworks (VANETS), network instability and frequent vehicle

mobility complicate data aggregation and expose it to potential attacks. Traditional Federated Learning (FL)
approaches face challenges such as high computational and communication overheads, insufficient privacy
protection, and difficulties in verifying aggregation results, which impact model training efficiency and stability.
To address these issues, this study proposes a scheme that integrates the Boneh-Lynn-Shacham (BLS) dynamic
short group signature with an enhanced Cheon-Kim-Kim-Song (CKKS) homomorphic encryption technique.
This approach reduces computational and communication costs, ensures data privacy under chosen-plaintext
attacks, and maintains system stability by allowing vehicles to disconnect after submitting encrypted data. The
proposed framework enhances privacy, verifiability, anonymity, traceability, and robustness, providing a secure
and reliable FL solution for VANETS.

Methods

encryption algorithm with a BLS-based dynamic short group signature technique to address key challenges in

A batch aggregation scheme is proposed, integrating an improved CKKS linearly homomorphic
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applying FL within VANETSs. The improved CKKS linearly homomorphic encryption algorithm mitigates
privacy leakage risks in vehicle data and training models. Data security and training privacy are ensured by
maintaining ciphertext indistinguishability under chosen-plaintext attacks, preventing attackers from inferring
original data from ciphertext and protecting vehicle users’ privacy. Linearly homomorphic hashing verifies
aggregation result correctness while reducing computational load. This approach also allows vehicles to
disconnect after submitting encrypted data, enhancing system robustness and stability. Consequently, model
training continuity and reliability are maintained even in dynamic and unstable vehicular network conditions.
The BLS-based dynamic short group signature technique simplifies group signature generation, improving
aggregation efficiency and reducing computational costs. Combined with batch processing of gradient updates,
this method significantly lowers computational and communication overhead on the aggregation server. These
techniques collectively enhance system efficiency and ensure adaptability to resource-constrained vehicular
environments, providing a practical and effective FL solution for VANETSs.

Results and Discussions  The proposed scheme significantly enhances computational efficiency, reduces
communication overhead, improves privacy protection, and ensures system stability in FL for vehicular
networks. In terms of computational overhead, client-side computation is reduced by an average of 13.5% and
53.6%, while the aggregation server’s computational cost decreases by 42.4% and 33.8%, respectively (Fig. 2a,
Fig. 2b), demonstrating the scheme’s ability to efficiently manage large-scale client environments with minimal
computational burden. Communication overhead is also significantly minimized as the number of clients
increases. By transmitting only masked gradients and hash values, the scheme achieves reductions of 70.7% and
66.8% compared to existing methods, streamlining the aggregation process and eliminating unnecessary data
transmission (Fig. 3). This design ensures applicability in resource-constrained vehicular networks. The scheme
maintains strong privacy protection, even under increasing noise accumulation. Experimental results confirm
that data privacy is safeguarded during training, mitigating the risk of leakage (Table 4). Stability is further
demonstrated as the aggregation server’s performance remains unaffected by client dropouts, regardless of
dropout ratios or the scale of disconnections. Its non-interactive design allows vehicles to go offline after
submitting encrypted gradients, enabling the system to function reliably and maintain stable performance in
dynamic vehicular environments (Fig. 4). This feature is particularly critical in scenarios involving unstable
network conditions or fluctuating client availability. Furthermore, the scheme achieves a convergence rate
exceeding 95% within 15 training rounds (Fig. 5). This rapid convergence is facilitated by the improved CKKS
homomorphic encryption algorithm, which supports floating-point operations and enhances the precision of
gradient updates. By improving gradient accuracy, the scheme enables efficient and stable model training, even
in dynamic network conditions. Collectively, these results demonstrate the scheme’s ability to address critical
challenges in FL for VANETS.

Conclusions  The FL batch aggregation scheme proposed in this study addresses data privacy and security
challenges in VANETSs. By integrating the BLS dynamic short group signature technique with an improved
CKKS linearly homomorphic hashing algorithm, data integrity is preserved during interactions between clients
and Roadside Units (RSUs). The confidentiality and accuracy of gradient aggregation results are ensured,
effectively preventing model training failures due to potential data tampering on the server side. The scheme
also supports model updates despite vehicle disconnections, enhancing system stability. Experimental results
demonstrate improvements in data privacy, security, and result verifiability while maintaining high efficiency.
Additionally, it achieves low communication costs and reduced computation time as the number of clients
increases, demonstrating strong scalability and practicality.

Key words: Privacy preservation; Federated learning; Vehicular Ad-hoc NETworks (VANETS); Verifiable

aggregation; Group signature
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