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7% FE BRI IR & 0 SRR T 1R 51N BLRFRIR S 1
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NE R e, DABobkoRiE; MW — AL T
FUFE T, DWWilliekmE . N T PRUEBUSREE
AP, A R T B I BRSBTS
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IRSE5Williel) @ E# N0, HAAFRD N wy=
[z a,yal"s wi=[z,y1]", wp=[zg,yp] Mwy=
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¥ 2126 8% (Uniform Linear Array, ULA) K%k, BJI
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AR (12), Ppalt] M Pyp[t] 2 B E R A
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1, T[t] < o
— g2
Pl = 41— T 2 << 40k, (16)
Ci[t]
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AR T Willieks S BS A B S, AT S = e i (5
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lg[t +1] —q[f]||> < D* vt =1,2,--, T —1 (24f)

a[T] = qr,q[l] = qa (24g)
Heb, B (24a) & — At m $, 50(24f)
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Bobill il K i KLA5 5 & I 7735, RIS
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= 0Onp[t] + 2Tﬁﬁd(lw — 1) (¢1B[t] — @allt]) = w, ¥t,m
(26)

- ) (23)

Her, w=1[0,2n] R EXMER T F, FHmA
IRSHIFETCHARS AT AR IR
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NTETF R, KaR(27) A (25)E, AIE
KAZ RIS [0 [ harlt]|” 19 1 TSk 6145 5 55 K AH
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WAL AT R T, AR EREO.
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25 7€ QN (24) 48 Ak i @ 2 5 8
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0<Py[t] < Pomax[t] ¥t =1,2,-,T (29¢)
0 < P[t] < Puux[t],Vt =1,2,--,T (29d)

Hep, K (292) A (29b) A I, A5 TR
DRI R 3K (29a) B 4
(1-P:

2w [) Polt] s[4+ Pa[£) hlg 11O [ hat]|

YB= P}
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op

(1-P:
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R (21) , K (29b) AT LAKIR N
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RGN (31) M (32), Akl @ (29) 7T LLE
WA N

1 < [ Pt RS0 RAH])
m%XT N . 9 9
PRy £ \+Pylt] (1 — Byylt]) [hus[t]]” — nog
(33a)
st & >1-eVt=1,2T (33b)
0< Py[t] < Pumaxlt], V¢t =1,2,-,T (33¢)
0 < P[t] < Pux[t], ¥t = 1,2, -, T (33d)

Hrp, #0(33a). X (33b)&MA, FHEECVX(—

Tt 3R LAk ] 8 P Matlab B 2F 60 SR i

4.3 HiEk
REREMBESGOE, X T4Er Pt M

Pylt], WIS (24) TR R N — AN S RAG R, B

(1_Po*ut[t]) BOPU[ﬂ

+ Aft]

T 2
1 H? + ||g[t] — ws|
max — lo 1+
R &
(34a)
st. &) >1—¢e,Ve=1,2,--,T (34b)

lqlt +1] — qlt)|> < D2Vt = 1,2, T =1 (34c)

q(T] = gr,q[l] = qa (34d)

Horh, WAt = Palt]B2M? ) dglt]ds, [t P, 2 (34a)
A (34b) AR ZAE M K. AR (21), 20(34Db)
QEZ 55

H? + qlt] - ww||? < ——=L0ld60
Pa[t]|hi (O]t harlt] |

Hp, ABs) LR MmARE, 1 ZENR(35) 7%
WA & q[t| ATk . T AMLFIBob, JE AN
Willie:2 [ {IEE 85, Ayl = \/H2 + qlt] — wy ],
H={UB,UW}, j={B,W}. Xtd[t]EIF, MH
di[t] = H + ||qt] — wy]|
= (@[t] — 2;)" + (ylt] —y;)* + H? (36)
HHd2[8] 20 T2 [t Fly [ t] T 287 I 235 0 o] LLAS 2]
HessianH b

7 (35)

0%d; 1] o*d7[t]
2 _ Oz [t] dx|t]ylt]
vidilt] = D*d2[t] D*d2[t]
Iy[tlx[t] y?[t]

-(o 1) @

T IZAEREREIEE M, dRft M. Rlat(34b)
AR S — N R E R AR . N T E(33a)
AN R, SIS R £ {uft], Vi) Flo £
{o[t], vt} KAsth B bR, 2 (34) 4y

1
max — ult 38a,
g 72l (352)

s.t. H? + ||q[t] — ww]||® < B[t],vt =1,2,--, T (38b)
(1= Pz, [t) BoPult]

oft] + Alt]

ult] <logy | 1+ 5 (38¢)
9B

H2+||q[t]—'l,UV\’||2 Z’U[tLVtZ 17257T (38d)
||q[t+1] _q[t]”2 §D27Vt:17277T_1 (386)

q[T) = qr,q[1] = qa (38f)

v, Bl = ePoltlfo / PR IOHRAL]" 2
SR (38d) A, HAE LR RS, IR LS
WRIF, AEREBE AR TR, 155
0 = {qolt], V)Xt |lqlt] — ww|” + HATINRERT,
eX]
Iqlt] — wwl|* + H* > [|lqo[t] — ww]* + H>
+2(aolt] —ww)" (alt] - qolt]) 2 F(qlt])  (39)
0 (39), HRALITRIR(38) % Ny

T
1
Cr)ngui T Z ult] (40a)

t=1

s.t.H? +||q[t] — wwl||> < BJt],Vt =1,2,--,T  (40b)

(1 — Pault) BoPult]
v[t]

2
g

+ AJt)

ult] <logy | 1+

lalt + 1] — qlt]||* < D, Ve = 1,2, T =1 (40d)

q[T] = gr. q[1] = qa (40e)
XA, Ak ] B (40) 1) H bR ek B0 29 302

1, AT CVXREAT KA, FEIUS B AN AR

ITEIE , RN Q-

4.4 EFSCAFIDinkelbachiFi R AN M EE
AT T — TP & T (Sequential

Convex Approximation, SCA)FIDinkelbach &

FRIEARRAL SRR v ) 2 (33), ANV L TR
ik, HRERETLTANAIENEES Q).
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Abstract: Covert communication is considered an important branch in the field of network security, which
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allows for secure data transmission in monitored environments. However, challenges such as complex
communication environments and wide coverage areas are encountered in practical communication systems,
making the deployment of covert communication difficult. To address this issue, a wireless covert
communication system assisted by Intelligent Reflective Surfaces (IRS) and Unmanned Aerial Vehicle (UAV) is
proposed in this paper. In this system, IRS is introduced as relay node to forward signals from the transmitter.
UAYV is utilized as a friendly node for the transmitter, and artificial noise is transmitted to disrupt malicious
users’ detection of covert communication. Under the condition of receiver uncertainty regarding the received
noise, the minimum error detection probability is derived, and the optimization problem of the system is
established with the objective of maximizing the covert communication rate while considering interruption
probability as a constraint. The Dinkelbach algorithm is employed to solve the optimization problem.
Simulation results demonstrate that the maximum covert communication rate can be achieved when the phase
shift of the IRS elements and the UAV’s transmission power are optimized.

Key words: Information security; Covert communication; Intelligent Reflecting Surface (IRS); Unmanned Aerial
Vehicle (UAV)
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