B 46% 55 5 W
202445 H

BT 5 B R ¥

Journal of Electronics & Information Technology

SDL PUF: SR EZEBENRENEPUFHE K

K R T ¥ 4m RER"
(M R FFFHRFR(EREHEFR) KV 410000)

i E: YHEAT W FE RS (Physical Unclonable Function, PUF){EJy—Fgr A AF 22 42 J5HE, @i 3T 2 m
ZE A ME— [ B O TR R AR TS AR . SR B T % W 9w iR 1 T/ 41 (Field Programmable Gate Ar-
ray, FPGA) P UF A L7555 58 1) T 2 A H s 0 Bl A S 0 v ml S P o 2SR — P2k T | 2 I 3R (Self-Timed
Ring, STR)HI &M Z 8 EPUF (Self-adaption Deviation Locking PUF, SDL PUF), ¥ %cHFIHSTRIER 5 #
(PR G AE Z5 P~ HEPUF . AR5 @I FEVI IR B D@ R S, A 2 KSTRIF W AR B (a1 w22, AT
RERFPUFRII AT EEVE, et — B3Rt —Flonf LR VA ems, TR 3R LT 2 72 B 20 A2 B AL LA G B ORI L
s, DIEPMEER S . EXilinx Virtex-6 FPGA L5236 45 R %, SDL PUF/E0~80°CHIiE & i B Al
0.85~ 115V L Y il iR AG 280, ME—PEANSS 514 43 51l 9 49.29% H149.84%

kB2 VBV EBEREG HEMR: FPGA: WEEHE
FESS: TN402 XHEAFRIREG: A
DOI: 10.11999/JEIT231313

NEHE: 1009-5896(2024)05-2274-07

SDL PUF: A High Reliability Self-Adaption Deviation Locking PUF
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Abstract: As a novel hardware security primitive, Physical Unclonable Function (PUF) extracts process
deviations to generate a unique response sequence, providing a root of trust for computing systems. However,
existing PUFs based on Field Programmable Gate Arrays (FPGAs) cannot maintain high reliability over a
wide range of temperatures and voltages. In this work, we propose a Self-Timed Ring (STR) based Self-
adaption Deviation Locking PUF (SDL PUF). Firstly, the PUF response is generated utilizing the oscillation
frequency difference caused by the STR delay. Secondly, the adaptive configuration in the initialization stage
can effectively expand the deviation of the event arrival time in the STR, substantially enhancing the reliability
of PUF. Finally, a comparator obfuscation strategy is proposed, automatically configuring the comparator by
extracting the process deviation to resist the side-channel attack. The proposed structure is implemented on a
Xilinx Virtex-6 FPGA. Experimental results show that the proposed SDL PUF achieves 0 bit error rate in the
temperature range of 0°C~80°C and the voltage range of 0.85~1.15V, and ensures 49.29% uniqueness and
49.84% uniformity while maintaining high reliability.
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