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Abstract: The side-channel power analysis attack technique, with its advantages of low computational
complexity and high generality, poses a critical security challenge to all kinds of cryptographic implementations.
The assessment of resistance to power analysis attacks has become an essential aspect of cryptographic product
security evaluation. Test Vector Leakage Assessment (TVLA) is a power information leakage evaluation
method based on hypothesis testing techniques, which is highly efficient and operable, and is now widely used
in security evaluation experiments of cryptographic products. In order to have a comprehensive understanding
of the mechanism of TVLA technology and the current status of research, this paper begins with an overview of
TVLA technology, including an explanation of its implementation principles and a description of its
implementation process, followed by a comparison of the advantages and disadvantages of both specific and
non-specific TVLA. The limitations of TVLA are then analyzed and summarized in depth with reference to
existing studies, based on which existing approaches for improving TVLA are highlighted and analyzed, and
finally the possible future directions of TVLA are prospected.
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