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Abstract: The research on polymorphic circuits applied to the field of hardware security for new devices other
than Metal Oxide Semiconductor Field-Effect Transistors (MOSFET) is relatively limited, often with only a
few design examples, lacking general research methods and polymorphic gate design platforms. A polymorphic
gate design method based on Ferroelectric Field Effect Transistor (FeFET) devices is proposed. Immune
algorithms are used to attribute the generation problem of polymorphic gate circuits based on FeFET to the
process of biological intergenerational evolution. A complete FeFET polymorphic gate design algorithm is
implemented by combining the C++language platform with the Hspice simulation tool. Combining specific
process and circuit models, a design platform for three types of polymorphic gates controlled by temperature,
power supply voltage, and external signals is constructed. The results indicate that this design method can
effectively generate FeFET based polymorphic circuits, and the generated polymorphic gate circuits can achieve
multiple control methods for temperature, power supply voltage, and external signals.
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E5HENZET], WHENOR/ANDI]. OR/
NANDJ J%5, 20184, WangZs \OKELF-SMIC 130 nm
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JTRRE . 20145, BifE NBEEHAE R AT XU
IR 2637 0% i AR (SINW FET) 28 4F kvt
Z &0 . 20174, Parveen: NP H T # F 5 1
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20184, RezaeifF AN HIH 522 L HRRAM
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P& H R 9 K 4 2 1) B ff o P R L SE I 2 T T .
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], A SO FeFETX —Ha8EH T2 &
LB TR S, I3 SRR [16) 32 HE (A 2 O g 1
— BT RESIE R BN FeFETZ 111
LTI
2 BHEHEIR
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aff(f, f1) = }:&n,ak{ (1)
=1

| X
den(ab;) = — » S(ab;,ab;) (2)
N2

oo, N FPBEBLRE, S(abs, aby) F B A
L, R (3)E

17aff'(abi7abj) < dg

3
0, aff’ (ab;, ab;) > d5 )

S(ab;,ab;) = {
Ferpr, b e MREFR ISR PUAK, 6 A ATBLEE BYAH,
aff' (ab;, ab; ) HUARCRIGUARIFIRRIE, T RIX 4
XML SRR B R DU BT Z TRIER), T iy (1 26 A
JERGUR S PR o A T i i 7
G W PSD AR BB U /IR SR | L1 LM RS S i K
RIRIRSRANEL, AKX (4) s

L
(ab; j, — ab; x)” (4)

=1

aff'(ab;, ab;) = \l
k

o, abg g Mlabg, e 73 i A LA ) S5k L A0 HT A
BEAL; LOVPUAGAS KL .

U B X PR TR ) B VR 85 R, 7
TELRG T RO SER BE R BRI B o SRR BE(E K
AR BUA 13 B BRI . A s (5)
IEN

sim(ab;) = a x aff(f;, f/) —b x den(ab;)  (5)
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Hile FARNEQIT:
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R, WEEREESINT, REAMLE AR
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(3) A8 A XS ve B 19 B DU REAT AR 57 DAPA
A FTIRIAR TG IR 22 R A RV . X
TFeFETZ A& 180, - THudr [Fa 5 s i i
N AP N S N = SN Nk aa | DA N R £ R )
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FHERE . B BEEAE IR PR S e R AR R AT
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TAARMIRTUMA,  RIAE S e A E TR B & T Je A
RLREE L
3.6 FhELRIFTFNER BR LA A

TR BT FH 5% G e B0 5B 19 2 R B Rl e
HEATIET . 0T SEPRI 2 25 FUEg W, b T ORAIEAE
BRSSP A S A s H A 28 ],
ASORE T A D HL B () 40 A S A B T R R g 1 L B
12 T N E R F A5 BEAE 37 T RS DU AR AT B
o Bk, FEERIG A Y. R YR
R b i X SRR AR ity 11 A 7 3 2 B L P I B A
by DURIEARNR R i AR R B B b A e
T PR ) A i 2 7 0 4 2 F B v R A
Ut b, DRIEA AR S AE AN G BRI O
LA A L B 2 A 1) BT A i 11 2 1 TR I I 24 ) —
Aut 1 E, LR A B R R R 1 L, DU
TREES HL R B AR I E R B i o e I
D254 RT ABRAIEREAS BT A BRI P 45 R A 2 5e 4 HL
HEIECEIZARTT, T S R R R I o
3.7 ATFZSHEBITHNREELRE

FET UL EssE, 1 C++iE 5 M Hspice i &
T ESCHL T o LU T FeFET 2 A& s 50
SR FEA TR W2 R . 5 — B e SER
FEA L, DX BEAE TN T H UL 07 B R4 B
PP ROS R, 12 FER FH Hspiceffi 3L T 24 AE 5¢
B, Ha PR R C++1E 5 18T -

FET DL ESZI I FeFET 2 & 1 14 v 801t
RIS FIFAFTR . VAR FEEIZAT P BRAE

| meitit B |

R

v
——> BB RIS Y

| g

v

TR
G LA

TR ST

‘

K 2 iG] TFeFET £ 4 1B S SR TR

EE1 BFFeFETE A TRITHRERE X

N HRERAOIIN ARG S A SRR T
itk A RO HARRR A 2R
(1) ZHkE
Pop_num: & MAULERKIANEEH
Gen_Max: fRRFBAH, ML RAREUE BN, HILE
11847
Function _affinity: >/H1% PR %L
%: ARIRE
ncl: 5E AL
detas: AH U B fE
Num_FeFET: FeFET#H{/M4L
Control: 2 2511 T HE DI IR 42l 4 1
fi <i, a, b, > FHIFM R WANE N a, b, - T HARRILE
*
(2) WA E R
Gen_now = 0;
Survival _pop = g;
AR AL Sur_ num ANMHIAA FLER SR 1A
for (n=0; n < Sur_num; n++) do
BT L X R 4D A B fAschromoln); / /0BT 1) P i W 4 3
AT 5
Survival pop = Survival pop U chromoln]; / /4 I 4aHE &
end for
(3) PR FLIF I LA 2R
for (n=0; n < Pop_numxsur_num; n++) do
F#Pop _chromo[n] i Hnetlist[n];
for ANFIFIHEHIZAL do
Simulate (4, a, b, ---netlist[n]);
end for
end for
for (n=0; n < Pop_numxSur_num; n++) do
PRI EL45 R
K U7 BLEE AW A R R A AT T B
end for
(4) SRFIEETIE
for (n=0; n < Pop_numxSur_ num; n++) do
ff(fi, f1) = S O/ SRR R
end for
(5) WBhEE TS
for (n = 0; n < Pop_numxXSur_num; n++) do
sim(ab;) = a x aff(f;, f/) —b x den(ab;) //HE NI
s
end for
(6) GurE st
for (n = 0; n < Pop_numxSur_num; n++) do
Selection();// MATIEPFRAE
Clone();// AT sEbEEEAE
Mutation();// BEATIEFEHAE
Cloneinhibition();// HAT ye B HIRAE
end for
(7) FehHE IR
for (n = 0; n < Pop_numxSur_num; n++) do
32 4717 chromo[Pop_ numx Sur _num];
Current_check();// HL i &5 /A6
end for
Gen_now ++;
(8) fs A AFH
while (Gen_now < Gen_Max || aff(fs, f]) # 2™)//#ALARBCRIE
BV T Fe A B I A2 T H AR 2 3511 454
B30 HR3

end while
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BEAT Gt , AR AR AR I HUAARAE R S AR
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HU AR I A A7 228 LB I SR AT U . 18 Hspice
(047 L 45 A EUARE A HL 2 W R AR AN [R5 2 A 1 1
B LA, ORI S N i IR

(4) TR AETREAAR T RS MR SERIE .

(5) THERLHTAAA LRI B o

(6) BEAT e b B, RFE Rk sE, wfE, A&
Fe My BERIE], 25 A O AR

(7) I F K A AR 1) 7 AT R T

(8) FIWT 2T IE B LA IR AF . i,
MSE R, FFOR B 0T MRS G AR b i th 45
Ry HUpRER], WEEDE3)~(8), HINEH
Ik IR

4 FeFETZSI g1t

760.13 pm CMOS T 2RIkl i AR, LU
A HNAND /X ORI A 51 5 B S5edk 5 1) fe 3% S35 1)
HARSEG e . HIL B AN — 1 FeFET 2%
I, ZETREMAEAN A L T D) LS B D g
AIENANDEHFXOREHE ., 7ELKH, MHT
— ML 6N FeFET A AF M REALTT H B &5 H7E ]
AR ASCWE T RRAREE R AR S5 K AE N
10 000, fEEAMAEENum  sur/b> 200N, K
FARARA 500 AR fENum_sur® 204
B, BN SCARI A i floor (10 000/Num _sur)

(floor ()Z 7 [n] N U FA . ASOR e HIE R
B KRB 10, B s L 4 S
KA TTTH : EHAREUE B KB 10, BE Rk
HE % e 65 70 IS PR BE R SC LN AN D #2 4 I fig A
XORZIEIIHERS, Hykgi fiziT. woemd s
IR AR 5 A AR S A B 6 S AR bt
RHE. RHRFAA I BT PR EAT AR RS, 15 2084 Bt
AR I () HL R PR P 0 5 A A RSTAE R, I AR o) B
I Hspice i F A4 F3CAF (sp X)) A
Hspiceffi B4, #)FHspicelli B # A% [fsweepil
), AE— € PTG N 45 A AR AR, SRR
PRBEAT (5 B0, IR il fiar ) &5 R 19 Lis SO 4
P 4 A e e R I, B I o 25~
150°C, [HFER25°C BTy H S L RE SR
HH 3 R LR TR A, DR 38 7 B R FH C 438 5 i
H & BESCE, 4 o i 1 R B P 5 HE R 3R A T
FE AT 210t v PR B AL o 455 A N i R i S o )
IR, 7> S B B AEAS a4 2 R I 3T
AR SRR v % 1 4 B 2 5 P H b ) LA
FRFE,  THEH AR R I H i 45 4 5 U H b2 ]
MDA BE &, 4RI 1S 255 Fr BT I o8 A AR
SRJG VSRR FE RSN, R TR EAT
G A E S B I PUARE . 2 55 A K LA E
AT BB SR, IXAERAS R T N — Pk
B AL HELSITU LR, HRERISIT4
o TATX AT 52800 CPUR Y.
Intel Core i5-9500, #%: 3.00 GHz, WAf7: 16 GB.
TERXAMELEF G F AT Ao b i AR L GEAR )
IHZI000.48 so B EFHERIBIN 10 0008, 3%
IEARIRELCH9.21K, BIsiTi K 44 160 s. K3 N
A IR RN AND /XORT T, B2 & 1105
RIS 0P CHITEC R SLINAND FIXORIZH I g .

[ EE, B4 YR s, A Hspice

33 F 33 F
> L L
Z 2.2 v 2 2.2 v
¥ 1.1 ’ » L1} !
/ 'E:J 0 1 L -E] 0 E | L
~ 3.3 —~ 33 F
out Z 292 | Z 29 t
M 11k —W =11t —%
£ oL ) # 0k . R
17 pm/ =33 r o 337 lr—'
.65 pm 22 ¢ —V, = 22 —V,
22| 1.1 F M1}
F O by v v 2 0 L L ;
L 0 10 20 30 40 50 60 70 80 0 10 20 30 40 50 60 70 80
GND BT IA) (ns) I 1) (ns)
(a)REHNAND/XOR (b) HEEHOCTHNAND (c) W HTECHXOR
LA HERE RS §IAL IREVEERL G AL

3 L HIMNAND /XORZ 2:11(0/75°C) Y L% P A5 B35 JE J
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i AR AEAEL.2 ~3.3 VHLEIE A LL0.3 V Ay Al
. FHFeFET 230 1% Hi%iz1T7152/AND/
XNOR[TW 47w, 210 B4 B RN
1.5 VAI2.1 VHE FSLILANDIZ 4RI g FIXNORZ
W|IYEE. B IHISAT A control (1) LA, I H
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