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Abstract: Differential Power Analysis (DPA) is a serious threat to cryptographic hardware and software. The
RISC-V processor core based on Wave Dynamic Differential Logic (WDDL) is implemented to mitigate the
power leakage. However, the WDDL technique results in a dramatic increase in circuit power. For WDDL-
based RISC-V CPU cores, two power suppression techniques are proposed in the paper. Both of them are
lightweight solutions. The simulation results show that the circuit power of the DPA-resistant Rocket core with
the random precharge enabling technique and the precharge enabling instruction technique can be reduced to
42% and 36.4% of that of the original WDDL based counterpart, respectively.
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30 71.6 466.9 642.6 40.9
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I, BEHLEL R, 19 B9, AT AT A8 9 78 FL A i
55 B LB LT

Kl9(d)s2iw-Rocket 5 4% H AL UBLER ) Dy #6128
. MR HEAMARETIRA N T 1 BB . )\}\
KI9(d) w] LA T 78 FR AT R R R AR A T
B g R, #EALUﬁ;‘ﬂ%E‘JIﬂﬁﬁAES-
128F2 7 (1) - 45 B i A v s 2 DR A [

FAGIH T AES-128F2 /71217 7E AN [i] Rocket i
% LI IIFE. rw-Rocket 5% ALUBLER [ DI FEZY
Hsw-Rocket X AZHALUINFERI16%, 11 3
rw-Rocket 5 A% ) T FE J& sw-Rocket T AE 1 42% o

& 4 F[FIRocket#::EITAES-128F2F I THFETT $5 (mW)

sw-Rocket rw-Rocket iw-Rocket
Rocket 5.93 2.49 2.16
ALU 4.11 0.67 0.33
CSRFile 0.24 0.24 0.26

iw-Rocket % 0r T ALUBLHR [ Dy #8 H A7 sw-Rocket s
B ALUZHFERIS8%, HEANiw-Rocket U i% 1 D HE &
sw-Rocket IFEMN36.4% . X R HHHE H (F P Fh B AR AR
REAEIMHNE ] T WDDL-ALUFI Rocket U5 4% I D€ .

fErw-Rocket it # Ffliw-Rocket th #% B 4T
AES-128F2FF I DIHE7 531 4 2.49 mWAHI2.16 mW,
FHEE Tsc-Rocket R #6471 BT T 28.3%F111.3%
fHIE, 7EvHZ s DhFEFH T, RISC-VALFE
A CAZBIHDP A Y (1 e 115 2] T B W6
4.3 MBERE

ASCHE H AL 70 Fo AT e AR FN T 78 FELAT e 4R
LA EA W R R H . K2 n®H
EHES AT A . R T BEAL S AR e B AR 1
rw-Rocket U ZFIN H T 178 AT REF8 2 B M iw-
Rocket 0% BLig L m] LUK BT A 5 S vk de ik bt
DPABGH RS i Hrw-Rocket B % I, 25 0H
LRI S AT EZEN: 4 Hiw-Rocket s
K, n] AR TR 4 N 1 SR P 70 FEL A e g 4
SN DR B DG (R 7 B o AH EE TSR [ 7] A
AU AES IR ORY I PR BRES 77 56, AL
FEH PR o0 S i Sk AT . A SO
1) 55— KA TR etk SCk[16] -8
FENBENUIE B 1R 7775 o HE F T3 5 S5 S AL
RGN, DPAXE W A] PLXHEXS 55 10 D) FE
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LR P A ey o PRI 7 SR AT AT A U () RS o 1
SCHR[9) R A T R 1R SR B D P A Y,
HE T E NG — I MIDPAX L . &
DPAX i o] LLX 2 AR st AT HCE 204, AT
W ARFERD A o AN SCER S P Fh 7 A T %2
AERZE A ICWDDL, g MRA LA T i
AT THFRERAE, AT PELIWT 745 Bt 28 i e, [
WA T 2 R A% A7 250 7 AR FH T a8k ) 55 SV 1
DPAXH; DL =B IDPAYE:, B m 2 4.

[F] ) A SCAFAE — A 2 2 b HHWDDLZ
B PR ALURRERL ) CMOS BG4 39 in 5% B
ERARIAERS, T BRARACFE 28 (M e . (H 2 A IT
SRR, e MR TRV Y, AL BEER B
MDPAXGRE )53 T W B3 . H iy A 1%r
o PR g S ) 2 4 PR B0 AT A T S 6 JRUER DA K A
AR, KEEARA GRS L TDPAY
Jo SR RRA PR AE S E SRV RS DL R B — 2D 58 361X 7 T
) T AF

5 ZRIA

ASCE A TWDDL-ALUIHDP A X (1
RISC-V AL EEZR AL T P Rh ShAEFN I 77 7% . B
LT 7 AT e AR 5 CPUBMI TE X, &3l L F AL
AT 78 LI AT b 53 T RISC- Vi i It DP ALt
AE ). TS5 MIBENLIE BT 7 FE AT e A
WIS HO (Ne, Po) L. filze A RETR 2+
ARAEH TP e 0 77k, AT b2
AR DA S G B B AT B O XA 7V i
£ HIWDDL T 7 AT R R RISC-Viti %« 1%
D7 R TEAE T e S il i & CSRAR 4 K S
(1), i ELBT R T 7 FELA I HR A T DAL P (R AT Hh
TrA . fEE RRYY, AT AR A RE
AR RISC-V I A2 DPAR . EA L IAES-
128F )7 FL Bl AL 0078 FASE e e AR 7 7 fELAof
AETR A H AR Hlftrw-Rocket fliw-Rocket T AL U
P DI FE AL 3 T sw-Rocket iS5 % T ALURSEL T #E
1116%F18%, rw-Rocket > % flliw-Rocket tr4Z% ] 3%
A T FE 23 9] B AR B sw-Rocket 54 ThFE (42 % Al
36.4%. EXPFEIARA R REMI T E, HA
DFEFN I FUF A AH L 2L T WDDL-AL U Rocket it
WS IN. X PRI AR WDDL K A RISC-
VIEZABIDPA S W SEH vk, oA 5 R
RISC-VitstZAH bt , L Th#E H 20 738 n 1 28.3% M
11.3%.
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