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Abstract: Chameleon Signature (CS) is an ideal designated verifier signature, it realizes non-transferability by
using chameleon hash function, makes any third party distrust the content disclosed by a designated verifier,
and avoids the shortcoming of online interactive verification of undeniable signature. In addition to non-
transferability, CS also should satisfy unforgeability, deniability, non-repudiation for the signer, and so on. To
solve the problems that cryptosystems based on the number theory problems such as integer factorization or
discrete logarithm cannot resist quantum computing attacks and users rely on digital certificates, an Identity-
Based Chameleon Signature (IBCS) over lattices is proposed, the new scheme avoids the security vulnerability
that the signer cannot reject the forged signature of the designated verifier in the existing schemes, and reduces
the transmission cost of the final signature from square to linear; Furthermore, to solve the failure problem of
non-transferability in the arbitration phase, an IBCS scheme with exposure-freeness over lattices is proposed,
the new scheme enables the signer to reject a forged signature of any adversary without exposing the real
message. Particularly, based on the hardness of the small integer solution problem, both schemes can be proved

secure in the random oracle model.
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HME RS — NG BRI G, BIA ST S0 2 25
24 A AR o

MR, ids- RS (n,7,0) E M X R XS,
KL e WAL idy- , Midy- 81T 5 7% Forge 4=
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ZEATH I, Rlide- AN H A P& H RS AR )
(u,r, o) IRETT, X TFids- HaREI (u, 7, 0), HEE
AJ B4 T E 2 Hidg- HSEAE R P, Pk
HH ' £ prl EEWE (W, v, o) Nidy- higE. Risl
H,  H T T R AP RS A R G R B
i FERARNIER, idy- hiE H—Nids- ik 4
1 (u',r',0) € M x R x SHINEZ & vl Zmg (1), R
A TT S B4 TR UEEE
4 BEMEERENETEMNTELES

KEBAL WA TT RN RGP E R %
b, HDAE 254l B AE 4e 45 8 B0k # Ph i 1) 2
%, WATEAPIR T B R B O S AR )T BRI A
%, XN R FE AR HT L AR A4
BB ATE, NG A FTAE B R A A4
A EHE R REMNIBCSH R, A4 EITE
HRFE LN R R B S B A G R, hReas 4
B 338 A ROt AE 44 1€ Wik i 2544

BT SR Y B BEAL 7 B SR g, @ A
5 48 5% Denial >R SEHL 25 44 #5175 PP BB BE I P07 B
RN HIESetup M KeyGen 5 EL45 IR EIBCS
TEFAHEE, BAFER, =ANARFEERT
ZiiRE
4.1 HFRME

Setup (1)‘) — (pp,msk): HINZESEN,

HALSHpp = (A,B, 11, Ho) FIFE R FHmsk = Ta -

KeyGen (pp, msk, id) — (skiq) : ¥ AZHpp, E
AEHmsk LK S 1rid € 7D, it FAHskq = Tr, -

Sign (pp, ids, idv, skiag, i) = (o, 1,70, 71,0) :
WS Hpp, ZBHHE Y rids € ID, FRERIUEE S
Wridy € ID, % % H A Flska, = Try LA TH B
pe{0,1}", ZBAEHATLUT 1

(1) B AtEH A4S 4 PR AT Gy o, o,
ro,71,0) » F Fpg,p €0, Hpo+p1 =
pmod2 o HAFLE, HAT(6), HMHAT(2);

(2) % Riay = Hi(ids) MRy, = Hy (idv), it
HFs=A-R  modg fIFy = A- Rl modg;

(3) BEHLIERL po € {0,1}™ W Hp = po+
pmod?2 ;

(4) BENLIER ro, 71 € Ry THEIRT po A1y 9732
MG EHyo = CH (po,m0) = B - po + Fy - romodg
My, = CH (u1,7) = B - 1 + Fy - rymodg;

(5) % h=%H,(ids,idy,bin (yo,y1)) » & 1T
SamplePre (Fs, Tr,, h,s) » EHES o € Zm ;

(6) % th (po, pa,ro.71,0), FEAFE (idv, po,
w1, 70,1, 0) TAMBE L,

Verify (pp, ids, idy, po, 7o, pt1,71,0) — (1 or 0):
WMANSHpp, ZBHHEHrids € ID, FRERUEE S
firidy € ID , HCHF Hipo, py € {0,13™ . BE HL %K
ro, 71 € RUKZE Yo € S, FREBIEEHITLLT
A

(1) B0 < o], ] o] < s/ TR

(2) % Ry, = Hi (ids) IR, = Hy (idy), it
$Fs = A- R modg MFy = A- R;; modg;

) HHyo = CH (po,r0) = B - po + Fy - momodg
My, = CH (p1,71) = B - 1 + Fy - rymodg;

(4) B Fs - o = Hy (ids, idy, bin (yo, y1)) & &
AT s

(5) # LA &Aoo, Fthi, SWHH0.

Forge  (pp,idv,skiay , Ho, 1,70, T1,0) — (1,
w1y, o) FIANSHpp, fRERUEE S0
idy , A sk, = Tr, LA K25 4 A K
(o, p1,70,71,0) € M2 x R?2 x S, #8 7E Wik 3 1
17 LU 44 -

()2 Riq, = H1 (idy), WHF, = A- R modg

(2) & W be{0,1} My, c{o,1}™, H
Ky, 7 Hb s

(3) Ty, = CH (1o, ) = B - iy + Fy - rymodq
Mo =y, — B - pjmodg;

(4) 1217 SamplePre (Fy, T, ,v,s), 4 FEHL
Br', e R
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(5) farth (p'y, 1 - by 7', T1—p, 0 )

WEE R fE EREET, R R idy &
IEMHEE AW = 1y + pymod2.. FL L, idy
0] DA A BT B IR H gy € {0, 1" A ) € {0,1}™ K
BEAT D&, BEEF, idy A PG W B v =
o + pimod2 o

Denial (pp, ids, idy, /o, 4’1, 770, 7'1,0) = (1 or 0)
WMANZHpp, BHHE Y rids, TEEKIEE S0
idy LA TR @ IS DN &R (1o, 'y, 770,71, 0) €
M2 x R?x S, BAHEMMNEE AT LT #AE:

(1) B4 HF ERAME N (idyv, po, pa, 7o,

» Hbpg # ph Bl # ph s

2) AR, B po # py, BAERH
10,7T0) 3

3) fh e E W AR po # ph FICH (mo,r0) =
CH (1o, 7"0) FET5EALs

(4) £ UL BB, fhFE R, RO
JE (o, 1,7 0,71, 0) 2 HIBEWIEE G n), &
4 10 o
4.2 REMSH

RIBA HULSIS, 00 AR, WA
RV R PR By A1 I8 B e 3 B M R AN
AR tE . BRI, B E TR ERIA
CIE YL Y E R ERSE -2

IERR IEREER S O 4 H A% EIBCSTT R
AR B EE AR AR PR R TR, R A
IR
5 MESH

ASCEEH P EIBCS T RS HAR P& T
Yok AN A AE S V25 44 77 SRAE TR . A7 5 15 i ik
ATTHIRT L, R TFR.

MINBET T E, FR1G A TR0 i) F X
T By A 0 5 44 I e AR, 8GR T CHR[12]
HE RS =TT WG 2 2 44 3 ToiE B 4ade w e
UEH DN IE 22 M2 A IR, b TR 22 421
ARG R T SCER[13) A SR

~—

r,0O

fllfie

—~ —~

SEREH R T 24 M4 8. )5 2K T X
BHIBENL > RIS, SR T WA REE, kT
T7 T VLE AR B B B 25 4 AN mT A 3 P 2 001 il 8, 3R
BT ERE A,

MAFEFIAL AR TG, 7T RG4S 4
FIBENURE RV E N A LS4, RN RS 4H KL
IG5 5 RENL R S Al — e R I%, BRIK T SCHR[12)
L A AR B E Z0m P
ANFEHUERE, REMELNEES—NMEE L e MAI
Dym o LA &, I8 T CHR[13-15] R Ak
SHIAFAEA, & T ELMEmAE. &
2R AR FE R T 0 B R BERL 4 B AT B A
A A T A — U R ARCR AR, 4L
AL E A LR R o € MFIy € M, BLEDgm , I
I3, B2 44 KR B Frsdn, (H i
IEEATS S 7 R

g FRTIR, AR P ZEThRE T
AT 7 W vk =€ /o 1l = Pl VA G bvivk & = DS ML
i FoRA T gt . SR, B2 H TR
Y PR AR DL O B R R AR AL
BRRATTIH, Yk T A LSBT i A 5 25 44
FRAERITEE, R R ESR &I IT R S
FR S FH I 75 R
6 ZEFRIE

S A PR T LG R A AR A T
S A O 25 4 1) 2 i, AT TR 2k
THNNRCRBESLTTSR, IR T L2l
R TT RN R b, XA AE
FREPY BESE A4 A TR R R R R, 3R T A% L
PUHERENRT RO RZEL TR AL
BEMLT S MUBE A T ™ MR B 1 A7 SR A Pk %
3 0 B 3E e B BB TR A TG 2
AR 24 TR TEA A AT, DL
FJ7 200500 B R BAh, AR
T 254007 MR 1R A AL R DT A, R A
RERZANIHAETR.

*1 MRS
ViE ARBHKE  SAKE O RTOEN O REEEME O TTE4E O RTHERME  BUNBREM 2aemm
SCHR[12] O (n?) O (n?) x Vv x v x BRI B

SCHR[13] O (n3) O (n?) v Vv x v x bt
SCHR[14] O (ko - n?) O (n?) Vv x - _ _ e
SCHR[15] O (n?) O (k1 - n) v v v v x BEHLETE B
ESWES O (n?) O (n) v v v v x BRI B
ES@IE S O (n?) O (n) v v v v BEHLEL

E: ko B FBTHFEREERSY, b FZRF R EMARTGE: <R ANHE, VERHE, —RRAFEE,
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