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Abstract: Eight-Sided Fortress(ESF), an improved lightweight block cipher based on LBlock, has excellent
software and hardware implementation efficiency. For the security of ESF, with the help of automated search
tools, the algorithm is evaluated for security using the impossible differential cryptanalysis. Firstly, an
impossible differential search model based on Mixed Integer Linear Programming (MILP) is built by combining
the structure of ESF algorithm and the differential propagation of S-box. Secondly, based on a 9-round
impossible differential distinguisher of ESF, using the differential propagation characteristics of the S-box and
the relationship of the round subkeys in the key schedule, a 15-round-attack is presented to ESF by adding two
rounds in the front and adding four rounds in the end. It is found that the data complexity of plaintexts and
time complexity of encryptions of the attack need are 2°0-16 and 26744 respectively. The results show that the
data complexity and time complexity have been effectively reduced, and the proposed method is able to resist
impossible differential cryptanalysis.
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