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Abstract: Adversarial sample generation is a technique that makes the neural network produce misjudgments
by adding small disturbance information. Which can be used to detect the robustness of text classification
models. At present, the methods of sample generation in the Chinese domain include mainly traditional
characters and homophones substitution, which have the problems of large disturbance amplitude of sample
generation and low quality of sample generation. Polyphonic characters Generation Adversarial Sample
(PGAS), a character-level countermeasure samples generation approach, is proposed in this paper. Which can
generate high-quality adversarial samples with minor disturbance by replacing polyphonic characters. First, a
polyphonic word dictionary to label polyphonic words is constructed. Then, the input text with polyphonic
words is replaced. Finally, an adversarial sample attack experiment in the black-box model is conducted.
Experiments on multiple sentiment classification datasets verify the effectiveness of the proposed method for a
variety of the latest classification models.
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SRMGAR S5 - T i) o SCOCAS ) R T A5 GO URE AR T 2227

o BAEBHT BAR B BN E E F BB, B AL
BB RRRT, PUBIIREE R, B S PIEALEIR, 4
BB BUREAS U AN R . KT ORBETE L, 1%
RN LB B fRehT, ASCHREH — RO Hire A A4
H77% (Polyphonic characters Generation Ad-
versarial Sample, PGAS), BARNEZE WK 1FR.
7 R Y BSG2E  E a0 ] R B T LA 84T 5 B3]
SEAL, FRBFEM 7 2R R RE R MR 2
T, 2 S B T e SUR MG A K
XIHUREAS, EZ A ORI 70 A BT IS0
2 HXIME

FAT, SO HURE A AR BT B0 P 7T 2
W GANE) T I POREAR A BT
2.1 FRFRIIERERTTE

TEFRF R PUOREAR A B, SCHR[10]38 H —
Tt R O HRDRTOREAS AR AL 2% ) 132 LA 7R ) T ity
BAE . Niugs AR H] 555 00 Huae A< 24 i 77
% XA AR AR T B KT BRiEAR 7R T 2 Fonf 1 A
BgS Rl 1R TP & . Ebrahimi®s
N2GE S i T8 FAF R AR NS BB PUAE AT, 32
HH 7 DA I3 5 e 2 3 26 v 1) B 1] £ o A B O v
GAOZE NI @ & iz 0ol AR 2 g 4 BR
B f /MK ) BB R BURE AR AR BTV (DeepWord-
Bug). SCHA[14)e83E T GaoSE NI 1%, $E R
A T PUREA 7 75 (FastWordBug), K48 A%
B BEAT S, BB IE X BTFEA . Ebrahimis
N USTR A N A S 20, $R L R R PR A
GoorRds. SongdE NN H — M T BRI R TT
kA G bR 7 AR 0 H AR STA
2.2 AR IERERFGE

FEW GO S BUOREAR A B, Lige NP —

TR }—P

s "
ﬁ%m%%ﬁ%_} At

FloE RS IE TS, IR R SCUBREIRAS MOE
O PUREA AR BB . Tan s A USRI FH AL ) 1
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FEA ) R B AA R 7 Zang S5 NP FET
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Cheng®§ NP [ESCAR M B, $2H T —Fids &
BRI B E WAL S FE 07V, SR TR E
B W A 0 PR ) S B - s
2.3 AFRIIMBERERGE

Jia % N PR A KA B A) T O LA AR
WTT%, R T JEEA)FRAEMTTE. Minervini&s
NP FE E SRE 5 2 (Natural Language Inference,
NLI) i [ 25 72 1|18 45 29 1 B PURe A 5 3 A2 %
] @, d KRR B M FE B R SR A R AR S .
Wang®5 N PUTE Jia%E NP2 JEat b, fF A2 B Xt
FEARRN B SCAR A RIS, B, 50k HAR Y 6k f o
Ribeiro% A PIFI FH &7 5 0 P 30 SR A I B AN 1) 5 o
(P8 SCECAR ). Tyyer® N 2O HA Ay 42 il B¢
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=log,

w11 W12 Win
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A SCHG PRI R R Dy N3 B A RS
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B, XA PGASH L= . FNTR
e AL A s B ), AR R A Th kAT 2 8 S B
B T WA Co 1] (1 b 1) b, %0001 B B DR
fiim] B 2 8 A o B 2 B 45 A AR R
4.2 HAENELL
PGASH Y, HEEMZEFHIME, RPE
WordHandling 5 S 2 MIBR VP2 775 e &, 3
T S ) € 9] 1 BRI 4 Bl (Targeted Dele-
tion Score, TDS)#k47 2 & A1 B 1)o7 B 5 BV AT,
A B AT 2 5 B e . XAAREARW 3
1T AR EIW = [wi, w2, -, wy], HAnRRHAFE
R FRKE, A FEARAT IS (AR, @
W SRR 2 b BT EOM, FREN A FEA
HAEMMZEFME, NFEHAWHREANZE
T VBRI Z T Z JEREA N 53 3
Z1H
TDS(w;) =f(wy, -+, Wi—1, Wi, Wit 1, -+, Wy )
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4.3 FHiEiiR
PGASH LM% O AR 18 X N SCA
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FEHSIL, ALY, 2EFRIAREER
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AR R . 3B i
FELAN LA R, B I IMDIE (ki
J7 5.3, e B IMD A 55 k(150 35 AT B e
IMDE Rk, FEWIF LS 2 R Bk, B
VB SURBS AR, 2% 5 S B B (AR
5 SCIGREERSHT

A3 P (R 4y RS, M % %
I, SR 1 22 35 S e ke T B 2 N 1290482 1 frg o
SRHEARE S 5 R P HE . A R AR K
AT VR A FF RO RE VI BRI KR L
T VPR, TEA T R B B AT 4 1A
J5, SRR TR (7 500 e (2 5 TR .
5.1 LWBEE

ASCAEA R R8T | 4T T S OREA A 2
oA, S8 3% 2 PRI (1 R 4 S AR S AT
GitkoMHT, BORSE AR SIS IC M R L.
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XS Xﬁi M:x

Xr XT M,
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Kl 2 PGASEIE R i [y AR 7]

Ay FE1
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K 3 FEIMTF 2SR R PR

FEMPFIR A H60005% . HT ASLIRN 7 250
E A 1 B ] 1Y) 22 8 T R R EA), &ad A
Tk s, R RIR5 8865k H % & T HIEN],
IEFAREBI L EAH A . S PR TR ) 2 8 F T AT
PRV, KRR B BE 7 SRR R, Ik
BRI B LL il 3.7 FESEIR Y, 32K
A N0.5, afIBHIE 7 5 90.6F10.4. fH /]
PGASH BN HIREA L, FReox ke A 8dE, 1%
AK L2 M % (Long Short-Term Memory,
LSTM) fl 4 40 42 M 4% (Convolutional Neural
Network, CNN)&54% G5 R8T d50 7 1% B 3 2K
RS I A RS A R BOCR

T BUE TR SR PGASHIA 2, B ek
XIHUREAR, KX HUREAAE N, I BT
T IR AR S PR S Bt . AT PGASTURCR 1)
A7 5 2 AL AR o 220 PO 25 A 285K A A ARG ) P A A 2
NEEREFEARIL, HERAER TR, T RO
5.2 LWERK I

SR A AR E VER R . RO R EOE DL R
an PR EE, S EUEEMTH AR INER LR,
FH 58T ) 17 SRR 73 ZRABE R 0T £ L 1 PG A S BV A2 B
XFHREAREATIAIE . [N, A 75 H Al Hire AL
FOTFAE RO, e BN IR SIS, DARASG IR A 7 V2
IS . R TR IR R 2— KA, XF
bl 7 A R A 3 AR % 7 (WordHandling) B, 7] 2%
BN PR AR A T (Cword Attacker) ) g
XTPUREA A 177 7 (Deep Word Bug) USRI A2 i
X PUREA J5 1 (FastWordBug) M. IR 74 43 5]
H: XFFHEMNL(Support Vector Machines,
SVM) B K57 12 M 4% (Long Short-Term
Memory, LSTM)B!, #1242 45 (MemNet )2
JITHAE FLZ (TAN)B., JF = AR R 48 (AOA )P,
RIS M4 (AEN-GloVe)®, LSTM+SynATTE,
H bR = 2% (TD-GAT) BT, 5 52 7 T P 2
LR (ASGCN) B, BRI 4 W 4 (Convolu-
tional Neural Network, CNN)PA14y 2 &P
I} 28175 93 2K (pos- ACNN-CNN) 140,

AAEAHF ) SRIAEL T, 2N A TR R
5 2R B A AR R IR A, LIRS

®1 LHBIEE

TiH PR EEE  BEEREEE AR

R WERAMTIA 28 AT R P 5 2 15 IR 1) 1 992
SrREH 2 2 2
INEREE (%) 4120 70000 42130
MHREE (5%) 1766 30000 18056
HTEHEA) 2556952 7391456 6585441




2230 BT 5 fF B % M 545 %
% 2 EBEETLBIRE LR EERIEE R (%)
- X He 7 AILTTiE
S A Y WordHandling CWordAttacker DeepWordBug FastWordBug PGAS
W METRZE BRRIERE METREE BRRIRE METRER RRMRIERE  MEWREE PRMROEE RIS RREE
SVM 76.35 72.19 4.16 71.03 5.32 69.18 7.17 70.15 6.20 52.36 23.99
LSTM 83.21 76.25 6.96 74.29 8.92 72.51 10.70 75.22 7.99 62.17 21.04
MemNet 77.12 70.31 6.81 72.59 4.53 70.15 6.97 69.19 7.93 58.63 18.49
IAN 86.31 81.25 5.06 83.26 3.05 78.32 7.99 78.29 8.02 64.92 21.39
AOA 79.91 71.26 8.65 73.29 6.62 68.25 11.66 70.53 9.38 60.15 19.76
AEN-GloVe 86.32 79.81 6.51 81.07 5.25 77.16 9.16 80.09 6.23 68.37 17.95
LSTM+SynATT  88.61 83.59 5.02 82.56 6.05 78.39 10.22 81.37 7.24 61.84 26.77
TD-GAT 78.36 72.20 6.16 73.21 5.15 72.19 6.17 71.24 7.12 60.23 18.13
ASGCN 82.97 77.18 5.79 7741 5.56 71.05 11.92 73.08 9.89 61.08 21.89
CNN 82.36 74.21 8.15 76.38 5.98 69.91 12.45 69.51 12.85 59.39 22.97
pos-ACNN-CNN  76.28 70.15 6.13 72.53 3.75 68.25 8.03 66.19 10.09 58.18 18.10
* 3 ERETILBIRE LRI E R (%)
S X H T ATy
S Ry WordHandling CWordAttacker DeepWordBug FastWordBug PGAS
M AERRE PRCIEEE O AERRE RBRCIERE  ERRE PRIEEE AERRE BRRIEE MEmE RERIEE
SVM 74.25 68.32 5.93 69.04 5.21 66.03 8.22 63.51 10.74 53.21 21.04
LSTM 79.66 72.58 7.08 71.22 8.44 68.25 11.41 69.79 9.87 59.74 19.92
MemNet 73.28 66.82 6.46 65.39 7.89 64.51 8.77 59.21 14.07 54.09 19.19
TIAN 80.39 74.41 5.98 76.28 4.11 73.28 7.11 74.07 6.32 59.74 20.65
AOA 77.21 68.25 8.96 63.05 14.16 62.89 14.32 64.19 13.02 53.66 23.55
AEN-GloVe 85.31 74.29 11.02 73.08 12.23 74.85 10.46 76.28 9.03 66.23 19.08
LSTM+SynATT  89.07 72.14 16.93 75.44 13.63 77.60 11.47 81.18 7.89 67.04 22.03
TD-GAT 83.06 76.33 6.73 73.98 9.08 72.56 10.50 74.61 8.45 54.39 28.67
ASGCN 80.17 69.19 10.98 71.04 9.13 69.04 11.13 62.88 17.29 56.18 23.99
CNN 76.33 68.38 7.95 66.37 9.96 69.71 6.62 69.44 6.89 57.20 19.13
pos-ACNN-CNN  70.94 61.25 9.69 59.37 11.57 61.43 9.51 60.07 10.87 59.33 11.61
* 4 ERAITLEIRE LR EERIEE R (%)
S X H T AT
% A 7 WordHandling CWordAttacker DeepWordBug FastWordBug PGAS
A AERRE PRCIEEE  AERRE BRRIERE ERRE PRIEEE AERRE BRRIEE MEME RRIEE
SVM 73.28 64.21 9.07 66.07 7.21 63.19 10.09 65.03 8.25 54.64 18.64
LSTM 77.04 69.07 7.97 67.45 9.59 68.17 8.87 68.29 8.75 53.21 23.83
MemNet 82.36 73.85 8.51 71.04 11.32 73.22 9.14 72.94 9.42 63.02 19.34
TIAN 74.07 62.25 11.82 66.38 7.69 65.31 8.76 65.83 8.24 56.41 17.66
AOA 78.25 69.44 8.81 68.51 9.74 67.14 11.11 68.07 10.18 54.20 24.05
AEN-GloVe 81.33 70.03 11.30 73.09 8.24 70.25 11.08 72.55 8.78 55.97 25.36
LSTM+SynATT  85.60 76.49 9.11 78.21 7.39 73.21 12.39 74.54 11.06 61.08 24.52
TD-GAT 84.92 72.17 12.75 75.60 9.32 75.09 9.83 74.60 10.32 62.04 22.88
ASGCN 83.64 76.05 7.59 79.03 4.61 74.32 9.32 76.59 7.05 64.29 19.35
CNN 75.91 63.21 12.70 64.24 11.67 65.39 10.52 65.02 10.89 59.31 16.60
pos-ACNN-CNN  86.49 72.71 13.78 77.30 9.19 79.02 7.47 72.74 13.75 68.03 18.46
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TR ZA0.4~0.6. FIREM, EIMDBEATHES
R, BT WordHandling /7= 815% H [&] 3%
TR, RS SR EEPCASHE 5 &

B, EPGASFIRFFFL T H MG, AT LS
45k, PGASEIRA MM FIrEA SRR m, HL
RN . BRI & 5 PR .

F 5 PEISLIT5EE BRI A R EHNWMDMIMD 53 155 (55)

i " Xt b ik ARICTTiE
. WordHandling CWordAttacker DeepWordBug FastWordBug PGAS
0-0.2 21 36 12 7 2000
0.2-0.4 623 380 272 253 0
WMD 0.4-0.6 860 789 325 397 0
0.6-0.8 256 473 531 529 0
0.8-1 240 266 860 814 0
0-0.2 1630 1368 1409 1091 364
0.2-0.4 341 269 468 680 1352
IMD 0.4-0.6 29 182 90 197 235
0.6-0.8 0 181 33 25 49
0.8-1 0 0 0 7 0
2000 o 1600 |
1750 1400 |
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ng 1250 ¥ 1000
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® 500 | T 400
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