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Abstract: Medical cloud storage service is one of the most significant applications in cloud computing.
Simultaneously, the integrity of outsourced medical data and users’ identity privacy-preservation have been
more and more important. To this end, an outsourced cloud storage medical data lightweight integrity
verification scheme is proposed for wireless medical sensor networks, supporting conditional identity anonymity.
The scheme combines the homomorphic hash function to design an aggregated signature to enable a Third
Party Auditor (TPA) to check the integrity of outsourced medical data effectively. The scheme stores auditing
auxiliary information on TPA side and uses the homomorphic property of the homomorphic hash function to
optimize the calculations on TPA side to a constant, which reduces greatly the computational costs of TPA.
The scheme enables TPA to perform batch verification on multiple data files, and the verification costs are

nearly constant, independent of the number of data files. In addition, this scheme prevents effectively TPA
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from recovering the original medical data by solving the linear equations, and a conditional identity anonymous

algorithm is designed, thus the Private Key Generator (PKG) could generate the anonymous identity of a user

and corresponding singing key. Even if the attacker intercepts the medical data transmitted by the user, it can

not know the real identity of the data. In addition, the complex certificates management is efficiently avoided,

and PKG could also trace and revoke the real identities of misbehaved users efficiently. The security analysis

and performance evaluation demonstrate that this scheme could be securely and efficiently deployed in wireless

medical sensor networks.

Key words: Wireless medical sensor network; Cloud storage; Aggregate signature; Integrity verification;

Conditional identity anonymity
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