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Abstract: In 2019, CAO et al. (doi: 10.11999/JEIT190166) proposed an efficient certificateless aggregate
signature scheme which is suitable for multi-party contract signing environment. They demonstrated that their
scheme is unforgeable under the random oracle model. However, by the security analysis, it is found that their
scheme can not resist public key substitution attacks and coalition attacks of internal signers. In order to solve
the above security defects, an improved certificateless aggregate signature scheme is proposed. The new scheme

not only satisfies the unforgeability based on the computational Diffie-Hellman problem under the random
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oracle model, but also resists coalition attacks.
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