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Abstract: Through information sharing, the Internet of Vehicles (IoV) provides various applications for vehicles
to improve road safety and traffic efficiency. However, the open communication between vehicles lead to vehicle
privacy leakage and various attacks. Therefore, information sharing methods with security and privacy
protection are very necessary, so a pairing-free and certificateless anonymous authentication scheme supporting
batch authentication is proposed. In this scheme, firstly, the problem of certificate management and key escrow
can be avoided by using the certificateless signature; Secondly, the combination of the long-term pseudo-
identity generated by the regional authority and the short-term pseudo-identity generated by itself, the strong
anonymity of vehicle and the freshness of signature are guaranteed, and the identity disclosure and the
communication delay caused by Road-side-unit computing pseudo identity are avoided; Thirdly, the
aggregating signature without pairing is used to provide batch verification, which reduces greatly the
computational burden of RSUs in vehicle network environment; Finally, when a malicious event occurs, the
Regional Trusted Authority (RTA) can track the real identity of the vehicle. Security proof and analysis show
that, the scheme has high security, and meets the security requirements.
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