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Abstract: The security of cryptosystem is threatened by fault attacks, and implementation of fault attacks for
crypto chips become an important research direction in the field of cryptography and hardware security. The
pulse laser is a method with high accuracy for its high temporal-spatial resolution. In this paper, the principle
and method of laser injection attacks are described in detail, and experiments are carried out on a Micro-
Controller Unit (MCU) with AES-128 algorithm as an example. The SRAMs of the MCU are taken as the
attack targets. Differential fault attack and the subkey expansion attack are successfully implemented, and the
16 Byte complete keys are recovered respectively. The latter attack is first implemented by the laser. The
research shows that laser injection attack has many benefits to meet the requirements of fault attack models,
including accurate location of critical data, error injection in any operation, and generation of single bit flip.
The laser injection attacks and ciphertext collection can be completed automatically in a short time in a nearly
real-life scenario, which has a great threat to the crypto chips.

Key words: Fault attack; Micro-Controller Unit (MCU); Advanced Encryption Standard (AES); Laser
injection; SRAM

ek H : 2020-03-10; Bl H Y. 2020-10-25; PG HR: 2020-11-19

MEMEES: KM zhuxiang@nssc.ac.cn

HAETH: o [ER R E 5B 0 H (KGFZD-135-16-005), HERL B 25 A RFEE R SEHF 7 00 H (XDA15014600)

Foundation Items: The Key Deployment Projects of Chinese Academy of Sciences (KGFZD-135-16-005), The Space Science Advance Re-
search Projects of Chinese Academy of Sciences (XDA15014600)


http://radars.ie.ac.cn/CN/10.11999/JEIT200163

1358 B 7 5

o

=]

2 %

43 %

Jlll

sy
Jgu

DAY g R N ARR BB ARG Tz B AE
G, AT, B ALOREEAIIR, R ZERE AN LR R
SAE RUEENOBARZ —. — S, &5 H
(1) 22 A PE LY T BT ok F ) & R A ). SR, E
19964 Kocher#g H I [A] B0ty LAk, o) 5 A RV AE
YIBES Pl AR RME B RS R, SRS s
T AR St R 5 B My, A R REIRTS AT T
FhEAE R . S Bt iR 0t 77 R 4 R s Mo i
T Bt BB — AT EL S A IR s
17, JEREES RIBATR I RE . BRI SR
BT M, BRI EE . GRS AR S
iR, EEh M — R R, BIFES g
TR R R MR, BRI E . B
5 ) T B G F R B e B R . e . IR
B, BEE T W (Focused Ton Beam, FIB). %
SOoGERIE . WOBEANSER, L EOtE AR R A
o PR RSS2 ) 2 A 3 O R B T )
MR ENTFB 2 —. 200, Ebr L rEosE
NZEE CAEER S P TIRfE, BUR T —%
PIRR . B W EOEE N ARG A b . [
U, BAT B O B e AR R
Gt, X AR A R R S 2 A AT B L A2 ok
Lo ARSORHE A [ R 27 B [ 58 25 () B 2 ot B R
il () SRR TN K O S SE ST B AR A BT
TE R R O E NG SR 3 B, BB
N [A] R 23 [RDRE VR, 9 HA — 2 1 E 32 R
WAHIRE ST, & A REBOGE N B S0 7T

BRI OOAIESRIEE, AUV RE R
FIATMEGA 1638 fudz il 28 X AES-128 4, T£4H
VIR K O T 0 A R AR A O v, BAR
LR JUANER O B IF: (1) 27 AR AESH L L Fifh
MR AR s (2) 2B 3 T B0 A O b
HENJEE, N AEOCENN LGRS, (3)5471
I ER A ) 4 IO Bk 1 Sk DA R B i 4 R
(4) 2857 LG
2  AESEEREPERE

2.1 AESE%

BN p5E (Advanced Encryption Standard,
AES) 2 2 [ [H K Fr#EFH AR Pr 2> (National Institute
of Standards and Technology, NIST)T-20014F &
A 1 T B % b i (DES) (1) 43 41 % 15 5
o HEIR T HKE N128 bit, HHKETLN
128, 19280256 bit, J3 7% B 5 8y 104 |
1250 LK 145, X HORTER /2128 bithid. AESE

ik

T IRz A SPNEZ M IE A HH D, A
B SCHUE B IR A < PIRFSHEFE (state), B 5H)
IR APAT R ERME, I T108IERIZH . AES
PAF AT B N A AT R, BRI E .
A (SubBytes). 1747 (ShiftRows). FIRE
(MixClumns) P & #& % $ I1(AddRoundKey), #
JE—RAPAT IR G IR m R 224tk
AT R, AESHEEZ B AIE ) i i e 5
Z
2.2 HEKE

i e it A B AE £ X CRT-RS A F B A 4
FKFERW, 5T 12 B 2% 85 A S5 1) B ik
F . AT X AESHIEMIDF AT 7E 20034 4 1 1K
PRt XA AN 50 B S0 REAT R 5 128
bit R H A FE, 53— W TTE e SR QR AR
L g I Al |11 e AN e i (P O E A B
W BB % 2% [A] A 2408 BT X AES % A S HE L 7
M) Ui T3 IAAE 2008 - 4t i FH 24 3 SO Al fg
PR R A R 252, A AN B SO AT BARRE Dy
151, 20094F, WHALE IR HAEAESH S TH A 8%
PR Z IAENIAS 5 # e, TR 28 B a6 2 1)
B o252, 25— 2% A — AT R a0, T
Mo N1, 201146, BFF0E AE LR T
Bl R A B A 10 T HEHZ LR,
A8 FH 1 2% %55 SC R Rk Acide =3 ) [ oy 2809, 3 H Al
CHAIEF X AESRU R i m IDF A Tk LA B
HF 0 9 B 5 BB B R M PR A Y, AN B AT 0
AESHI Z AT IR AT, 20184, SCHR[8)EH 43
HEIR T A EB T (Permanent Fault
Attack, PFA) 7775, XTAESHIS & N FF A H %
JE AR Z12000 5% 3 SC AR R 58 B3 8, W2 T
TURPIHPAESEIR B AR A R L4k, BE
PRVEA S NI, — Se B I R 1) s
d TR P

WL T ) 5 18 R I AN [ ) T B T R
72 AR E SR R ISR AR B o T TR LR ke
FB AR —OR BN 2 T R R, TBOEI
LI ARG UERE, B AR R EUARR B SR
elh2] g s Tk ) 5 208 2 i i 3 ) PR R Y R
TR S, W B Y A 72 ) R
(Differential Fault Attack, DFA). % H%HF
iy Al R 20T (Collision Fault Attacks, CFA).
TR B (Invalid Fault Attack, IFA). 8%
PR X (Algebra Fault Attack, AFA)%E, Z70 4
I ALk AR 5 B it R A 2 7P e 208 3R A vy ) e A
B, RSCULIZ P R A 20 Je I 1 T F) S s



%5 oW

BET A ) 28 I AESHOGTE N Bt i 7T

1359

2.2.1 ENHERE
22 53 W0 e B0k ) FH AR N 110 e 285 S0 SR
WAL ES TR, WK RERKE . B2
ORI NER LN T M 2 AR R AR, RS
SIS N OB R NI 2240 0i,  BLCFIC 4y
B F R IEME AR E, UK RRE10 N TE
BIR s, AT LS ) (1) % TORK Pk &
Sub™1(C; ® K!°) @ Sub™ ' (C; @ K1°) = 4,
i=0,1,-15 (1)
Wik FE BT EANR()ES AN ET—
HE, HOBUE0x01~0xFFIH ) H 44 i 745 78
FORVINRA R ER ZE N B LR, Dk

2.2.2 FERPHEEE

XK 2 A g HE I I FE g N, iR Ry
SR E10R T 2 M E S E 2 MR T . K2
JER TKim&E NP S R, S 5| N 28 0% 7%
RIS, il R 105 T2 671
H, B8N mERWEEIR TR LD
FAVENME A2, L BIRTIERAY RIG
THEPKORAARMA KO EVTHE: KO e K =
(a,a,a,a), [F]EFEE 9% Tt K55 14T 1 22 40 030 2
(a,a,a,a), ZFTAEANATRAEERZ7ZN
(b1,b2,b3,bs); FEFRAETHI0RW TFEHY B,

1050 T B P A 6 AN I 74T, B SO (CL O) Y

334 Bytel1 % 8L S 1
Bk
o
sB [ sk P [ MC [AK B—
H10%8
\
SR

1 SROREH N F AR 22 A% 1R

—+

—+

Rotword /
Ty
1K (00 1 I S P SR 7 /7 77
k% oty
Rcon9
SRR A
v ) 4 ) 4 ) 4 ) 4
Rotword - v = v
N K
: “ - N N
€
e __ }
R‘j:onﬁ) w
I P L

1054 H

K 2 Brk ok T E PR B



1360 H 7T 5 8 B % # F 435
a®b by a®bs by Ji, WA DA I AR N % AR B AT

- 0o 0o o o
Cot=1 4o o o 0

c Cc C C

Kim A% H T %M Rk 41050 72540 10
B, DAKY, K]0 =0,1,2,-,15) 5 5 R R 5 9%
1056 [ F 2B 557, DA i i,
95 % % 3 (C,C)FI(D, D) R 2 45 10%: 4 Byte® 5]
(K30, K10, K30, K19) (s Bl WA F -

(1) (KL, K945 ioxt 259y % &

(a1,a2) =SB7'SR™(Cy @ K°, C12 & K1)
®SBSRY(Cy @ K1°,Cry ® KI)] (3)

i LI AT, K (o, o) T 2on = a9
Pl RAR R ZE S HMETINSEG M

(2) WHETF—AFWES, FRERIH LR (3) M
FERF, W EMEANES M PP EE, 55
B i B M EMEINEEN .

(3) WHHANFIK®, IR (3) IR R M
AN 7 oHE R AT .

A DAE R 75 20008 3 S RV AR A 15 1 3 B e
WA H P91, PRIHRE e B i B H o1/
LR,

3 BUOUEANBERIEMSLEKE

3.1 BAEANKE

B 75 i B Al FEL % A 5 063 T %o BR300
(Single Event Effect, SEE) 5T, Jak{ERN—H
= 2 A W A N T B B T A T B A
20074, Schmidt%5 A B NT785 nm IR A
HeR A A —3K8 bit I Hil A N, stk &
T CRT-RSA%4] . 20104, AgoyanZs NIk
SEHN TG R FAESHE FIBOGE AN, Wil H
broe e A A7 TAESRAM A 1 10% 1% 8 .
20134F, Roscian® NMf A EBE B ZXF]100 pm
O ARG — 2K 130 nm R 3lCE il 2% 1E T St 1 38
HENTTET . ZSLE R, RIS RS Bt
AT B EAT B LLRE R AR P By N, A AT TR X —
MR e )R ZER T H#5 SRAM B T UK X &
;. 20114FCanivet® N & KA FHBOEXN FPGASE
ILAES B A N b . 20144, CourbonZs A1V
i Bl H 1 SR TR T s 1) 25 St 1 b AR RS
BN/ EAL BT . 20184F, Breier® N H T
B S0 Al ) 2 T 4B 2 0 S SRR A, X B
ChaChaSCiti 7 ¥OEEANITE . 20204, Zhang
ANFTHFH1064 nmFIEOE 880 AESEE 1S & 5L it
TR, R T PFASGE LS R AT . B

(2)

20154, FaMEZE NISXFCRT-RSARI) St T i
HVENT T o LA, — S A A =] B4 0
HHk B E AT T

ST WORTEE N B X AR A 5 223K
] A AR S0 ST PRI AT 78 i A7 AE 1 2 IR, 22 B0 2K
AR A BB ARG B 25 SR PR AR B ME B, [ I AH
KGUB I T T A2 B B ARSI R ITBOE
NI SEU A B = I S HERE XT3
A B L S s, R BT S ARk
T O] O 25 R g i R e T I e
3.2 HAFANMEMREMERSFNAR

XPTREESE, LTREERT1.14 eVHHRIE
Fer] LU B R T, B -0 . fEPNES
BT P L RT 2 A FRIA VR D R IR, DR el 45
AAER LIRS PNS: Gl . £ SRAM 6%
BT, AAEBUEIRES I MOSE 4 il 4k T FF
JE AU RPIRES, 6 IR 2 A E B IR IMOS
BRI, SN X MOSE W ZH W, b5
LR IE N ) — PP RS, IR B A7 i 1 L ARR
AR . XA R AR BT # ¥ (Single Event
Upset, SEU). Kk, BHOGBHSRAM .0 24 1
FIORWTIMOSHE X, FEFERENZ, femid @iy
A B2 I BB T4 (Single Event Latchup, SEL)
MG, O RN RS K ek T, 258
FEss, B IX RS . B IR AR U5 R R
b B, ALk R T O AR B0, B
SKRERAT AL T AT REOE AR, IE
T b A R DX ey, AT s FH T D' i Btk AT I
i, EFEERENES. THTETEeE)REE
T4, EAIRXEDR, 752 HFERE I E R
Wot. AR A1064 nm LN, EREF )
TEIEREAIIA1000 wm, 80 PIRERT R — N
JUHEU LA, RER 248 MBS AR X
3.3 SLWRE
3.3.1 BHHEEEFE

S e BARFG R Sk RO S &
FEAFERKMEOLEE . L RA. 3ERIE. [FH
A R G AR, B3R . WotdEr”
421064 nmFIIKFEOL, Bk 5ERE Y15 ps, A RKTE
A] LA 4 22 R EOGRE BN S84 2 s ik oL I8
LI R G AR B AR AR, SGRg Rguit vT T A
IR ST B s 34ERE B & F T8 ARF I 2
A PLSEEL 0 HE R ON0.1 pmBOCENAL B B, ik
WE IR A2 v DUSE R E SR se s [FP s
I RFHZATHHAE S, LU UL SR 3 & 1)



5 1

LR BT AR S AESEOLIE NS H i 7T 1361

EAD R, 58 H bR XU Z0 1) H shifosiEN
3.3.2 ATMEGA163LE #5488 & SCI6 8 IR

SEIG N RN Atmel A A FTATMEGA163L 7%
MCU, HEA1 kBHHNHSRAM. 16 kBiFlash
Jed MHz i KAZE . 77 8 SL B MCU R £ s 18
EMThFE T, FETMCUETT T HRe KRR
B LR AR, T4 AN SASEBO- W {E i T & AR fi
Mo XIMCURGE, BB NS ) X 3nT DL 77
74, SRAME{# Flash., % &I MCULE AT
AESHN% i 2 B0 18 B 75 51 A e () B0 A7 i
TESRAMIX, ¥6EANN Hbri£FEMCURKISRAM
X SEEGHIATMCUR T L33 IHR HL 4MCCD
s TR, 4R, JE R B S T DU
MCUE- DRI RE U . AMEA(EERIG, SRAM
AIFlashill 7 &AM S5, HAMEEETSRAM,
Flashid & FL A7 5 R THIAR 19 il L %%
4 LWEERGER
4.1 WER R E

i e 5 ok S TR ) O B AE T A 4 W A N (1 B i)
AL E . SRAM A AF I A 1] B0 A 725 81 £ i b
FOEHAT A BRI HT, 75 B G LK Ry
A6 2 e, RN ARER MR N RIEAE. %

ek R Gt

kO

0
1800 1600 1400 1200 1000 800 600

Y (pan)

400 200

By N H AR EUE R A 16 Byte, PRI 75 SR A
i SRAM H sy NI AL B . SEEe & 7 MCU
(RSN DIHE,  di I 1] 5 D AR 2 A R s SRR BT
K& BSREEIEEMINFER, W] DURE S
WU H AESI 1050 B E AR S 1) T84, l i ot
WO fi T A0 3R A J) ] 4 i B v N B R S I R A
W, B SR Tl RO A RE S . i
1t 3YERS B & AR MM CURE & 2 48 7] PSS
YHEASSRAMPI B, #HT A B iR iR
RN SO
4.2 WEHER
4.2.1 ENBIERIELE

MCUB I8 A0 A R AL 94500 pum x
4500 pm, 8 I AR ) B A AT ) BT SR A ML IX 338 1) R
SFRZ19900 pmx 1800 pmo W1E6, LS FHIA
THEASE AL o A W E AR B XY J5 [
F%31300 pmA12400 pm/ji5E A3 & BIEE £(0,0),

T (ms)

5 105 AESTIFE M 22 (R ) K Ao I 7 A5 5 (401)

6 Z TR A RIX 3K



1362 7 5 F B % MR 43 %
5 E 2 58(900,1800), MM 78 35 8 ASSRAM . a®by by ad®bs by
LB & IS B, XHEEASRAMBEATHOL B33 = 8 8 8 8 (5)
HHEN . BOEBOLMAKR I Z) 255 8% 5595 1 . . . .

YIRA 28], ¥Feah G AL BT % E N9 um,
FEZ X I A L 774 7101 x201=20301 M i A B
B E R KL10.4 s, S84 ERAL B FBOEEN
HHRZHKI8000 s. 6/ T 2 7 i b B 1
BRUX I, 1% X IEAEAS [R]n i Z0)33 N0 13 20 1
e 55 B SR 22 0 S I R B L AR A, TT LA
Wr 58 Z X AT T 16 ByteH 8] #ds

TR 15 S5 958 4 N VE N e 5 B &K B 5¢
BPEAM RS R, S50 R 15X % S0k 2% 1%
HEHH N,

BB EE R IR CN45 wm, FE1% X R Ad
20x40=800 ML B, “FIynT IR H|£2.90
B B, IX P ANOLE T DAY AL SR SEL MR VR N (1) B
K, FERFN320 s. HEEE@EIFHENNE S,
YU R ZHE DT, DL 58 848 1 wh B B Y 52 1 15 YK
ek (I E A I 350 s. 7R 15 B B A A X I8,
S5, SEEGTT LB HERA A I, X I A) 2 KR 4
4.2.2 NFHPRHNBTEER

R FEF R IRIR R A 2 2SN R, T
FH AR TR I R R, R BT A AL
B, EAE R SRR B8 e 715 R Bk ik
Thi ook . B 7rRt R B AN B 58 e $AE 2 []
(R IR, S A BRLAE IHE B 1) N9 N BOE T 5N
HRZEFERTHEH. I — 052 R ALt ] P
TENRRE P2 A% 0 10 Byte U8, X=X T
FHENRIE R T SR I & E Ak, Rlm
N R B A IE I 0] NAZ AR B AR

RPN
{czmmmmmm@DmDmnmmwMMMmua

C = 6F9BBC97948DA2A1DDB2F84203466 CED
{D = C57C46A6AE15A393D8517911312630CE
D = C57CF6F9AE1513BFD851C95B3126806B @

MRAE(2), PR E I ZE 7 AT AR IR N

®1 WHBIEBMANFHNERRENERAFTT

N e 2
10 Kg° K3, K{g, K3 3 13, 17, A7, 2B
3 K19, K19 K, K 4 11, E3, 8B, 30
7 K30, K30, K30 K1Y 4 1D, 94, F3, C5
11 K3% Kg° Kg° K9 4 7F, 4A, 07, 4D

223:82.2. 27D I (1) I 148 Jo A5 IR AEL 1 D0 an 2 2
N, KPOMKIRDEE W MEIRE . EEit D% (2)f
IR (3) Ja M AE A B 2 M W SR SRR A BT 7R o« SEBR
b, SR EERE T ULE R R R2F
A, IXSE RN TE S E6 o AT LR IR A VAT BE K
TN A [F) A EEREAL L, DR N % R 2R 9%E
TEEEN SRR S 2 0 EAHSE, HRla = axn] DL
PENTRIE RN 260, 59 AN ZE 43 M 0x 208 BTN
IR AR B bRy, T T — 2D 4 Mgk a3 ] o
X H A 12 Byte )% 84K AR A 1 J02:, L6 FI
85 55 SOKE B 1058 1) T3 A IR I 0 B %M1
4.3 KN

P2 S 6 A TR 1 R ] AR A 2D 1) 8 ST
KA, SERL T X AESHIDF A B F1 -1 % 43 4 HE
Witio T, MBERTTERE ™, %5
() H A B ) . FLRE K o T B LA S,
6 DA A BT 20K v P PR AR 35 A2 DAEAT A R 1Y 1) I

100
=
> 0
Besa
=100 I T L I
8% Ok 105
5.0 5.5 6.0 6.5 7.0 7.5
T (ms)
B 7 JE 350 ThEE S B T B A I A TR B
# 2 5B FEENEEERER
K10 K9 ay az
1 0x17 0xC5 0x20 0x20
2 0x53 0xC3 0x77 0x9C
3 ZSRQ)FERMERIEETER
KoKl KR @ az
fige ik 0x17 0x8B 0xC5H 0x20 0x20
# 4 5B HEENEEEER
K KSR K w
fizidk 0x7F 0x17  0x8B 0xC5 0x20 0x20




%5 oW

BET A ) 28 I AESHOGTE N Bt i 7T

1363

o XS BCk 45 SR A3 BT R B I N R i s 28 71 3%
N HRERRIRS, REIEZON 7 I T2 RS N0
PET DATE i 517 fik BT RO X, REG ¥ AL
BRI 415 7 1 B AR G 2R

5 HRiE

ARG T HOGIE N B 1S58 J5U B AT
PA—# SEILAH AES-128 FAFIMCU B, skt
WOCEANLL, @0 1 REEHE AESRAMX P 2
P o X ERSHE I ZE i bR i R, B IR A
A8 F LA B SCEAT RZI800HOGIE N, BIVAT 56 Bt
ZA S MCU R A SRAM X [ BUdi Rk & H 56 B %5
B, R A 350 . SEIG T UOF OB
SRR T ERAmARS R G, SERINEEN A E
MR HSE TR, BRAMES M, LR
B, DA a9 AR B it T SRAMAZ At 38
BHAEZBOCIE FEUI R R, A B R0
Fo BEXHBOGEE AT (B 3706 HRT P2 9 Ta] T
R ABEITURME BITR3EE, wE TR O
IMANBEHLAEIR . 2 N R 06 B S A it . 25 1A) T
REUFEIATINE D, et RE S0, Hrh I
A 2 BT B EESE I EEIURESE
SEAAT IR BRI S I o BRI
P, BRI PR HR A B
Moo BPRBOGIEABGERIWITT,  AERR &S0 1
PSR FISAT RIS, RO B AE 24
R 11 BERSE B o

2 % XM

(1] Brfe, 26, JONE, A5 B0 S OE E T S 1Tk ().
T 515 B2, 2020, 42(8): 1836-1845. doi: 10.11999/JEIT
190853.

CHEN Hua, XI Wei, FAN Limin, et al. Side channel

analysis and evaluation on cryptographic products[J].

Journal of Electronics & Information Technology, 2020,

42(8): 1836-1845. doi: 10.11999/JEIT190853.

[2]  EZ, B, BT, & EE TSN BB T]. Yk,
2018, 5(4): 383-398. doi: 10.13868/j.cnki.jcr.000249.

WANG An, GE Jing, SHANG Ning, et al. Practical cases of

side-channel analysis[J]. Journal of Cryptologic Research,

2018, 5(4): 383-398. doi: 10.13868/j.cnki.jcr.000249.

[3] DUSART P, LETOURNEUX G, and VIVOLO O.
Differential fault analysis on A. E. S[C]. The 1st International
Conference on Applied Cryptography and Network Security,
Kunming, China, 2003: 293-306. doi: 10.1007/978-3-540-
45203-4 _ 23.

[4]  PIRET G and QUISQUATER J J. A differential fault

attack technique against SPN structures, with application

[10]

[11]

[12]

to the AES and KHAZAD[C]. The 5th International
Workshop on Cryptographic Hardware and Embedded
Systems, Cologne, Germany, 2003: 77-88. doi: 10.1007/978-
3-540-45238-6 7.

KIM C H and QUISQUATER J J. New differential fault
analysis on AES key schedule: Two faults are enough|[C].
The 8th International Conference on Smart Card Research
and Advanced Applications, London, UK, 2008: 48-60. doi:
10.1007/978-3-540-85893-5_ 4.

TUNSTALL M, MUKHOPADHYAY D, and ALI S.
Differential fault analysis of the advanced encryption
standard using a single fault[C]. The 5th IFIP WG 11.2
International Conference on Information Security Theory
and Practice: Security and Privacy of Mobile Devices in
Wireless Communication, Heraklion, Crete, Greece, 2011:
224-233. doi: 10.1007/978-3-642-21040-2_15.

LIAO Nan, CUI Xiaoxin, LIAO Kai, et al. Improving DFA
attacks on AES with unknown and random faults[J].
Science China Information Sciences, 2017, 60(4): 042401.
doi: 10.1007/s11432-016-0071-7.

ZHANG Fan, LOU Xiaoxuan, ZHAO Xinjie, et al.
Persistent fault analysis on block ciphers[J]. TACR
Transactions on Cryptographic Hardware and Embedded
Systems, 2018, 2018(3): 150-172. doi: 10.13154/tches.v2018.
i3.150-172.

GRUBER M and SELMKE B. Differential fault attacks on
KLEIN[C]. The 10th International Workshop on
Constructive Side-Channel Analysis and Secure Design,
Darmstadt, Germany, 2019: 80-95. doi: 10.1007/978-3-030-
16350-1_6.

VAFAEI N, BAGHERI N, SAHA S, et al. Differential fault
attack on SKINNY block cipher[C]. The 8th International
Conference on Security, Privacy, and Applied Cryptography
Engineering, Kanpur, India, 2018: 177-197. doi: 10.1007/
978-3-030-05072-6 11.

HIKE, MM, Wi, % BREAAHETEPUFFINKZ S
Fe X di[J]. BT 5E B, 2020, 42(6): 1519-1525. doi:
10.11999/JEIT190506.

YUAN Qingjun, ZHANG Xuncheng, GAO Yang, et al.
Differential fault attack on the lightweight block cipher
PUFFIN[J]. Journal of Electronics & Information
Technology, 2020, 42(6): 1519-1525. doi: 10.11999/JEIT
190506.

Ehngte. EFXT ABSEE M 22 7 W 73 A7 05 108 Ui T 4L (D).
(i8], BEM R K, 2019, doi: 10.27239/d.cnki.
gnhhu.2019.001818.

WANG Ruyan. Research on efficiency improvement of
differential fault analysis for AES structure[D]. [Master
dissertation], Nanjing University of Aeronautics and

Astronautics, 2019. doi: 10.27239/d.cnki.gnhhu.2019.001818.


http://dx.doi.org/10.11999/JEIT190853
http://dx.doi.org/10.11999/JEIT190853
http://dx.doi.org/10.11999/JEIT190853
http://dx.doi.org/10.11999/JEIT190853
http://dx.doi.org/10.13868/j.cnki.jcr.000249
http://dx.doi.org/10.13868/j.cnki.jcr.000249
http://dx.doi.org/10.13868/j.cnki.jcr.000249
http://dx.doi.org/10.1007/978-3-540-45203-4_23
http://dx.doi.org/10.1007/978-3-540-45203-4_23
http://dx.doi.org/10.1007/978-3-540-45238-6_7
http://dx.doi.org/10.1007/978-3-540-45238-6_7
http://dx.doi.org/10.1007/978-3-540-85893-5_4
http://dx.doi.org/10.1007/978-3-642-21040-2_15
http://dx.doi.org/10.1007/s11432-016-0071-7
http://dx.doi.org/10.1007/s11432-016-0071-7
http://dx.doi.org/10.13154/tches.v2018.i3.150-172
http://dx.doi.org/10.13154/tches.v2018.i3.150-172
http://dx.doi.org/10.13154/tches.v2018.i3.150-172
http://dx.doi.org/10.1007/978-3-030-16350-1_6
http://dx.doi.org/10.1007/978-3-030-16350-1_6
http://dx.doi.org/10.1007/978-3-030-05072-6_11
http://dx.doi.org/10.1007/978-3-030-05072-6_11
http://dx.doi.org/10.11999/JEIT190506
http://dx.doi.org/10.11999/JEIT190506
http://dx.doi.org/10.11999/JEIT190506
http://dx.doi.org/10.11999/JEIT190506
http://dx.doi.org/10.27239/d.cnki.gnhhu.2019.001818
http://dx.doi.org/10.27239/d.cnki.gnhhu.2019.001818
http://dx.doi.org/10.27239/d.cnki.gnhhu.2019.001818
http://dx.doi.org/10.11999/JEIT190853
http://dx.doi.org/10.11999/JEIT190853
http://dx.doi.org/10.11999/JEIT190853
http://dx.doi.org/10.11999/JEIT190853
http://dx.doi.org/10.13868/j.cnki.jcr.000249
http://dx.doi.org/10.13868/j.cnki.jcr.000249
http://dx.doi.org/10.13868/j.cnki.jcr.000249
http://dx.doi.org/10.1007/978-3-540-45203-4_23
http://dx.doi.org/10.1007/978-3-540-45203-4_23
http://dx.doi.org/10.1007/978-3-540-45238-6_7
http://dx.doi.org/10.1007/978-3-540-45238-6_7
http://dx.doi.org/10.1007/978-3-540-85893-5_4
http://dx.doi.org/10.1007/978-3-642-21040-2_15
http://dx.doi.org/10.1007/s11432-016-0071-7
http://dx.doi.org/10.1007/s11432-016-0071-7
http://dx.doi.org/10.13154/tches.v2018.i3.150-172
http://dx.doi.org/10.13154/tches.v2018.i3.150-172
http://dx.doi.org/10.13154/tches.v2018.i3.150-172
http://dx.doi.org/10.1007/978-3-030-16350-1_6
http://dx.doi.org/10.1007/978-3-030-16350-1_6
http://dx.doi.org/10.1007/978-3-030-05072-6_11
http://dx.doi.org/10.1007/978-3-030-05072-6_11
http://dx.doi.org/10.11999/JEIT190506
http://dx.doi.org/10.11999/JEIT190506
http://dx.doi.org/10.11999/JEIT190506
http://dx.doi.org/10.11999/JEIT190506
http://dx.doi.org/10.27239/d.cnki.gnhhu.2019.001818
http://dx.doi.org/10.27239/d.cnki.gnhhu.2019.001818
http://dx.doi.org/10.27239/d.cnki.gnhhu.2019.001818

1364

G

o

=]

¥k

43 %

(13]

(14]

(15]

[16]

(17]

(18]

AGOYAN M, DUTERTRE J M, MIRBAHA A P, et al.
Single-bit DFA using multiple-byte laser fault injection[C].
2010 IEEE International Conference on Technologies for
Homeland Security, Waltham, USA, 2010: 113-119. doi:
10.1109/THS.2010.5655079.

ROSCIAN C, DUTERTRE J M, and TRIA A. Frontside
laser fault injection on cryptosystems — Application to the
AES’ last round[C]. 2013 IEEE International Symposium on
Hardware-Oriented Security and Trust (HOST), Austin,
USA, 2013: 119-124. doi: 10.1109/HST.2013.6581576.
COURBON F, LOUBET-MOUNDI P, FOURNIER J J A,
et al. Increasing the efficiency of laser fault injections using
fast gate level reverse engineering[C]. 2014 IEEE
International Symposium on Hardware-oriented Security
and Trust (HOST), Arlington, USA, 2014: 60-63. doi:
10.1109/HST.2014.6855569.

BREIER J, JAP D, and CHEN C N. Laser-based Fault
Injection on Microcontrollers]M]. PATRANABIS S and
MUKHOPADHYAY D. Fault Tolerant Architectures for
Cryptography and Hardware Security. Singapore: Springer,
2018: 81-100. doi: 10.1007/978-981-10-1387-4 5.

ZHANG Fan, ZHANG Yiran, JIANG Huilong, et al.
Persistent fault attack in practice[J]. JACR Transactions on
Cryptographic Hardware and Embedded Systems, 2020,
2020(2): 172-195. doi: 10.13154/tches.v2020.i2.172-195.
TLIRE, LIEN, TKBH, Z. S RSA-CRTH T2 4 Ik i
BEERISL[I). 7Bt TR, 2015, 23(6): 12-15. doi: 10.14022/
j.cnki.dzsjge.2015.06.004.

WANG Hongsheng, JI Daogang, ZHANG Yang, et al
Optical fault attack on RSA-CRT signatures[J]. Electronic
Design Engineering, 2015, 23(6): 12-15. doi: 10.14022/j.cnki.

[19]

[20]

[21]

22]

dzsjge.2015.06.004.

g, BRIIBL AR ARSIV Jr HUHOE SRR = N Bt B 7 1%
iHJ). BT ILERM S5 EHRR, 2019, 3(11): 7-10. doi: 10.19772/
j.cnki.2096-4455.2019.11.004.

ZHU Lei and CHEN Liying. Protection design of low cost
eSIM chip against laser fault injection attack[J]. Electronic
Component and Information Technology, 2019, 3(11): 7-10.
doi: 10.19772/j.cnki.2096-4455.2019.11.004.

RODRIGUEZ J, BALDOMERO A, MONTILLA V, et al
LLFI: Lateral laser fault injection attack[C]. 2019 Workshop
on Fault Diagnosis and Tolerance in Cryptography,
Atlanta, USA, 2019: 41-47. doi: 10.1109/FDTC.2019.00014.
YUCE B, SCHAUMONT P, and WITTEMAN M. Fault
attacks on secure embedded software: Threats, design, and
evaluation[J]. Journal of Hardware and Systems Security,
2018, 2(2): 111-130. doi: 10.1007/s41635-018-0038-1.

A AR RS I MR AN I T B ST (D). B
W], KEKY, 2018. doi: 10.27356/d.cnki.gtjdu.2018.
002203.

WANG Peijing. Research on parity code-based fault
detection of integrated circuit against fault injection
attack[D]. [Master dissertation], Tianjin University, 2018.
doi: 10.27356/d.cnki.gtjdu.2018.002203.

Zede: B, 19944F4, WA, WS IR A E R R o iR

#F

Yiti.
: B, 19854,
: I, 19874,
NS

T TR, B TTTT 1R 9 as R RO
BT BL, B AUTT ) 8 A g W]

S T


http://dx.doi.org/10.1109/THS.2010.5655079
http://dx.doi.org/10.1109/HST.2013.6581576
http://dx.doi.org/10.1109/HST.2013.6581576
http://dx.doi.org/10.1109/HST.2013.6581576
http://dx.doi.org/10.1109/HST.2014.6855569
http://dx.doi.org/10.1007/978-981-10-1387-4_5
http://dx.doi.org/10.13154/tches.v2020.i2.172-195
http://dx.doi.org/10.13154/tches.v2020.i2.172-195
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.1109/FDTC.2019.00014
http://dx.doi.org/10.1109/FDTC.2019.00014
http://dx.doi.org/10.1109/FDTC.2019.00014
http://dx.doi.org/10.1007/s41635-018-0038-1
http://dx.doi.org/10.1007/s41635-018-0038-1
http://dx.doi.org/10.27356/d.cnki.gtjdu.2018.002203
http://dx.doi.org/10.27356/d.cnki.gtjdu.2018.002203
http://dx.doi.org/10.27356/d.cnki.gtjdu.2018.002203
http://dx.doi.org/10.1109/THS.2010.5655079
http://dx.doi.org/10.1109/HST.2013.6581576
http://dx.doi.org/10.1109/HST.2013.6581576
http://dx.doi.org/10.1109/HST.2013.6581576
http://dx.doi.org/10.1109/HST.2014.6855569
http://dx.doi.org/10.1007/978-981-10-1387-4_5
http://dx.doi.org/10.13154/tches.v2020.i2.172-195
http://dx.doi.org/10.13154/tches.v2020.i2.172-195
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.1109/FDTC.2019.00014
http://dx.doi.org/10.1109/FDTC.2019.00014
http://dx.doi.org/10.1109/FDTC.2019.00014
http://dx.doi.org/10.1007/s41635-018-0038-1
http://dx.doi.org/10.1007/s41635-018-0038-1
http://dx.doi.org/10.27356/d.cnki.gtjdu.2018.002203
http://dx.doi.org/10.27356/d.cnki.gtjdu.2018.002203
http://dx.doi.org/10.27356/d.cnki.gtjdu.2018.002203
http://dx.doi.org/10.1109/THS.2010.5655079
http://dx.doi.org/10.1109/HST.2013.6581576
http://dx.doi.org/10.1109/HST.2013.6581576
http://dx.doi.org/10.1109/HST.2013.6581576
http://dx.doi.org/10.1109/HST.2014.6855569
http://dx.doi.org/10.1007/978-981-10-1387-4_5
http://dx.doi.org/10.13154/tches.v2020.i2.172-195
http://dx.doi.org/10.13154/tches.v2020.i2.172-195
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.14022/j.cnki.dzsjgc.2015.06.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.19772/j.cnki.2096-4455.2019.11.004
http://dx.doi.org/10.1109/FDTC.2019.00014
http://dx.doi.org/10.1109/FDTC.2019.00014
http://dx.doi.org/10.1109/FDTC.2019.00014
http://dx.doi.org/10.1007/s41635-018-0038-1
http://dx.doi.org/10.1007/s41635-018-0038-1
http://dx.doi.org/10.27356/d.cnki.gtjdu.2018.002203
http://dx.doi.org/10.27356/d.cnki.gtjdu.2018.002203
http://dx.doi.org/10.27356/d.cnki.gtjdu.2018.002203

	1 引言
	2 AES算法及故障攻击
	2.1 AES算法
	2.2 故障攻击
	2.2.1 差分故障攻击
	2.2.2 子密钥编排攻击


	3 激光注入攻击原理和实验装置
	3.1 激光注入攻击
	3.2 激光注入攻击的原理和辐照芯片的方式
	3.3 实验装置
	3.3.1 脉冲激光实验平台
	3.3.2 ATMEGA163L型微控制器及实验电路


	4 实验过程及攻击结果
	4.1 攻击时序和位置控制
	4.2 攻击结果
	4.2.1 差分故障攻击结果
	4.2.2 对子密钥编排的攻击结果

	4.3 攻击小结

	5 结束语

