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Abstract: Cipher Specific Programmable Logic Array (CSPLA) is a data stream-driven cryptographic
processing structure. The relations between cryptographic mapping energy efficiency and array structures of
different scales is considered in this paper. First, based on the specific hardware structure of CSPLA and block
ciphers, an energy efficiency model of block cipher algorithm mapping based on this structure is established and
related factors affecting energy efficiency are analyzed. Then the basic process of algorithm mapping on the
array structure is discussed and a mapping algorithm is proposed. Finally, several typical block cipher
algorithms are selected to perform mapping experiments on arrays of different scales. The results show that
larger scale CSPLA does not necessarily bring higher energy efficiency. When the CSPLA scale is about
4x4~4x6 which achieves the best energy efficiency. In order to obtain the best energy efficiency, the scale
parameter of the array should match the specific hardware resource constraints and cryptographic algorithm
parameters. The optimal energy efficiency of AES algorithm is 33.68 Mbps/mW. CSPLA has better energy

efficiency characteristics compared with other cryptographic processing structures.
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i@ N: A= {FUN,CON, CTR, MEM, IO}, Block = {I, R, L}

f#ith: Map = {Textrun, Textcon, Textcrr, Textama, Textio }

1) Block = {C, M} - Block = {I, R, L}

2) generate C = (V, E) and M = (V, E)
o _|mxn
3) initial @ = { Noe J
4) while E(a-C) ¢ 10 and E(a-C) ¢ con_ex do

(

2)
®3)
(4)
(®)
(6)
(7
(8)
9)
(

(

a=a-—1

end while

7) for each op; € Block do

8) @ =a

9) {(AG,LG,NF,BP); jli =1,2,-,m;j
10) update FUN and MEM

=1,2,,n} <+ opg,
11) {(Con_in, Con_ex); jli = 1,2,-,m;j = 1,2, -, n} <

< Opj—1,0p; >
(12) update IO and CON
(13) end for
(14) FUNG « Vi (C), Con_exc + En(C)
(15) FUNps = V(M), Con_exps + E(M)
(16) generate CTR
(17)

17) return Map

AR AT BE, RN 725 R EE . B BER
R A LIREAT, TR T R L
AHEAFRITEOUS W] DURA SE I 4T BT 2R St
75 D0 22 U 4 QA L A A A R AR A (AT (3) ~ AT
(6))o fE Bl 55 3k 72 o gt X A — A 37 45 4 ik £
RCPEH EIEMH T Hon, FHofE il 5 8k 10 i
KA, FOFERAFMIN G B FESI TS A7 fil DA K%
Fy BIEGIRE B (A7 (7) ~17(13)) . HHAEH 23 [F] AN
AR PR 2 18] ) B0 it 1 A 4 T ) o SR L P
GRIES, JRA T W T S R I B A
BT (14)~A4T(16)), 2% L& A 5 THE 1Y
A HRAC S B

4 ZWREBYSH

4.1 BREFSCIG

351 TCSPLAZ MM @ tE, @it X RCPE
FISSURI K E . HEF J5 3 LA B 3% W) 4% (1) 1 ] LA
BN RGHU P AN R A OB 51 4544 . 1 Verilog
HDLA A [FHA% I CSPLA & 13T Hiik, 351 H
EDA T 55 8 1F k47 B s 19475 B By A s 19 56
UEIA

AEE T AES, SMAMDES 3/ Ky #iL AL )
SRR, AEANEUBL RS AT AN R
() i Bt s 36, 15 21 S 50 R K 20K,
B TR AR 2 BB B 51 RRR 1 AR 401 o o 1 3
Fim o
4.2 LWERS

M2 B G BT R 0, B AR R
WK N T LA N EE 2 o0 AH B e, 9FAT
Wit o H AR B AN W K, 7EMERE Lok T &
KRR ERT, BRI AT ER R AN IZER
R 5 HARSLVEAT 9o 1 [A] — S92 AE A ) R o
B LS AT AR BE R S U AR I AN, X2
RUNIZ AT AR LR T WS 7 R OB B 12, BTk
BT 1R B SR G A R T P IR B AR, B AR
i AN 2 50 B Pt B v S BER BR AR F ZE R

CSPLA AT FE ) 5 UASE 2 0 2 30 281 5%
R, SO AR T RETF RS K . N T PRFFRERL
W, TERES) BT 2 HAR R4 s, B
PAE AR TA, P2 AR R e S 80T
B K, SECE R R AR R B R 2 [
K. HE H A F CSPLA IR S5 T 1 AR
PE I AT R o

MFEBIGE R A 20, AR A TR YR N
ik, T R NAx ARy, PRSI IFEARE IR A,
WIANAE 4 x 2P B ) St DES80v2:, fEizfid
T A 75 X BP 6 DA 4 L W 45 34T E L

%* 2 #BASATBEARGSH

S8 W S5 R BE M IR 1555 (M Hz) hFE(mW) it FE (Mbps)

FIFE Ax2 4x4 4x6 4x8 4x2 4x4 4x6 4x8 4x2 4x4 4x6 4x8 4x2 4x4 4x6 4x8 4x2 4x4 4x6 4x8
AES 1 2 3 4 24 24 24 28 120 120 110 110 19 38 59 82 640 1280 1760 2011
SM4 1 3 5 7 72 78 8 96 110 110 110 100 19 36 57 78 207 515 819 933
DES 1 2 3 4 46 42 48 54 130 130 130 130 18 35 56 78 181 396 520 616
BH WL 43 4 K A R B B (MHz) AR (mW) Fi % (Mbps)

B 8x2 8x4 8x6 8x8 8x2 8x4 8x6 8x8 8x2 8x4 8x6 8x8 8x2 8x4 8x6 8x8 8x2 8x4 8x6 8x8
AES 2 4 6 8 28 30 32 36 120 110 110 110 40 82 121 168 1097 1877 2640 3129
SM4 2 6 10 14 76 8 92 102 110 100 100 100 39 80 123 166 371 914 1391 1756
DES 2 4 6 8 60 46 54 58 130 1300 120 120 35 79 117 155 277 724 853 1059
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