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Abstract: For the security of industrial control system, a framework for Numerical Control System(NCS)
network security protection technology is proposed. The SM2, SM3 and SM4 algorithms in the domestic
cryptographic algorithms are used to design and establish the AUTHentication and VRFfication (AUTH-VRF)
model of the Computerized Numerical Control(CNC) network, which provides security protection for both
internal and external sides. The external side conducts the security authentication for communication and
transmission between CNC network devices to achieve network segment isolation. The internal side verifies
communication protocol integrity to ensure that the operating procedures received by the field devices are
correct and valid. The external protection device designed and deployed based on the SM2, SM3 and SM4
algorithms provides identity authentication and file encryption transmission for communication between the
Distributed Numerical Control(DNC) device and the CNC system. At the same time, for the proprietary
industrial communication protocol data in the CNC network, the SM3 algorithm is used to verify its integrity.
The network attack experiments prove that the AUTH-VRF model can provide effective security certification
and integrity protection for industrial production data in CNC networks. It also provides a practical technical

approach to meet the requirements of ‘secure and controllable both for domestic and foreign products’, as well
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as ‘applying security technique to all layers of Industrial Control Systems’ for protecting the critical

infrastructure.

Key words: Domestic cryptographic algorithm; Computerized Numerical Control(CNC) network; Security

certificate; Integrity verification
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