415 F 11
20194 1A

BT 5 B R ¥

Journal of Electronics & Information Technology

IR R — T KRR LG E R EEAR R

EZEE s koot B HI AL
(BRIMF R FZ G TR TS AN 450002)

= xR

7 OE: YBW P R L SR R AR R EERS, PR 20t 52 BR 1K T RS S5 AR DL
F R R LR BE S (57T 5 R B2 2 S FARTE R T W PkiR . ST 0hiZ il 8, 503 H —Fhar o oA R 2k
BT R B G PN SRE . EE, XYATIR M IR TR RIS IEAT AR, i TZSRER I R et AR5,
BT ZREER T REETRERAARIER, XA R EON D40 B KRBT R R BRI AR
T, GBI EEN RESEGATEIE, TR H 00 PR N SRR R 8 SLILRA B R R A

KR W MELR A MR
FESHES: TNI15.08

DOL: 10.11999/JEIT180342

MHEIFRIRES: A XEHS: 1009-5896(2019)01-0067-07

A Noise Injection Scheme Resistant to Massive MIMO
Eavesdropper in IoT

PENG Jianhua ZHANG Shuai JIN Liang

(National Digital Switching System Engineering & Technological Research Center,
Zhengzhou 450002, China)

XU Xijaoming HUANG Kaizhi

Abstract: The security issue of wireless transmission becomes a significant bottleneck in the development of
Internet of Things (IoT). The limited computing capability and hardware configuration of IoT terminals and
eavesdroppers equipped with massive Multiple-Input Multiple-Output (MIMO) bring new challenges to physical
layer security technology. To solve this problem, a lightweight noise injection scheme is proposed that can
combat massive MIMO eavesdropper. Firstly, the proposed noise injection scheme is introduced, along with the
corresponding secrecy analysis. Then, the close-formed expression of the throughput is derived based on the
proposed scheme. Furthermore, the slot allocation coefficient and power allocation coefficient are optimized.

The analytical and simulation results show that the proposed noise injection scheme can achieve the security of
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private information transmission by designing of the IoT system parameters.

Key words: Internet of Things (IoT); Physical layer security; Noise injection

1 58§
biEFEEE AR PE R E, T —R5GHE
BIBAE KRG AAMMUGEN S NIEAE, HEREY
5V 0EAE, YECAE N R k5 G E N
5o, N B EBAATAEER 7 mmt. 4R
T, A X A B RA S i R i R 00 THT I o 0 )
%o BLFESCRIAZE . EEOIRAS. MAK P ERAE
SR O e e G AT L dm, B IE K
R BLAF B AT DL 2 R B P B 5 A% A

Wekm H i 2018-04-13; BelmlH: 2018-09-26; MIZEHIR: 2018-10-23
SEMEVEE: KO 2012301200229@whu.edu.cn

HETIH: FERERBIES (61501516, 61701538, 61601514)
Foundation Items: The National Natural Science Foundation of
China (61501516, 61701538, 61601514)

JrJ I EAE R, T BB RL A2 B E . P
CL, SRk ] b e 2 e A i) 22 4 1Rl L, R
o e S B LR, RV E R KRN
.

TR GER% B A5 2R B PR ) CRAE RS AL B 1) 22
401, {H S BRIk i 2 i 1 S AR 5 2% S AR
(R AR Sy SW e N o (£ /= A1)
TSR ROIE NI BR M ¢ i (R 1847 F 4, PR3
TSR AR R 1 22 4 PR R AR e FH K PR UEP 3K KA
ML fE % 4. AR Nfegt & & T BUN HE AN 5T,
Wl Z 2 MR EE M1 B VESFRE
RORMETC LB 124, N RIEYIIR R 3757 B AL 2L
Pz i tt VR B . RE MR Z et
ARAFHRBU R E L, EREN TR, H
I K 22 B B )2 22 4 SR A ipl AROBOR P40 A g


http://radars.ie.ac.cn/CN/10.11999/JEIT180342

68 B 7 5

& B

e
HE

A1 %

PSRRI T 2. F R BB 7 5 h vk
W 2 iR A 52 % FE MR D AB S5 i, SCRR[7) IR
TIEAYMN I S Y BRZ 2 AR, SCHR(8,9]7%
JE R P B AR S AN P BP0 J7 LIRS B
L. A2, DLETFR RS G & & 5
REHE L RE, A FH R #H HA BRI
He & S O

TERSGRI KRB, KRR & B 1 (Mul-
tiple-Input Multiple-Output, MIMO) &% H & $2
AR A AR R AR, fERKREEHEBERNK
i g0 B ATE X KU MIM O s ) 3 7 %2
ok NI WNE A £ 85 & R Se Wil W NS ]
MIMO R %, JFExtZdg s iR dtar 7t S8,
KHBEMIMO$ARALE IR e & il 5 PR R, B3
W i m] LUR FZ ORI s B S eiWrfe 1. BRI
SEIPIER N 37 S AL B A BB e, — 7 T2
B RBRRPGMTR, BRI T B R LRI X 28 3y
FIT R 1R 77 SR AN 7 AT — S fe BRI 5 A B AT 5
Wy S—J70, WEFHEETT ZHP i e

BEXTUL B SR, A SC ARG I 2 AR A 52 %
FERVIS DA SR mUt R, (RIS 28 R85 W 28 Tl 2% KR
BMIMO R, $H 1 —Fh Al BUH T AEMIMO
3 W 3 1) i B R R U ON SRS o AR S BTk Ao
T ()MEDHZZEM TR KRB ET ZREHA
H %3R5 58 £ S5 B RE (S B (Channel State
Information, CSI)P %, 7305 IEWIHEM 52 bR 5
Yise, $EH 7 — Rl HHUCEUBEMIM O 53 W & (1)
NS, HNZER IR AP R T A
PO AEAFHR IS, AT e A 3\ SR B
AT R IE A& B R ZRAE n Se B, HORAE 5 AL B
THES % B DB I ¢ v B i 3] 7 Rl . (2) 2
T3 RGBS B, (R ER P W R 5 2 A ik
ML RG] M S e AT 2, FRAELaxT 22
LR T RB RFEMENANXME. (3) DKk
ARG RN ER, EAFEMEL R T =0T
57 T AR BRI B 23 i R B AT AL, N SEBRy ik
W R G fe LB B TR T

AICZHAMT . 2NN RGBT 4H
STV AT B N AR VRN SR G , IREEA
WIRBAT RV s BRATTRN R E AT
MrEfiths FB5F BEIUE T EG M IESE, 5
FURZOn-Off Mg #AT LU fe e M a5 4.

2 RGHRE

mE LR, BEET 433 (Time Division
Duplexing, TDD)PECM R4 EATIEHY . 5
REEWNERI F 152 4% (User Equipment, UE) [\ £ K

i

I

i

UE

Fr
IS

i

Eve
1 I AT A A2

#i3Luk (Base Station, BS) KIEFEE 5, MHALA
KRHIBLMIMO 1153 W 2 (Eavesdropper, Eve) X #A %
BT EWr . AXHEEHEINPITEN: 510 & v i
R ERIRE . N, K RBSHEL & 1 RE&H,
N R REvel & W R 2%, WN, NERK), N
TIETTS

UBIEI A A58 Py = [ 1, b2, -+, P )T
FMBSKIERFEE S, H, hyy R RUERIBSH
ENREWEE. FR, Eveidid giWrEE Ry =
[huets Prue.as -+ Pue )™ X FL B A5 5 #E4T 53 W0,
H, hyey RANUEEIEve AN REMEE. B
BSHIEve) REAIEE B AN T 2EANEA, MLLEE
TE AR BT, [FIRE, 25 8K B R 5 (S
TE AR Z1) i DA A5 s RIS 8 75 AH 0 1) T PRERF
EE, TEAFEREHANTRINAHERSL, Hhury ~ CN(0,1) ,
€ (B,E). HTZWEM RS T/ETTDDR,
BRIty B N AT ETE A H 5 1.

BB UERH Wyner4whgC (272, 2nfs n)2, H
H Ry A E G ERIGIEE, ReFRAEE LB IS
Z(Rp > Rs), Rp — Rs KNI FAEAS BN
PR AE BEE, nNFAMKE, 202 iRy
KN, 2nEs AR B AL ZH B2 s A FA 2 {5 BAS .
NT@AREE Bw e {1,2,-, 2"} UEHK H b
WLGw 5 25 7E w i R ALIE 3 — AL B N K& E
B FZEBIUETHFRE JIMIFEMI BRG], 5 8K H
li] 5 1 i3 2 ( R, Ry) o
3 REEARMIRT

EFX TR IR D 22 BRI B R ZEUE, AR
FEH 7 — R HEAE A MIMO 53 Uit 35 4% 311 53 Iir 25
MR VNSRS . L R EA B EREUER
ERREES LR EAS SR EEE BN TR
o T BSH L EEEE TR, SRIEE
SIECST, MIMIHBRIEN BB Tl TR ERN S
B EA KA, EveLiEIkGAEFENRICST, Kt
HoeZ B0 F NS 520, R AR B 215 3



14

AR WK b — R TR R R 2R K 47 B Wi 55 RO R P T E N T 6 69

TORIE. WIEI2F7R, R NSRS i) 70 934
B TR BN ERASD BT VAN A I AT %
EtErtre N7 AR, AR EEHLEREve
1 — AR RN HARWAF S AT M, AR 2V
I 2 25 FE Eve it % c PR 35 R 2RI iy SR (R 5

UE | HEE A
BS || ubgpusA

I 1]
P 2 Mg N SRS B 40 TiE

3.1 HITEEMITSRE&ERE

EUEHY B, UEZMBSKRIE— /N ST 514k
BSH#HAT(EEA T, 2 R&BSH L S 407 51 7] LAk
HHAEES A MCST. BT LT EENES
P, BSHEAGTF I CSTIE R H 4715 AR LR A1
K&k, SUESATHEGI@EGE: R, IR IZRE
Wb CSAE Rt LR, A5 SR BRI N A . i
TBSH BB UF M4 51H R T), BR%BSHE
3 R1F 5w R MCSL. FE, BT SMKERE, #&
WA EATETE G TR 2R PRI AR BT 5 F IS
Wt [ 5 F, A I 8] P B 25 AT o5 R B
FLARIS B ] 23 BC I B

AT B Eve MIE S 45 51 1 43 W
2, W Evenr] LR 45 300 FF 714k v 53 W 5 38 1)
CSI. M T{EiEM 72, HAEEECSI
AL T LG E#AT M, B Eve BIEIR TS
BVEEIE I KA R
3.2 TITIRAEEAN

TEMCPTBL, BSIId ORI UES #
BEHLEE R, WUESEveft— R &I (S 5 7]
TRNA

Vi1 = VTP hiz + niy i € (u, e) (1)

Hrp, uflles HIARFKRUEAEve, 2 ~ CN(0,1) FR
HBSAIE A — L E i, PeRmBSHIF1
RIFIhEE, n; ~CN(0,67) FRUESEvelb fn
ET AR, RN MTEE AL A S
BCEFBREE ], RIS PRSI 23

LR TSR, T BSEA K%
SHFA], HIEEEve i 2 AN RT3k 504
gk, (IIBTCIEIRIHE B hpr, AT XTI 75 2 E AT A
o [FEIRF, BIUr LR LR BE R 1B TGVE SRS BV
TECSIFAEATE B .
3.3 ThEESEM

BT AT NI B BSIE A K% ST,

UE ey th I B AR 20 BRI E By
Erh, UE¥ F—Br BB U3 (45 2 347 1 — 1k,
IR 5 RN 4 — 52 T D 28 4 WiE R M3 I AE —
f, VENIEM B RIS S . RIEEETRRN

r=+as+V1l—a |Zu’1| (2)

u,1

i@%sﬁ%ﬂ~%ﬁ%ﬂ%ﬁ%ﬂ%&E“ﬁ]:h
a € (0, | FR AR EE B ThR G, Hihx
S ERL . BSHIEvelfIfT— R 410 MM B p (s
SRR RN

yi2 =/ (1 — 7)Pihyiz + n;
= v/ (1 — T)Puhuz'

) (\/Es—l-m \/Tthbuz—l-nu)

\/ TP, |hbu|2 + 53

+ n;, 1€ (b, e) (3)

Hrfr, bHlesrHIHFEBSHEve, P &RRUERTHK
SFIhER, PRUNAE BAT(E 84S T I (8] 7] 2088, BT BA
B AR AT O BR EE B A (1 — 7).

QAT BB, WR R EH BRI
WhR, TREMIEA, 1, Py, i, 2, 2S5 K,
BSTE BATAR & fl tH B BT SRS E e, HURITE
H S E N BEALIE P 280 B P 2R 6 D% P A R
. Wit—P B Ko, 7, 82 NEME, BSEAEELR
R4 it BE WL ARG X LL B {8, DX L BSHRENS 58 £ 11
BR BT N IR A o T A A O PR R BB
Eve, HIMEHAEWIRSa, 7, 25 EMEHULP,, —I7
I, HTGVESRAFRENE NS 2 53— 7, H
IRMEIRIF ARG HICST, R Evelkt 52 ) A B
PRI 25 REBSAL i % A9 45 T8 IR 2 B i 1
REFE 5 HATHN, Evesb MR M & KA I
(Maximal Ratio Combining, MRC) &g # I F
5, H(3)Ar1E, BSHEvekt(E Mt (Signal to
Noise Ratio, SNR) 737l /] &~ N

a (1 —7) Pylhw|*

b = (4)
(1—a) (L —17) Py [h|’ 24
7Py | hil? + 62 v
a(l —71) P l|hue 2
= (1 =7) Py | el )

(1= a) (1 =7) Pyl huel® + 62
Forbt, by WUEZIBS{EER MR R MEE, H%E
SY A BT RN () = (1— e )™ o Ryl
NUEF|Evelf5i, MMZH(N, 1) iIGammal
HUABE,
TEIGHR, DR e GE Rk N\ T



70 B 7 5

& B

B o

i 41 %

R Y RS TN A NG R LW N GBS
& RR AL 48 N Tk 75 SR AE 22 4 25 (] 43 0l 6 FA B
B 5 NS, g W 5 DS i 4 B S 5 ik
ATEINTES, DUAT DK RA S A5 5 R B k. X Tk
We Sy NSRS, UEKEMAG 5 N14E0, HpAf
Evelit & LR EM KL, WKIBLIEXN 141G 5
HEAT i, I TCVE I BRIE NI RE S
4 HREEHEnthERK

BT HE TR PV ON SRS, AR N R A A
XA TR RERFEEEIAT N, HHRGEEHE
I RFRIE I HX TR R o 50 BB R
Hritir kit R RFREIARI G KKEHT &,
4.1 REHEHESH

X TEve, HEHREHET LR, TR
FIFLSNRM L 5N
a(l—1)P, Hhue”2

UB .
= lim
T TN (= a) (L= 7) Pu [ el ” + 82
oy a(l—171)P,N, o«
N (I—a) (1 =7)PiNe+62 (1 —a)

(6)
Hrp, IR KEE H# (Law of Large Numbers)
WS, BT UER/FEAFRIBRE], R 2R 5
JE¥ A MBS, W2 > 62, Wik, wAEE
6 — 0. EMMEE T, BSUEZBUERIEE ST
TS ()T, BSARSNRAT#E 6N

2 2
o <7'Pb |hbu|” + 5u> o
-

T ARG A FENE, EHDER PR ROR, HE

Yo =

Peo = P (logy (1 +m,) < Ry)
KR (RN (8), BSAMERE R Wit v RN

2 B__ No
)

9)
T ARG R A, 8 22 4 BT 2 p, 34T %1
i, o ON G E A Elogy (14 v.) KT ILA
3R Ry — Ry IMER . T EveibSNR_EFAX
SR oo, Hik, #dEfla <1 — 28 fs,
A SEILRA S AR e R 22 4y, Rl R i R
po =00 FIL, ZEMLEMAR T ARG AWM

(8)

n= (]-_T) (]-_pco) RS 10)

Rl 1 HEvefHEAR/NTILRMEEHER

AR &

Rp — Rslth, RSBl FA (R S AL M 7€ £ %4
DRI AT FH P sy N SR, 4 TR 43 e AR B0l 2 4% 1
a<1-—28Ropy, WDLSCILSE R D 4. HIFTEH
A2, KA DR 2 AR AR TSR
AT N M ICIESRIE £ 224, WISCHR[15,16].
4.2 RGEMERKNK
4.2.1 [a)FRFEIR

ARG G B A AT A A

max 7 (a,7) (11a)

st Po=0,p0<0,0<a<1,0<7<1 (11b)

Her, n(a,n)REXWK(10)Frw, ofm RFR
I KRR W
4.2.2 AI{TES R

HIZC(9) IS, WL pe, B o A7) 35
KMo Rk, BURCK B firiS, A DS 3
MIpeoo BT LK M po = ORIIRH, Hithafic K
WAE N1 — 28~ o [N, rEOREIME L. K,
RG] SR R A AT AT 3T AR OR

28052 [ 2Fs 1 Mo
U:<1—exp<— P, (231)_2&)))

<0<l
4.2.3 fiigit
R ET AT, B D& 5B R ik
IR AT JE I A2 0] DAAS B o AR AL -
Wl 2 X TAEEMT, R WA A
Wik 2R, ARG BRI K aRRm A
Qopy=1 — 275~ 1 (13)

HERR HE(10)7145, BEEQRIIGR, ni@ e
Ko HBER2REEMITEMELAR, «BEIEEA
[awg, aup)y HHapg =1 — 288, [, ffa=1-
2fs=Repf, RGgiEnkmik; [FK, ATCUR Malf
MEE S 88 o%, RknT BLAS 3 dy @2 H i
g,

WA B E o BIBE RTIE R, X RN R
AEESHIDRE KR, FILEETBZERDN, &
SEME A, AT, oNRETCIRIE R, WIF &
% 1 e 75 T 2 DLORUE RS IR 25 5 4% 2 4.
Rk, st r U i 2 e VLRI e K B

TR, EollmMEMELT, S8t
T T o I A3 T LAAS B 7 AR AL

TRl 3 TEERE PR e I A2 R
T, fFREHFTREIAR RN RRA

210 2R 1
In (1-Y/0o) P, <235_23s> (14)

(12)

Topt=IMax {T*,—



14

AR WK b — R TR R R 2R K 47 B Wi 55 RO R P T E N T 6 71

Sorp, T*%?TZOEQH’E*%, TR AR AR

WERR RIEEELEURTT, K (10)F RS
kR DLt — R

Ny
n—f%ﬂ—W?(—EzCﬁGﬁV) (15)

n=1
/\qj’
2fteg2 ( 2fs —q
0 (1) =exp <— B, <2RB — 235>> (16)
52 _ o, W
or
N], Nh
}:%M9)+Eu—ﬂ<zy%ﬂeml)
n=1 n=1
=0 (17)

HR(16)RAR (T, LH

Ny,
cn (—H)"
%; WEOT 2fng2 [ ofs_1
Ny, - 7-2 Pb 2RB—2RS (18)
> Chn(-0)"
n=1

Lf(0) = = . U (0) FT E— 2 4k
> Chn(-0)"
1—0 N

10)= S5 (=07 =1).0€0.00) g

X (0) =T ORI FEL, w15

of (6 .
4%%2_-A£02(wAh—-U(l——@ M) (20

st 20) T, 2N— 16, 20

00
s> 1t L0 o o) 0,001)) Lwimn

00
. Hlimgof (0) = 1. xm%a%@

0 of (8) 00
tim, g0 (r) =1, FR D UOD o

f()FE0,1) EHER, Hlim.of(n)=1. %

1—7 (2882 ( 28s 1
g(T): 7_2 < Pb <2RB_233>>7T€(071) ’

EQKQ(T)E(O, 1)L$‘Uﬁﬁ?}§a7 E_limq——>0 g(T) =0,
lim, 1 g (T) =0

ML hT1S, f(n)5g(nA HACEME—2

=0, f(0)=1;

>0, H

. Ep%:oﬁﬂaﬁuﬁwa JH, Mol
%:om‘, o 244 i i T LB A B . S 2

2167
Gi ] S A R poy < 0 W, 7> - o L
SCIET| Wpe <on[fF, 7> In(l—‘%)PB

2fs — 1 - N "
. <m> o éﬁiﬁﬁﬁ’ Hiﬁnﬂggﬁ']—ﬁuﬁﬁ?)

B
5 HESH

AR /N0 R Y e 7 VN SR B BB 2R G PR
B AR AT HUE B . Ek, TR AC
RBr5NFFLA B RATTHEESHFHEET
SO . RJE, AR PR R ON SRS 5 A% SR BROR 2
on-of (HRMEBEAT ELHE, #4755 I it ) MR 75 VA N SRS
RGBT TEPREMESHMT:
Np=4, N.= 128, P,= 20 dBm, Rg=2 bit/S, Rg =
1 bit/s, 62 = 0.01, a PEHIRARIE RGLENS 2242
5.1 RGMREHE

B, T T IBR A R A S T T R
o R P W e, IRE IR o N3 TR, IS
WIT ML 22 o i 5 I 5 20 G 2R B O KT O, X0
BA] 73 I BE 22 1) I [ Y J M8 7 2 NI, BSTT LA
GFHUHBRE N B, R R G A S AT R AT SEE
PERE . IS R A G KT, 33 b TR 2
AN, X DR B 2 1 T R o B 28 AL AR T I,
BSEUE FSNRIG K, HISL A SEEHG 58

10—
0.9 F\\ \ ‘ azg-z
AREAN —o— a=0.
08 \ \ —— a=0.5 |
5 0.7 f VN
06 | AU
= o5 |
3% 04 F \ O\
2 o3t N
02 | NN

02} “ . S~ ———

0 02 04 06 08 10
I BB R T

K 3 g TR B S o o 922

i B 73 G 28 Hhor 5 2 3R 03 0 2R B Xt R G Ay ik
By KIER AR . RG A By b R 2
B IG K SN, 3R PR DA R A N B
] AR AT LR T IS, (B 2 iaib T e 1
(I 1a), PRI AEAE — AN R P A5 A e o BUAS f
Ko BUEDPEEBIG KN, ARG ED G
Ky ZRF A Ko™ LRI RGN, d#t—D
RITRGHIA R, ERN 7L RGN %ty
A, oUEIFARETCIRIG R, 5 M fie e o HUAE D i
REUAELIFR AT T B E



72 BT 5 FE R ¥ & 414
0.7 1.0
06 L 0.9
0.8 |
0.5 | 0.7 +
= 0. = 06 |
o 0.4 f &
i i 05 -
T o5l =
& 04 ‘ % 04 +
02 | & 03 N
| o9 L —— & TBSTHL, 7=0.10
0.1 o1 | = XU TBSFH, 7=0.05
0 02 04 06 08 1.0 0 0.05 0.10 0.15 0.20

BB AR
4 RGBS H Mo L

5.2 XEE R

A, AT RS AR R T K&
B DX £ vty AR D 3 2 22 A SRS EAT X b . H T AT AR B
TR LR 1 P 4% v S UL 1) S s = L 35 Om- O FE SR S
OTRN 4= X0 T BSME 75 TP g9

BI5H, K4 IR e 7S v N SRS 5 4% 4 On-Off
HMEHEAT EL . On-Off SERS A P S 5n -
P,=20dBm, 6 = 0.01, 62 = 0.01, Ny=4. HAXL
P ST o SR g — B, (R BS K R 2R ik R 5K
W&o [ER, RIEAEE IR GIUrEE M CST, M On-
O3 W Hh I o [ {8 1 B 19 97 W & o SR BURA %5
55 MR TE NSRS 5 On-Off 50 il SEBL I i K
i B R B TR A W E 5 R . BRI &, On-
OFf S T BE I 21| 1) fe K A ik 52 52 67 W % R 26 3 e
Wi 5 A, T T A 9 N SRS AN 52 53 T 3 R 2R B0 5
W, R TESI T REEEUDE,  On-Off SElg /£ —
SE R E T AR B 2 T g A NSRS Y
GIUTE REEIR Z W), WS NSRS PERE B350 T
On-Off 5l . [FINS, On-Off5HE 75 Z ARG 518
CSI, ARV AE S BRI 37 5 Ao DL A2, T e
eI 1 SN R T LR EBER NS

BI6 T, o e i N SR 5 4 XU T BS540
FEMGHEAT EL L . 4x XU T BSME A TP SR A B ik
ZHUF: P=20dBm, 62 = 0.01, 62 = 0.01. %
s TAEE X TS h 5 S Hlor kB T, H
B EE B BT HE R BRI B TS 5
| e A g
0.6 | - on-ofENs, N=4

= 05 } ~—On-Off Mg, N=16
—— On-Off5E %, N.=64

04

0.3 r

R

0.2 r

0.1 |

0 5 10 15 20
KA P, (dBm)

5 Rgifrit iR A DR 1922

AHRMAR o
K 6 R et B R

Flcns Rt sem . B H TR RECNy, AR
E TP B K T 4 X0 T BS M A T4 55 g 5 e 75
NGRS L6 AT~ . BB RS0, B ] 52
LIRS, ARG 18RI 2 4G i di i m .
AR, 42X T BSHE 4 5k ug ) PERE AR 5 7E 1R K
FEE FECTBSH H T FRK Y. REREN
A&, MR VE N SRNE AT DUE I S RS e R w7
4, Pt AFHEdEeemtE. B T2 T
BSM: A T4 SRS 3 T BS 4 X L LA K BS K £ H kT
TIWT R EH B &, 5 83 7 W 35 0 A5 K R
MIMOW#5:, BSRAME&E ZHEN KL H A
H AN LBE IR A Be R 1Z T BRE R, XF
8% 5 RAEXT PR HABMIMO B3 W7 2 i % BS ) fii
PREER IS S, PRI SR ZR G H e LS

6 ZERIE

ASCEP IR FAT G 5, HIERES T
SLRE 7752 R R AT X 24 i AT 2% R FABE MIIMLO 1 53
Wr s, 3 —PnT S TE 35 10 4 1 R R VRN SRR
%SRS B AR FA B A 5 R BN A AVA S 1E CSTT
NS, [F13BSHEM DN RIS, TEve ik
THERME R, TSI RA S B e E s, T
ZERME, ARSON RG] FEEA e e #E AT A, I
BERGgHEEEAW R, #—5, Rkt
BN HEbR, XA R ECR Dh 2 BE R BUE AT
tho BBHAGELE SRR, WS, ZMS
FENRRE AT LR FA (S B e 2 e iz e
N TR M 5 On-OFff 58 W A1 4 XU T BS I 75 1 56 i 1k
ATRTEE, RS NSRS E PR FIBIMIMO i W 3 |
R R A . FERHIE, AT
BSHERS 5E K AGTH & 1A(E 1B CSI, BSMICSIf A 5E
XS S E BT DL R PR RE I R i AR R FRATT LA 1)
TAE.

& E x|

[1] AKPAKWU G A, SILVA B J, HANCKE G P, et al. A

survey on 5G networks for the internet of things:



14

AR WK b — R TR R R 2R K 47 B Wi 55 RO R P T E N T 6 73

2]

8]

(4]

(6]

(7l

(8]

(9]

(10]

(11]

Communication technologies and challenges[J]. IEEE
Access, 2017, 99(6): 3619-3647. doi: 10.1109/ACCESS.2017.
2779844.

MASSEY J L. An introduction to contemporary
cryptology[J]. Proceedings of the IEEE, 1988, 76(5):
533-549. doi: 10.1109/5.4440.

BOTH, Tkl R BRI o — P2 53 A WM 2 2 OR
BT R[], 515 B, 2017, 39(7): 1673-1680. doi:
10.11999/JEIT161152.

HUANG Kaizhi and ZHANG Bo. Cooperative secrecy
beamforming scheme resistant to multi-eavesdroppers in
dense heterogeneous networks[J]. Journal of Electronics &
Information Technology, 2017, 39(7): 1673-1680. doi:
10.11999/JEIT161152.

LI Yiqing, JIANG Miao, ZHANG Qi, et al. Secure
beamforming in downlink MISO non-orthogonal multiple
IEEE Transactions on Vehicular

7563-7567. doi: 10.1109/

access systems[J].
Technology, 2017, 66(8):
TVT.2017.2658563.

DENG Yansha, WANG Lifeng, YUAN Jinhong, et al.
Artificial-noise aided secure transmission in large scale
spectrum sharing networks[J]. IEEE Transactions on
Communications, 2016, 64(5): 2116-2129. doi:
10.1109/TCOMM.2016.2544300.

LIU Chenxi, YANG Nan, MALANEY R, et al. Artificial-
noise-aided transmission in multi-antenna relay wiretap
channels with spatially random eavesdroppers[J]. IEEE
Transactions on Wireless Communications, 2016, 15(11):
7444-7456. doi: 10.1109/TWC.2016.2602337.

MUKHERJEE A. Physical-layer security in the internet of
things: Sensing and communication confidentiality under
resource constraints[J]. Proceedings of the IEFEE, 2015,
103(10): 1747-1761. doi: 10.1109/JPROC.2015.2466548.

XU Qian, REN Pinyi, SONG Houbing, et al. Security
enhancement for IoT communications exposed to
eavesdroppers with uncertain locations[J]. IEEE Access,
2016, 4: 2840-2853. doi: 10.1109/ACCESS.2016.2575863.
KIM J and CHOI J P. Cancellation-based friendly jamming
for physical layer security[C]. IEEE Global Communications
Conference, Washington, USA, 2016: 16655354. doi: 10.1109/
GLOCOM.2016.7841646.

Al-NAHARI A. Physical layer security using massive
multiple-input and multiple-output: Passive and active
eavesdroppers[J]. IET Communications, 2016, 10(1): 50-56.
doi: 10.1049/iet-com.2015.0216.

WU Yongpeng, SCHOBER R, NG D W K, et al. Secure

[12]

[13]

[14]

[15]

[16]

[17]

[18]

e 5,

massive MIMO transmission with an active eavesdropper[J].
IEEE Transactions on Information Theory, 2016, 62(7):
3880-3900. doi: 10.1109/TIT.2016.2569118.

WANG Chao and WANG Huiming. Robust joint
beamforming and jamming for secure AF networks: Low-
Complexity design[J]. IEEE Transactions on Vehicular
Technology, 2015, 64(5): 2192-2198. doi: 10.1109/
TVT.2014.2334640.

HE Biao, SHE Yechao, and LAU V K N. Artificial noise
injection for securing single-antenna systems[J]. IEEFE
Transactions on Vehicular Technology, 2017, 66(10):
9577-9581. doi: 10.1109/TVT.2017.2703159.

FIFRL, Virdnsk, T KA, 4. JEBAREB I TKZ % R g 5
W 22 A e Re A B [J]. 5 E 2w, 2017, 39(10):
2456-2463. doi: 10.11999/JEIT161376.

HUANG Kaizhi, XU Yunjia, DING Dazhao, et al. Secrecy
performance analysis of K-tier dense heterogeneous cellular
networks with imperfect channel state information[J].
Journal of Electronics & Information Technology, 2017,
39(10): 2456—2463. doi: 10.11999/JEIT161376.

ZHANG Yuanyu, SHEN Yulong, WANG Hua, et al. On
secure wireless communications for IoT under eavesdropper
collusion[J]. IEEE Transactions on Automation Science &
Engineering, 2016, 13(3): 1281-1293. doi: 10.1109/
TASE.2015.2497663.

ZHOU Xiangyun, MEKAT M R, MAHAM B, et al.
Rethinking the secrecy outage formulation: A secure
transmission design perspective[J]. IEEE Communications
Letters, 2011, 15(3): 302-304. doi: 10.1109/LCOMM.
2011.011811.102433.

HE Biao and ZHOU Xiangyun. Secure on-off transmission
design with channel estimation errors[J]. IEEE Transactions
on Information Forensics & Security, 2013, 8(12):
1923-1936. doi: 10.1109/TIFS.2013.2284754.

ZHU Fengchao, GAO Feifei, YAO Minli, et al. Joint
information and jamming-beamforming for physical layer
security with full duplex base station[J]. IEEE Transactions
on Signal Processing, 2014, 62(24): 6391-6401. doi:
10.1109/TSP.2014.2364786.

196654, #i%, WA, WAy R shiE
ECEYIE S

i e 55, 199444, WiEAR, BRACOTRONB SN KA.
R 53, 198844, HRW, BEFUUTEONTCLGETE KM LR S
LA


http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/5.4440
http://dx.doi.org/10.1109/5.4440
http://dx.doi.org/10.11999/JEIT161152
http://dx.doi.org/10.11999/JEIT161152
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TCOMM.2016.2544300
http://dx.doi.org/10.1109/TWC.2016.2602337
http://dx.doi.org/10.1109/TWC.2016.2602337
http://dx.doi.org/10.1109/JPROC.2015.2466548
http://dx.doi.org/10.1109/JPROC.2015.2466548
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1049/iet-com.2015.0216
http://dx.doi.org/10.1049/iet-com.2015.0216
http://dx.doi.org/10.1109/TIT.2016.2569118
http://dx.doi.org/10.1109/TIT.2016.2569118
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2017.2703159
http://dx.doi.org/10.1109/TVT.2017.2703159
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/TIFS.2013.2284754
http://dx.doi.org/10.1109/TIFS.2013.2284754
http://dx.doi.org/10.1109/TSP.2014.2364786
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/5.4440
http://dx.doi.org/10.1109/5.4440
http://dx.doi.org/10.11999/JEIT161152
http://dx.doi.org/10.11999/JEIT161152
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TCOMM.2016.2544300
http://dx.doi.org/10.1109/TWC.2016.2602337
http://dx.doi.org/10.1109/TWC.2016.2602337
http://dx.doi.org/10.1109/JPROC.2015.2466548
http://dx.doi.org/10.1109/JPROC.2015.2466548
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1049/iet-com.2015.0216
http://dx.doi.org/10.1049/iet-com.2015.0216
http://dx.doi.org/10.1109/TIT.2016.2569118
http://dx.doi.org/10.1109/TIT.2016.2569118
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2017.2703159
http://dx.doi.org/10.1109/TVT.2017.2703159
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/TIFS.2013.2284754
http://dx.doi.org/10.1109/TIFS.2013.2284754
http://dx.doi.org/10.1109/TSP.2014.2364786
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/5.4440
http://dx.doi.org/10.1109/5.4440
http://dx.doi.org/10.11999/JEIT161152
http://dx.doi.org/10.11999/JEIT161152
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TCOMM.2016.2544300
http://dx.doi.org/10.1109/TWC.2016.2602337
http://dx.doi.org/10.1109/TWC.2016.2602337
http://dx.doi.org/10.1109/JPROC.2015.2466548
http://dx.doi.org/10.1109/JPROC.2015.2466548
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1049/iet-com.2015.0216
http://dx.doi.org/10.1049/iet-com.2015.0216
http://dx.doi.org/10.1109/TIT.2016.2569118
http://dx.doi.org/10.1109/TIT.2016.2569118
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2017.2703159
http://dx.doi.org/10.1109/TVT.2017.2703159
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/TIFS.2013.2284754
http://dx.doi.org/10.1109/TIFS.2013.2284754
http://dx.doi.org/10.1109/TSP.2014.2364786
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/ACCESS.2017.2779844
http://dx.doi.org/10.1109/5.4440
http://dx.doi.org/10.1109/5.4440
http://dx.doi.org/10.11999/JEIT161152
http://dx.doi.org/10.11999/JEIT161152
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TVT.2017.2658563
http://dx.doi.org/10.1109/TCOMM.2016.2544300
http://dx.doi.org/10.1109/TWC.2016.2602337
http://dx.doi.org/10.1109/TWC.2016.2602337
http://dx.doi.org/10.1109/JPROC.2015.2466548
http://dx.doi.org/10.1109/JPROC.2015.2466548
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1109/ACCESS.2016.2575863
http://dx.doi.org/10.1049/iet-com.2015.0216
http://dx.doi.org/10.1049/iet-com.2015.0216
http://dx.doi.org/10.1109/TIT.2016.2569118
http://dx.doi.org/10.1109/TIT.2016.2569118
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2014.2334640
http://dx.doi.org/10.1109/TVT.2017.2703159
http://dx.doi.org/10.1109/TVT.2017.2703159
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.11999/JEIT161376
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/TASE.2015.2497663
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/LCOMM.2011.011811.102433
http://dx.doi.org/10.1109/TIFS.2013.2284754
http://dx.doi.org/10.1109/TIFS.2013.2284754
http://dx.doi.org/10.1109/TSP.2014.2364786

