540 55 2 1
2018 /£ 2 H

o o5 fF B ¥ M

Journal of Electronics & Information Technology

—fETF RN AAIREES XIS
R E x &
(FEIRXFETHAFR AN
B E: ATRSEBHEMELELMOC) LAt m . BBk & SR 2 B2 6. s 4R
B R LR AL S N ORI B, ARS8 At R B R R ) — AN AR . 120 X MOC
Sk SE AR AT (A F 000, R AR BEBERIL B3R R Y 58 2 54k MOC S AN AT e 22 73 DX 7 2 IR 7 125, ekl iy
Yol B gy tH MOC Sk m d B AN Be 2250 IX 40 4 AR R, MOC SFEAN A BE 2243 X 73 4 (1 S bR it 42
BT HSIR SRR . N3RS T SIMON RISE AT IA S KA TTRE 220 X 0%, JFkE T
SPECK RAFIEE L AN GEZE 53 X 53 3
KRR ETRGIEHESMEVE, NReES X4, Be: SIMON; SPECK
HmESES: TNIIS.1 XEkFRIRAD: A XERS: 1009-5896(2018)02-0430-08
DOI: 10.11999/JEIT170422

450001)

A Method of Constructing Impossible Differential
Distinguishers Based on Completeness
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Abstract: Mixed Operation based Ciphers (MOC) attract cryptographers owing to their high security and high
efficiency on both software and hardware platforms. As a basic principle of cryptosystem design, completeness
refers to that every output bit contains the information of every input bit. This paper presents a universal
algorithm of completeness analysis against MOC. Based on the algorithm, a method of constructing impossible
differential distinguishers utilizing completeness is proposed. This method constructs heavy weight impossible
differential distinguishers directly with high efficiency. The method can provide theory and technology direction for
the construction of impossible differential distinguishers. Then, this paper analysis SIMON and SPECK with this
method and introduces all the longest impossible differential distinguishers of SIMON currently public and new
impossible differential distinguishers of SPECK.
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