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Abstract: Wide-width bit permutation is a very commonly used operation in symmetric cryptographic algorithms.
However, current word-oriented general microprocessors are inefficient to cope with the complex bit-level
permutation operations. To solve this problem, two schemes for 2N-2N and kN-kN permutations are proposed
respectively, including two extended instructions BEX and BEX-ROT. Furthermore, the efficient hardware
implementation of the instructions are studied, and then a unified hardware circuit named RERS (Reconfigurable
Extract and Rotation Shifter) is proposed with a corresponding reconfigurable routing algorithm. The RERS can
share hardware resources to achieve the purpose of reducing area. The experimental results show that the proposed
schemes can truly decrease the number of instructions for accomplishing an arbitrary wide-width bit permutation
(instructions reduced by 10 times), which greatly accelerate the performance of microprocessors. At the same time,
the overhead of hardware resources and delay caused by the two extended instructions is very low, which will not
affect the normal operating frequency of the original microprocessors.
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Input: Shamt; // Rotation amount Shamt=sa
Input: Opcond mode;
Output: Control _bit; // Total of 1gN x N /2 control bit
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stage
m =2""; // the length of control bit in stage i
for (j=1j<=N/27'=1j=j+2) //the number
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g=jxm-—1;
if (Opcond_mode==1)
Control _bit(i) = R_L(1",Sum[¢] + Shamt) ;
else
Control bit(:) = R_L(1",Sum|q]) ; //only
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end for
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FRIE RST I LRA, KR 4 P2 3 HISE AT T 25 5%
IR, SRR 4 P iRJE— SR,
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RS MR 0.44%, ) Cortex-A8 AbFLES (ARM 2
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(I & ARSI .

X 4 RIS 34T AT A AN 5 SRR AR LE,
ALV ) RERS-64 FER AR 9.82 k, 24924 3CHR
(12T —2F, (HELSCRRS)MTHAK 3 52 . %5
BEAEIR g 1.22 ns 15 SCHR[12)40 24, & SCHR[13) 23R
2.5 fifo HAR, SCHR[13)EAF B IG I TR R AE IR 3445
N, AHIE S SE R A O N P R A T 16 AN
BRI T SE R — AR AR SR I RS, AR —
AP AR B AT, AR SRR — 4B H
BRI A 1.22 x1 = 1.22 ns, CHR[13] 10— 4L TR
A M FEI 4 0.51x16 = 8.16 ns M, A C#
RERS-64 H.y05SCHR[12)4HEL, Toig AL & 55
IR (A — R R[S AL, BRI
M 3.6 %, HRE SRR O N A T FE IR )
(AN A JE 2 ) 15%

6 ZERIE

KISV HT T 2N-2N il kN-kN KA 58 PRy
PR A A0 A B2 I O SR R T —
T 35 T LU AR S SBORT LU 32 - 7 45 4R 1 v s B s
VAN TTE . 3, FX 07 B Ee R BRI
LERp PR E- R A 4, ook THIN I & Y e da 4
BEX 1 BEX-ROT. H:#Jif T 3T Inverse Butterfly
BN M2 ) g8 R INE . C-RERS . S50 &5
KL, AL T HERRIES, DB/
A % 9058 A (T RS I AN A I D Ak B 16 AR 1
0.5%), TEANFZ M J5Um FH AL BEES 155 TAERTZ 1 &l
T R KA LR B R I PAT RS T 10 &
fe T, BT UUATRG AT H R KA
T B R AR SR 5, AR 2 A PR AR AL
Ry, DAVEAS LA R 1) 52 bk Re 4 T

F4 . TIRMEEX L

DiRe ot i (nand gates) FEIR (ns) 7. 5% (bit) T.Z(nm) S5 RIEIR (ns)
A3 RERS 5.27k 0.87 32 COMS 65 0.87
CK807 AbHfi %20 1200k 1.50 32 COMS 65 1.50
ARM Cortex-A8! 4000k 1.00 32 COMS 65 1.00
AL RERS-64 9.82k 1.22 64 COMS 65 1.22
SCHR[12] 19.7k 1.74 64 TSMC 90 1.26
SCiHR [13) 2.7k 0.70 64 TSMC 90 0.51
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