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Abstract: Concerning the resource-limited RFID tags, this paper presents a lightweight mutual authentication
scheme based on Hash function, combining with the pseudo-random number and shared secret mechanisms, and
implements the mutual authentication among the end database, reader and the tags. The anti-attack performance
and the overhead of the scheme are analyzed in detail. Afterwards, the protocol security model is formalized using
BAN logical analysis method. Theoretical analysis shows that the proposed authentication scheme could achieve
the desired security goals, has good anti-attack performance and high efficiency. It can be applied to big population
RFID since its low overhead for RFID tags.
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