5 x4 x
XXXXE'EXH

BT 5 B R ¥

Journal of Electronics & Information Technology

E TSRS SRR M SR & I E AR S R MR IR 5

HHRY  2wrY T Hea
Vb REIAKFE MBI 51 AT RARE LR ELTRE SRE  150000)
Y LiERL ARSI L 201100)

W FE: NRIEREMEMERAAZESSE T R, 1200 R T X SR SUB R R Y 4%
(Dual RFF-CNN2)FURFIEfl & ) 5 R FR SR AR 5 2 8 58 BRI S 3L 5 R BUR 461/ Q(Raw-1/Q) &
Sy HIRA BN Raw-1/ QU B4 5247l 0 B 73 W% (ATB ) Rl 28 AR 20 XU (STB) e 4k LUK S X AR /0 S K )
FiRaw-1/Qf5 5 XL 7048 35 [ 1% A Dual REF-CNN2/ 4% 3 3E AT REAE ik & DA SE I E iR FE S IR A A R B 5k

Vol. xNo. x

Apr. xxxx

SRR, A RABRNRBER R, SR “IREURE” RafRElE. B,
REIA): HIRAEGHRARUN; SRS R SCE M M 2% RRAEAL G FREURFIE; AT/ QE S

hE 5SS TNI1L.3
DOI: 10.11999/JEIT231236

NHAFRIRAS: A

XEHS: 1009-5896(2024)00-0001-08

Radar Emitter Identification Based on Dual Radio Frequency
Fingerprint Convolutional Neural Network and Feature Fusion

XIAO Yihan®
&

WANG Boyu® JIANG Yilin®
Key Laboratory of Advanced Marine Communication and Information Technology,
Harbin Engineering University, Harbin 150000, China)
®(Shanghai Radio Equipment Research Institute, Shanghai 201100, China)

YU Xiangzhen®

Abstract: In order to achieve identification of radar emitter unaffected by signal parameters and modulation
methods, a method based on Dual Radio Frequency Fingerprint Convolutional Neural Network(Dual RFF-
CNNZ2) neand feature fusion is proposed in this paper. Firstly, Raw-I/Q signals are extracted from the received
radio frequency signals. Secondly, Axially Integral Bispectrum(AIB) and Square Integral Bispectrum (SIB)
dimensionality reduction are performed separately on Raw-In-phase/Quadrature(Raw-1/Q)signals to construct
the bispectrum integration matrix. Finally, both the Raw-1/Q signals and the bispectrum integration matrix are
fed into the Dual RFF-CNN2 network for feature fusion to achieve identification of radar emitter. Experimental
results demonstrate that this method achieves high identification accuracy, and the extracted "fingerprint
features" exhibit stability and robustness.

Key words: Radar emitter identification; Dual Radio Frequency Fingerprint Convolutional Neural Network

(Dual RFF-CNN2); Feature fusion; Fingerprint feature; Raw-In-phase/Quadrature (Raw-1/Q) signal

1 5|8

DU 2 F 25 4400 B EF BRI 10 7
A BT A SHOR A AR LR
2RSS . RIS SR QiR
PSRRI B
L RARAIAT (SR it S BRI R
WAL A SO LR, T RE SRR
B T LIS SR A R, VRN T AR AE R T 0 A
H. RERATE. R B AL TR it

Wk H A 2023-11-07; 2 EH: 2024-s00xx
HEEEHE: HRHE jiangyilin@hrbeu.edu.cn

RS, AT RSO0 B o

M SCEYF, BRI SR AR 5 3 (A
PEAMAVOI FF RO RS IR, PRy “HE
AU R (Specific Emitter Identification,
SEI)” 2 A b2 dl i v E e 3 1§ SRS 5
FEHL “RRGURFE” BEATMARREOR, Btie
bRy “HRSHREFRSORA” o “IRSURFE” SRS
R AR, BHAAR G, M. AAT
G SRR R X R GURHIE” RO HERf b 4y
KPR TR R R, RS FIAR TS
X BAE KRR L. MME SR, “HBA
FRAE” SR HCRT DL 358, S308s DL I ARk AT


http://radars.ie.ac.cn/CN/10.11999/JEIT231236
mailto:jiangyilin@hrbeu.edu.cn

2 G

& B

B ok HxE

LTI SRR AT . ORI R0 R AR
th &L R g e s SRR 45 1545 . 6
HLH ARG LS AEEA R s I ARUURAIE (1 32 B ' 75
ZLEE e e AR Choi-Williams 79
AL NEAR IR K Wigner-Ville 7 A7 1085 i 45 53
T E.

“YROURFE” & 7T LA 5 70 i 1) A P AT 1R
o SCER[1L4R 7 — FhJE T8 40 BES 43 fiff (Vari-
ational Mode Decomposition, VMD)FITEREE (1) 55
SRR 7V, 1 SRS S AT VMD 43 il
HXHEVMD RS RAREAE N “FREURHE” , &
Ja AT o R . SCHR[12) 1 S IR 8 R EE R
VMDA ZH, A B VMD 73 i 2
oy AIRHE 5 FEHCRE B0 5 A IE AR 9 RRE 7]
B, ORERRHIE ) B N R BB EE 4R L (Light
Gradient Boosting Machine , Light GBM )% %4 1
BEAT 73 R o

AR, 2T JRI51/Q(Raw-In-phase/Quad-
rature, Raw-1/Q){& 5 HF& A4 R0 0t 72 3R 15
TRZ 2 ) Iz 0, 0 R FH i 48 I 4% 55 K )
FRAEFRERE ) B M Raw-1/Qf5 5 T “Fa 80k
IE” FEATIRA, X A7 U5 2 MR i AR e “ 4Rl
FHOE” e RS e “RET” ., HAa9%
SIRFAE AT JRELF . 308 RIE R p 31, 3
BR[15]42 th 1 —Fh B T B AR 42 I 28 (1) To 4 L 70 2R
itk (Optimized Radio Classification Through
Convolutional Neural Networks, ORACLE)#:7,
ZIE R A A2 x 128/ Raw-1/ Q5 5, RHEHEEL
o BRI AS EE Z T i, s
= 5379 8 Fd Dropout /= EA K IE WAL B AR B A=A
GG, mASI T X166 @R T4 B
4% (Universal Software Radio Peripheral , US-
RP)& & B . SCHR[16]32 H T —Fh Z RAFEHH
22 W 2% (Multi-Sampling Convolutional Neural
Network, MSCNN)#AY, ZBA AT KFE SR
HEAR L S A B 38 I R AR UG 5
Hh SN ey F AR AR AE ey 8 AR SR A2 40 L
FCE IR ZIRRHE S S, B A i =k
A7 2800, FE54CC 2530458 L2 2 1) #u a4
BEATSESS, UG T AEIIRCR .

KRCAEFR R B SEXT “HREURHIE” BEAT AT,
kB Raw-1/QIE 5 S XS 70 7 b 73 A A
(Dual Radio Frequency Fingerprint-Convolution
Neural Network2, Dual RFF-CNN2) | %5 ()5 A\ it
ITRHESRAN, 55 J5 ¥ 25 5 7 SR R ) R AR R AT Rk 5
FHaRI . LIRS REY, AITERAR AR

BIMER R, SEIUN “4REURAIE” ARZ155 S8l Kk
P AR R, B —E &,

2 RS

2.1 FAQIMEAEER

PR35 28 A A RIR IR O, (B R IE RS
WA EREERNEM . iR 84 mAiE
5 A DB BORA AT S IR BRI R, A5
RS SR TR T, S TE SRR
o, B SAE(E S AL I b — e e, XA
FEASE Pt 7 s AR FR SR ) “FRBURFIE” o« AR S K
SRS RS 5 I By B AR e PR AN ], DA 2 [
— SRR RS EE S, Bt rAa AL
FAEAAH M.

BB R AIL R S BRER A fo B B AR T a(t) =
Acos(2nfet),0 <t < T, BT 0L 5 B hn i 1
F s ABA5S2RR R MG 5 RE 8

z(t) = Acos(2nfct + (1)), 0 <t < T (1)
Hrr, o(t) IR SR AR LR MR BT I B & S E 5

AR, AR R DA AT AR e A AR Ay
@ (t) = Mpysin (2nfmnt) (2)
m=1

Horp, fr ACRBRBARALE S IR E, M, AR
WL A AR (1) T
x (t) = Acos (2rfot + M, sin (2xft))
H 55 128 DUSE /K R B 2R B U T AT 15
cos[M,, sin(2n ft)] = Jo(My,) + 2J2(M,,)
- cos(Am fmt) + 2J4 (M., ) cos(8mfit) + -
sin[M,, sin(2mw fi,t)] = 2J1 (M) sin(2w fr,t)
+ 2J3(M,y,) sin(6m fnt) + 2J5 (M)

-sin(10w font) + -
1/ M, \"
n!\ 2 ’

(5)

(3)

(4)

Hrp
My,

Jo(My) = 1— (
n>1,0<M,<1
A2k (4) 4 N2 (3) T 4



% x ERZES T

BT XU SR SO AR 22 00 2 5 A R 75 ) T AR SR SR AN AR 3

+oo
x (t) = AJy (M) cos (2nfet) + A {Z Jan, (M)
n=1
- [cos (2mfet + 2n - 2w [y t)

+cos (2nfet — 2n - 21rfmt)]}
+oo

- A {Z Jon—1 (Mp,) [cos (2n — 1) - 2w fpt
n=1

2 ft)—cos ((2n — 1) - 2w fput + 27cht)]}
(6)
Kb, HAALRE RS AT LUE AR 2 2 AN H )
My, R fr K FSCERT, D5 AL R P )55 B R T DA SR
N
x (t) = I (t)cos (2nfct) — Q (t)sin (2w fet)
Hrp

(7)

I(t) =A i Jo (Mm) + QAi i Jon, (Mm)

n=1m=1

- cos (2n - 27 fy,t)

Q) =24 Jon,1 (M)

n=1m=1

-sin ((2n — 1) - 2w fint)

(8)

B  rR AR A4S B RS B R AE (0,1 2

], MAMEEIn )G, MR E. 5 8

B, Raw-1/QESAMUBETRERSS, T8

B Z AL R, FMAE B R B AT BAE [0, 27

Z I, ASHBMALTE. 3F Bl Tk TRk

H, RS S 2 AR A T R R AE (R

e, ZF BRTIR, ASCBEHRaw-1/QfE S1EN
Dual RFF-CNN2¥ 2% J5 454 N FAIE B —35 57

2  EFDual RFF-CNN2X % H48 518 4

RIRAE A
20204, ElmaghbubZi A1t T 3 FRaw-

T {5 %5 (1%1 000)

1/QEEREHRE  AFIERI

e e o :
WEfE S 1/Q %l
"y 9%1 000) Conv+ Conv+ C
iz 5ﬁﬁx | e ( ) Pooling ng
i QB2 (171 000) BAEIHHES =g
1#ESIBBIS (1%256 X/v %*Rﬁ%ﬁlzt_gg;%ﬁx 4%?&‘1‘%&
Wik XA 53 HE R
i [BAIBB(1"256 (4*256) Conv+ Conv+ pem  Conv+
v oy Pooling Pooling “‘-5 Pool
‘ T T QESIBRUAN(17256) A Frﬁ%
[
QERAIBRH(1¥256)

ling

I/QfE T HIRFF-CNN2RE A . A SCHE % W 2 B At |,
A FFIERLG AR, $2H T 2T Dual RFF-CNN2
) 286 FREAE Rl (19 B A 8 SRR R SRk o BT
¥ Raw-1/ Q5 5 Fe o XU AR 43 i B 43 1) 26 N X%
RFF-CNN2R 4 ElDual RFF-CNN2/M 2% i3k 47 ik
PRHL, SRJE B S SR SRR E AT P, B JE X
B G R AE 2R AT B & S AR SR AMA R Bl . 32T
Dual RFF-CNN2 ¥ £ FlIRFAIE Fl A (1) 5 5 R AR 7
MR EEWELTR, RSN AP RET

(1) Raw-1/QfE 53k HL: B Jex bk A5 5 4T
NASAIAL I, A A R A T, AT
20015 A EL, ARG AT FIRMRIEIE B, $REH
A Raw-1/QfE %5, &EHIRIRaw-1/QfE 5 A
— B XA [-1,1],

(2) XL FERESREL: 43 A% Raw-1/Qf5 5
BEAT XS AR e, I H 9 i H Raw-TE {5 5 DA K&
Raw- Q15 5 195 7] 1 73 Xtk (Axially Integral
Bispectrum, AIB) L H £ A1 5 Wi (Square Integ-
ral Bispectrum, SIB), #H#TNEPHHEE, A
FRRTE AR 73 B o

(3) HFALHREL: ¥ Raw-1/QfE 5 K HXUGE 2
FE %% ANDual RFF-CNN2 2% 1 E 47 45 E 4R B o

(4) FRAERRG R 0L X 25 42 B3 (R RR R 4T
rpiz, XPHEE R T R A R AT B A 3
fEL LAY [ A A BR AR B HH R SR I “ FREURFE”

(5) 232U XtDual RFF-CNN2® 2% $2 B
H IR AR S N 4% 45 2 L K Softmax = 4T 47 27
A, B AT R SRR U S R
3 SLWERS5HH

N T ARSI R, B E S RS
TS . Hor SO0 1 48 SURRAE W] AL 43 AT S
Sy A SCRIRISREN R (1) “FaSURFIE” AT ATALAL
BRIEDHT . L2 R AR R T, A
P B TR R B A R AR . SRS R B R
S5, AT IRUEAR SCTEAZAE 5 S 5L SR 6 7

RFAERR &

Fr GAP

K 1 3FDual REF-CNN2 2% 148 SHREAMA R il 7w 2 1K



1 G

f&

2 % FxE

XM, B e sit. KRR &
eSS, HT b A SO VEAN [F) 23 SO0 256 45 R
JRIIFEN o SERSARNG AR S E S T RA S AU
B BERE) AT R M 75 B AT R b, S
K62 PEREXT LL S, 70 T A [R5 1 B 2k A TR R
RIHET A AT O BRI SRR/ LT s 5
B3N S HEINEIAT R .

ARSCHERGAS [R5 8 EE R YU PHERA 00 LE SIS
il FH e 7 R BRAR v i A MR 7S, (SR L SNR ) 5E

SNR = 101g <£) )

Hr, PAESVFHTIE, P OyEER G E S
B,

SIS R s G TR, 40l N Tektronix
AWGT70001, Agilent E4438C, W& [FH5 ) Agi-
lent N5172B EXG XUl K115 Agilent N5182B EXG
Xo SZI6K RS AAgilent DSOX91604A 7RI
ARG AT R, KA B 20 GHz,
KA HGAE Z VR L B R ks AT 2
7N PL R DR AF o A5 8 0 S R R S B 2 MR TR U S
(Linear Frequency Modulation, LFM)-5 —fH4mh5
(Binary Phase Shift Keying, BPSK){55 &4 in#1
Fizs

AR HEIL12 300 FEA, HA70%H R
8, 30%HEM L. LEE RS N Ubuntu
18.04.6, J: T PytorchHELSZEL#IZE 2%, KM
NVIDIA GeForce RTX 3060 KiE471%%. IZkAT,
Batch Size¥ /932, ik &M T K415
28 U2, R Adam B Ak 28 6 AR 7Y 2 $ ik 47
if. 222K E Nle-4, FLIIZR100 epoch.

3.1 IRGUFIERT AL D AT SCoe

MASEZE . AR A 5 2 T B L
L 10%FE A% N EDual RFF-CNN2M % /1, K
FHIERA 5 I RHIEAE R AT & R S E A b B, 15

BB S BB ) “HRSURRAE” o K2 ¥ Dual
*1 ESSHRE
VA 2 iVgIES
HOTR (GHZ) 0.5,1,2
LEM 7 9 (MHz) 10,20,30
JiKBE (ps) 10
IR A +/-
sl (GHz) 0.5,1,2
BPSK B S 91K 13
JKFE (us) 10

RFF-CNN2 W £ 52 B 5 £ % 59 U6 19 0] FAL 4R AIE 24
oA Hd, BB ERE R R “ 4880k
fE” BRI/, Bt R R B R E S 2 R4 T itk
N TAET R AT, R EIE— A [0,1) 138
Bl . E29 B AL AR FR I E L~ E5 2 54 3 48 5 I8
AWGT0001, E4438C, W& [FH 5 IN5172B LK
N5182B, AR IFMER S )G =4, JheadE.,
H 324X £ Dual RFF-CNN2M % MRaw-
I/QfE 5 e BUH IRHE, J53248/8% Dual RFF-
CNN2M %% \Raw-1/ Q15 5 1700 X 43 5 F Hh 2 Y
HIRRIE . A2 AT LR A ., AWGT0001
ME4438CHH e M 5 HAR IR LA HEMN “I8L
FRE” Z5R, MM & RS HNS172B LK [R5
IN5182BI1) “FESURFAIE” L AHL.
3.2 HHEVE RS NSLIE

ARICTFRR T ARG FIRaw-1/Qf5 5 X
WERS A PEIE A N2 R Il 515, B 5KE
SRR R RE AL A 5 2 AR, IR AR A 3
PSR FEMNEMA PRSI AR, BERAEEES
KN 5T R D 2 WK RN

F.

N=2T
D

Hrp, FEARFTRERSIRAESR, W20 GHz, T/
FRKGE, TEARSCRIHARES, ZEE T N0 ps.
5 e LAY W B RS dB, 15 dB, 25 dB, SZiZs
WEBHTR.

(10)

60

50

\%\1 40 =
4 —
£ 50 —
<2 90 =
= —
10 =
El E2 E3 FE4 E5
A

2 FREURFE AT R T ]

95 |

%

85 |
30 | —-5dB
—-—15dB

——25dB

PUNEERRZ (%)

75

50 100 150 200

EillEYCRES
3 AN LA 26 TR A 26 A8 1k i 28

250 300



Fx

H A T XU S IR SUG AU 22 N 2% 55 R AR R 5 1O T S8 U AR 5

MEERTT LA, RO HER R S EAT Ik
PRGBS, fE5 dB, 15 dBLAK25 dBfEMEEL
AT Eem RN e 87.1%, 94.3%,
95.8%. TEMR{EMELLZPET, ASFEIHEURS =R R
TERf R B 2 AN 0.03%, Ui B A SC I V215 {1
B SCDUEIE RSV N
3.3 B

NT AR B —Eastt, 55k
G185 T LEMAE 5 H70%4E A 258045 4,
TR I30%/E MR B AL, 73S & AR gl
B, HX5GE5 DN EFHLFMABPSK # i
55, RRTO%ENINGEIEE, FRM30%1E
FMARE A, RIRANE RAE NS B2, REH
PR b &k AT L AT DAAS B A S vk B A B 4 A
E A 1) S 5, A IH AT DL B4 = 1R 3 A
R, W5EE SR RN, Lihss RanK4
v

MEAHFRRT LA, AR SCTEEE R N20 dB
SR LEMAS 5 )24~ IR e 2215 2)97.7%,
T AE AR [R5 e L R s InBPSKAS 5 #E 4T 5441 51,
LR B A FRAR T A% A A, BRI A ST 7%
AZ WM LR, B — 2 g,

3.4 $HERLE XTEL 208

BEARSCHE W SRR 5, — 3o A2

100
g 95
£ 90
a
=
X 8 gL
—~ g5 H2
80
5 10 15 20 25
5L (dB)
E 4 Gkt ah R
0.05
— Dual RFF-CNN2
0.04 — RFF-CNN2+XUtFH
K — RFF-CNN2+4-Raw-1/Q
£ 003 |
=
>
A 0.02 |
0.01 \K.V

0 20 40 60 80 100
EZANVE
(a) BARRELEHLE

¥ Raw-1/Qf5 51k N L EERFF-CNN2/W 24 3517 48 5
PRGN, 57— 2B Raw-1/QIE 5 HIRGER
SRR N B EE RFF-CNN2 W 28 i35 4748 5 I AR R
o A0 GBS UE AR SCHE H A T Dual RFF-CNN2
IRR] 2% R AR A Rl -E 1) % S 5 A R ) VR RO B U o
K525 T AE25 dBAS M b 2644 TR 3R S Bk i iR
THERR R DL i kR 2e, HAd “Dual RFF-
CNN2” AR MEE, “RFF-CNN2+ [ 4k
97 BAK “RFF-CNN2+Raw-1/Q” 735l 2%
Raw-1/QIIXE R 7 i FEM Raw-1/Q1E 51EN
RFF-CNN2 M 2 347 4 SR AR 0 i k.
B 5 el LA A SR B EE B T H e wid oy
BIRT T 2.4%, XHFRaw-1/QE S S, RHXGE
R0 0 B F T 4 SRR R A I U SO R e, AR R
Moo IR R TEXCHE R 2 55 B AR EAT T 200 REAE SR Y,
Hrh &6 INFEE X TRSERSUE .
3.5 ETERRSIFERRETIREMNAIRBIXT EL S016
T RSN AR 2R E T, (F 1545 5
TRAE RS k(5 S, Rk 2% E B E
AR AL, Y B i 4 R AL A R R
fE. Bk s LR e s mEEmR “fhar”
SHE, RIS B A5, NS, 25
W A s S AR K, AR AR SR S SFIE . T
ik PR AFAST 435 A0 TR AT DA sz ok 256 B R 8] R 4 Ak
Z5t, HHIXMRHERONRRE, 52 m T S
BN, RZNFAASFFAEN . 3B L 34 SR R 5 1)
BANE00M, 7 FE 20 M I FURALEMAE 5, $2EL
HEEERERE, R wEprR. MWE6H LA
i, 36 F—HS R 5 K5 R S FEE R A
Bk, AN RIS 5 R A 2 1) (R SR AE 25 AR K
TEAGME L N25 dBRIRAE TR, AR SCIRHRITT
0 5 5 T B RS AR SR A R A S AT
b, SRWE TR, HA “LSTM+8&FRHE” 2
PSS ETHEAE NLST MM 2% iy N\ i 4748 55
BRI, “ResNet1D+FASHRE” 2%

100

80

60 f]

— Dual RFF-CNN2

WHIHERRZR (%)

40 RFFCNN2-+XUEF 5 1
— RFFCNN2+Raw-1/Q

0 20 40 60 80 100
BT
(b) R AERG R IEA M 2

K 5 12k 5 IRHIHER TR IE A L



6 BT 5 FE R ¥ & Hx
12 f
10 | 4 ‘
0.8 | = W
o E i AN 7N
E 0.6 | = 0 ”/ / 4 /"' A
0.4 = / /
v / 4
02t .| — AWG70001 -4
Y — E4438C
— N5172B(1)
0 0.02  0.04 0.6 — N5172B(2) 0 0.004 0.008
AL (ps) N5182B ] (ps)
6 SERER R R SR 5 KRS RHE A
100
0.08
& 0.06 s
g
§ 0.04 &
) |
0.02 ’ \
|
— Dual RFF-CNN2 ‘
0 20 40 60 80 100 — ResNetID+FaA45fE 0 20 40 60 80 100
IEARIREL — LSTM-+# & H#4E IEARIREL

7 R UM AR FIEAC £

55 ik AR LR A 148 % 22 X 48 ResNet 1 DA
AT SR AR IR B B T . IWEITH T DUE
ASCHE I 77 B e PR R eSS0 B DA R e v (1R
TR EE . BT AN E AL S 4 R 2 7] 38 /AR
AERE A B, 1 R — 24 5 A 2 U 2 T) 3 /AR S
FEMECAIX 43, AMETF U IG5 8/ fa S FE
AEAE % N AT SR SR AR U0 R R R 2%
3.6 MEREXTELSCIE

A3 SR AR5 S I N B R, AN [R5
EE R R A ST 5 L i S AR il SRR R AT 1 R
b, P T- 351 il vt 6 e £ i L AR A i 28

MEISHHTLLE H, A CHEH TS dBfE
I BV 1R 26 F 4 IH B A 85% LL_E IR B HERA 3, UE
HAE B M LU AR 2R A N, AR SCER I 7 6T DA
SIRFESHRE) “FREURHIE” , FHHAZTTEEA R Z
. ASEV S SR TR AT DAOR R B R0 AE AR
B, XU EIZOTEREU PRSI A —EM
FoEtE. BEEGREL AR, &EIRBUNER R
R T, B “RFFCNN2+ R isE S 7
2 T 06 B A D 0 28 B N 3R AT e IR AN AR R
MBS H AT LA HH U0 25 SR B AR TR FH Raw-
I/QfE 5 M4 N IR A RUR . X 2 BN R iR
5B T Raw-1/QfE 51 5 47 (LA AL 3T & 1 10
W, I HED—ANEEREE, S HE T L
Raw-1/QEFEEAT MA@ & . Bl “IQCNet+

96 |

84 ¢

2t

60 r

TEIRHE (%)

48 r

36 £ . . . . :
0 5 10 15 20 25

fEEaLL (dB)
+ ResNet1D+FaASHHE
~ LSTM+# #&4FE

= DualRFCNN2

<~ RFCNN2-+# %1

+ RFCNN24+Raw-1/Q  — CNN-+1.54ki#
IQCNet+Raw-1/Q - MapEn

-+ ORACLE+Raw-I/Q -~ DRN+Raw-I/Q

~ RFCNN2+ 55155

P 8 AN[R) S TR ) I 5 5 16 LA A4 o 28 % B ]

Raw-1/Q” Z¥Raw-1/Qf5 54 ATQCNet X 2%
BEAT RSP IRAS AR A 7 vk R0, “CNN4+-1.54E
B ERE S IS 4R N B R 2 25 R AT
HEARARIR A 7, “MapEn” &St BUE
2RI RUE, S5 HKNNS I8 IE4T 40 200 )
JHERY, NG5 B R] LLE 1% 071252 e BT g R
MK, A5 M LU U U R B 22« Bl “DRN+
Raw-1/Q” ¥ Raw-1/Qf5 5 N IR 5 ik 22 46
28 P AT R SR AN G TR, B e DR
H, AR S LK TS T 10dBM 244 T~ 51
ERZR L PAAE,  UBH R FE ik 22 e 4 M 26 B — 8



% x ERZES T

BT XU SR SO AR 22 00 2 5 A R 75 ) T AR SR SR AN AR 7

PR AR IR S, SR S T Raw-1/QfE 5
BEATHSHE R SR B T He k. g b
R, KA K% T Dual RFF-CNN2K 45 Al
FHIE LA AR SR AR B R RO I i, AR
FEHRaw-1/QfF 5 S H XER 4346 15 73 71l i% A Dual
RFF-CNN2 2 ¥ 75 2 AT REAE SR, 285K %5
PRIEICRV R EREAT B, S5 o PR Ja B Rr IR AT
Rl SEELAR SR AN AR R 5

Fe245 T HE25 ABIE ML 2644 % B
PUHER R . B SEOE WA RN L RF s
o MFR2H T DU H A SCHE H I 7 167 350 R 1
et , MR TRFF-CNN2W LA &, A
AR RN LR By, IF B DA E S uzs
HE NN IEE TIPSR 2

& 2 TRIEZEMIERETEL

— ‘E‘Fiéj‘iE%IJ TR/ ‘J"ji@%

HHIE %)  (KB) (M)

DualRFF-CNN2 95.8 40.37 10.65
RFF-CNN2+F 43 #i B 93.4 20.18 2.41
RFF-CNN2+Raw-I/QHERE 90.3 20.18 8.24
IQCNet+Raw-1/QHi [ 89.5 25.69 12.06
ORACLE+Raw-I/ Q% 92.3 133.67 0.58
ResNet1D+F2 7 FF1E 87.1 8.86 0.79
RFF-CNN2-+ /5G5S 82.1 20.18 8.24
CNN-+1.54E3E 66.5 10.94 1.36
LSTM+ 8 A FHIE 78.8 468.61 18.88
DRN+Raw-1/Q 90.9 17.25 2.76

4 45

ARSCE ST IR A A R R ) B AR
FLLREME S 0], HES B AR AL M 7S 1) H
F5mirRIENX, 90 T Raw-1/QfE 5 A Mk
o HR, XS o i o] DA R 4 A [F) 4 5
TR PR AR 22 5, DR 43 73 %) Raw-1/ Q7 i
5 AT B 1) XUV R A ] 2 XUV R 23 DA 32 X
R, fE, $eH T 2T Dual RFF-CNN2X
28 FRHAE b 1 7 R SR R, K Raw-1/Q)
5T SOW AR 43 R 3 [F] 3% A Dual RFF-CNN2X
28 [ R B A T RFAE S B ik & S IR TR AR R SR AN A
WO o I8 S T AR AR SR AR B SR AT X
b, BOAE T ARSI R AT EUT “HRSURHIE” A %2
B934 MHREMEREZmW, FAEARIENE
Ptk

2 % x|

[1] ZHAO Shigiang, ZENG Deguo, WANG Wenhai, et al.

2]

Mutation grey wolf elite PSO balanced XGBoost for radar
emitter individual identification based on measured
signals[J]. Measurement, 2020, 159(5): 107777. doi: 10.1016/
j.measurement.2020.107777.

ELDEMERDASH Y A, DOBRE O A, URETEN O, et al.
Identification of cellular networks for intelligent radio
measurements|J|. IEEE Transactions on Instrumentation
and Measurement, 2017, 66(8): 2204-2211. doi: 10.1109/tim.
2017.2687539.

MERCHANT K, REVAY S, STANTCHEV G, et al. Deep
learning for RF device fingerprinting in cognitive
communication networks[J]. IEEE Journal of Selected
Topics in Signal Processing, 2018, 12(1): 160-167. doi: 10.
1109/JSTSP.2018.2796446.

WRSE, /NS, MRt S, 4. 6T DU R M 4R i) B i 5 S ik i o
O ARREAE SR R AR IR A [T]. B E TR REF SR, 2022,
23(1): 9-17. doi: 10.3969/j.issn.1671-0673.2022.01.002.
CHEN Meng, XING Xiaopeng, CHEN Shiwen, et al.
Unintentional phase modulation on pulse feature extraction
and radar specific emitter identification based on Bezier
curvelJ]. Journal of Information Engineering University,
2022, 23(1): 9-17. doi: 10.3969/j.issn.1671-0673.2022.01.002.
ZREE, VO, TRE, & BT R IAARAE R & S A
RG], AE 2R, 2020, 41(5): 104-111. doi: 10.11959/].issn.
1000-436x.2020084.

QIN Xin, HUANG Jie, WANG Jiantao, et al. Radar emitter
identification based on unintentional phase modulation on
pulse characteristic[J]. Journal on Communications, 2020,
41(5): 104-111. doi: 10.11959/j.issn.1000-436x.2020084.

RU Xiaohu, YE Haohuan, LIU Zheng, et al. An
experimental study on secondary radar transponder UMOP
characteristics[C]. Proceedings of 2016 European Radar
Conference, London, UK, 2016: 314-317.

LUO Zhenyu, CAO Yunhe, YEO T S, et al. Few-Shot radar
jamming recognition network via time-frequency self-
attention and global knowledge distillation[J]. IEEE
Transactions on Geoscience and Remote Sensing, 2023, 61:
5105612. doi: 10.1109/TGRS.2023.3280322.

FET, Y. 2T CWD BRI CNN I Jo £k s i 1 7>
Z[J). HFMERR, 2023, 46(5): 50-56. doi: 10.19651/j.
cnki.emt.2210805.

LI Baoping and WEI Po. Radio modulation classification
based on CWD spectrogram and improved CNNJ[J].
Electronic Measurement Technology, 2023, 46(5): 50-56.
doi: 10.19651 /j.cnki.emt.2210805.

ZHEN Pan, ZHANG Bangning, CHEN Zhibo, et al.
Spectrum sensing method based on wavelet transform and
residual network[J]. IEEE Wireless Communications

Letters, 2022, 11(12): 2517-2521. doi: 10.1109/LWC.2022.


https://doi.org/10.1016/j.measurement.2020.107777
https://doi.org/10.1016/j.measurement.2020.107777
https://doi.org/10.1109/tim.2017.2687539
https://doi.org/10.1109/tim.2017.2687539
https://doi.org/10.1109/JSTSP.2018.2796446
https://doi.org/10.1109/JSTSP.2018.2796446
https://doi.org/10.3969/j.issn.1671-0673.2022.01.002
https://doi.org/10.3969/j.issn.1671-0673.2022.01.002
https://doi.org/10.3969/j.issn.1671-0673.2022.01.002
https://doi.org/10.3969/j.issn.1671-0673.2022.01.002
https://doi.org/10.3969/j.issn.1671-0673.2022.01.002
https://doi.org/10.3969/j.issn.1671-0673.2022.01.002
https://doi.org/10.11959/j.issn.1000-436x.2020084
https://doi.org/10.11959/j.issn.1000-436x.2020084
https://doi.org/10.11959/j.issn.1000-436x.2020084
https://doi.org/10.11959/j.issn.1000-436x.2020084
https://doi.org/10.11959/j.issn.1000-436x.2020084
https://doi.org/10.11959/j.issn.1000-436x.2020084
https://doi.org/10.11959/j.issn.1000-436x.2020084
https://doi.org/10.1109/TGRS.2023.3280322
https://doi.org/10.19651/j.cnki.emt.2210805
https://doi.org/10.19651/j.cnki.emt.2210805
https://doi.org/10.19651/j.cnki.emt.2210805
https://doi.org/10.1109/LWC.2022.3207296

o

=]

AR Fx &

(10]

(11]

(12]

(13]

(14]

(15]

[16]

(17]

3207296.

LI Jianfeng, HUANG Dingkun, YAN Xiaopeng, et al. Low
SNR FM signal preprocessing method based on low-order
cyclic statistics and WVD distribution[C]. Proceedings of
the 2nd International Conference on Robotics, Artificial
Intelligence and Intelligent Control, Mianyang, China, 2023:
258-262. doi: 10.1109/RAIIC59453.2023.10280797.

SATIJA U, TRIVEDI N, BISWAL G, et al. Specific emitter
identification based on variational mode decomposition and
spectral features in single hop and relaying scenarios[J].
IEEE Transactions on Information Forensics and Security,
2019, 14(3): 581-591. doi: 10.1109/TIFS.2018.2855665.
5%, FHE, THU, % ETSHMHUVMDM
Light GBM ) & &SR SHEAMAIR B[] ML Feas, 2022, 29(2):
93-100. doi: 10.12132/ISSN.1673-5048.2021.0073.

XIAO Yihan, LI Dongnian, YU Xiangzhen, et al. Radar
emitter individual identification based on parameter
optimization VMD and LightGBM[J]. Aero Weaponry,
2022, 29(2): 93-100. doi: 10.12132/ISSN.1673-5048.2021.
0073.

WRER, FEXERR, VPiE, % BT Raw I/ QFIEREE % > HSHITFR &0
W RLER[T]. HIEFHH, 2023, 12(1): 214-234. doi: 10.
12000/JR22140.

CHEN Xiang, WANG Liandong, XU Xiong, et al. A review
of radio frequency fingerprinting methods based on Raw
I/Q and deep learning[J]. Journal of Radars, 2023, 12(1):
214-234. doi: 10.12000/JR22140.

TU Ya, LIN Yun, ZHA Haoran, et al. Large-scale real-world
radio signal recognition with deep learning[J]. Chinese
Journal of Aeronautics, 2022, 35(9): 35-48. doi: 10.1016/j.
¢ja.2021.08.016.

SANKHE K, BELGIOVINE M, ZHOU Fan, et al.
ORACLE: Optimized radio clAssification through
convolutional neural. nEtworks[C]. Proceedings of the IEEE
Conference on Computer Communications, Pairs, France,
2019: 370-378. doi: 10.1109/INFOCOM.2019.8737463.

YU Jiabao, HU Aiqun, LI Guyue, et al. A robust RF
fingerprinting approach using multisampling convolutional
neural network[J]. IEEE Internet of Things Journal, 2019,
6(4): 6786-6799. doi: 10.1109/JI0T.2019.2911347.

WAN Tao, JI Hao, XIONG Wanan, et al. Deep learning-

[18]

[19]

[20]

21]

[22]

SRZEE
ERLAGE
THA:
TR

based specific emitter identification using integral
bispectrum and the slice of ambiguity function[J]. Signal,
Image and Video Processing, 2022, 16(7): 2009-2017. doi:
10.1007/s11760-022-02162-x.

ELMAGHBUB A and HAMDAOUI B. Leveraging
hardware-impaired out-of-band information through deep
neural networks for robust wireless device classification[J].
arXiv preprint arXiv: 2004.11126, 2020. (ZEFEM_EZH, iF
B R R ).

Tz, B 5%, Transformer W 4% 75 75 12 58 S U5 1550 H 1R B
F[T]. BIFFH, 2021, 48(5): 81-85,104. doi: 10.11991/yykj.
202101008.

WANG Liang and XIAO Yihan. Application of transformer
network in radar emitter recognition[J]. Applied Science and
Technology, 2021, 48(5): 81-85,104. doi: 10.11991/yykj.
202101008.

RERET, RO, SAON, 55, He TS SRR S0 It il £ 4y
PRI VL[] R BT, 2021, 37(3): 6-9,23. doi: 10.
16328/j.htdz8511.2021.03.002.

CUI Tianshu, ZHAO Wenjie, HUANG Yonghui, et al.
Radio frequency fingerprint-based TT&C ground station
identification method[J]. Aerospace Electronic Warfare,
2021, 37(3): 6-9,23. doi: 10.16328/j.htdz8511.2021.03.002.
SUN Liting, WANG Xiang, YANG Afeng, et al. Radio
frequency fingerprint extraction based on multi-dimension
approximate entropy[J]. IEEE Signal Processing Letters,
2020, 27: 471-475. doi: 10.1109/LSP.2020.2978333.
BIWRIR, SRR, T, & BT WRERZEMSADS-BE 5
SESFIRAMRIR B[], A4S T8, 2021, 28(4): 24-29. doi: 10.
12132 /ISSN.1673-5048.2020.0095.

WENG Lintianran, PENG Jinlin, HE Yuan, et al. Specific
emitter identification of ADS-B signal based on deep
residual network[J]. Aero Weaponry, 2021, 28(4): 24-29.
doi: 10.12132/ISSN.1673-5048.2020.0095.

2,
5,
Hs
%,

i, BB, WHTOTEAE SRR, PlasaE ).
fonE, BFFCTT 1) e e R SRR

e, BIBTFCR, BRAIT IO IL(E 5 A AE.
W, BB, WHIOTEARESES . A B

TR R R


https://doi.org/10.1109/LWC.2022.3207296
https://doi.org/10.1109/RAIIC59453.2023.10280797
https://doi.org/10.1109/TIFS.2018.2855665
https://doi.org/10.12132/ISSN.1673-5048.2021.0073
https://doi.org/10.12132/ISSN.1673-5048.2021.0073
https://doi.org/10.12132/ISSN.1673-5048.2021.0073
https://doi.org/10.12132/ISSN.1673-5048.2021.0073
https://doi.org/10.12132/ISSN.1673-5048.2021.0073
https://doi.org/10.12132/ISSN.1673-5048.2021.0073
https://doi.org/10.12132/ISSN.1673-5048.2021.0073
https://doi.org/10.12000/JR22140
https://doi.org/10.12000/JR22140
https://doi.org/10.12000/JR22140
https://doi.org/10.1016/j.cja.2021.08.016
https://doi.org/10.1016/j.cja.2021.08.016
https://doi.org/10.1109/INFOCOM.2019.8737463
https://doi.org/10.1109/JIOT.2019.2911347
https://doi.org/10.1007/s11760-022-02162-x
https://doi.org/10.1007/s11760-022-02162-x
https://doi.org/10.1007/s11760-022-02162-x
https://doi.org/10.1007/s11760-022-02162-x
https://doi.org/10.1007/s11760-022-02162-x
https://doi.org/10.1007/s11760-022-02162-x
https://doi.org/10.1007/s11760-022-02162-x
https://doi.org/10.11991/yykj.202101008
https://doi.org/10.11991/yykj.202101008
https://doi.org/10.11991/yykj.202101008
https://doi.org/10.11991/yykj.202101008
https://doi.org/10.16328/j.htdz8511.2021.03.002
https://doi.org/10.16328/j.htdz8511.2021.03.002
https://doi.org/10.16328/j.htdz8511.2021.03.002
https://doi.org/10.1109/LSP.2020.2978333
https://doi.org/10.12132/ISSN.1673-5048.2020.0095
https://doi.org/10.12132/ISSN.1673-5048.2020.0095
https://doi.org/10.12132/ISSN.1673-5048.2020.0095
https://doi.org/10.12132/ISSN.1673-5048.2020.0095
https://doi.org/10.12132/ISSN.1673-5048.2020.0095
https://doi.org/10.12132/ISSN.1673-5048.2020.0095
https://doi.org/10.12132/ISSN.1673-5048.2020.0095

	1 引言
	2 理论分析
	2.1 相位噪声模型

	2 基于Dual RFF-CNN2网络的辐射源个体识别算法
	3 实验结果与分析
	3.1 指纹特征可视化分析实验
	3.2 抽取倍率影响实验
	3.3 鲁棒性实验
	3.4 特征融合对比实验
	3.5 基于暂稳态特征的辐射源个体识别对比实验
	3.6 性能对比实验

	4 结论
	参考文献

