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Abstract: Recently Fang et al. (2011) proposed a password-based remote user authentication scheme using smart
cards for resource-constrained environment, and claimed that their scheme was secure and practical. However, it is
found that their scheme can not achieve the claimed security, it is vulnerable to offline password guessing attack,
parallel session attack and known key attack. In addition, the password change phase of their scheme is not
user-friendly and practical. Consequently, an improved scheme is presented and analyzed, the analysis shows that

new scheme eliminates the defects of Fang et al.’s scheme while keeping the merit of high performance, suitable for

Vol.34No.10
Oct. 2012

resource-constrained and security-concerned application scenarios.

Key words: Authentication; Smart card; Offline password guessing attack; Parallel session attack

1 355

BEAE LTRSS W B 45 R T B4 I DUk
&, FRARGN MR H e, EiafEi
JAURINR S % 2 (A AT B AE, A2 OR 23 A7 20 4%
WEHEERE L ENIEATFE . NEFF S E S
PUNFESSZFE A P G4y, LT 200 S ik H:
AR, FEART SNy 32 (1) FETH T FroniE {5
B, WinE 4. PINs. 8%, ()R g
502 R, LR fe+. %K. USB-key %;
(3)FETH 7 B AT AR AR e, L TE . g

2012-04-05 W #], 2012-06-20 &[]

K [ ARRFEIE 4 (61073042, 61170241), 115 BT B2 7% /S
YL S 30 3 42 (LBH-Q10141) Rk 5l Fit K 27 B 4% 55 A8 e A [
T G % 4 (SKLNS T-2009-1-10) ¢ By i

MHEEEE: VR wangdingg@mail.nankai.edu.cn

o, ElAF. RS OIAEBR AT, EAX
(D= R R RN i R RSPy O K7 N
D2 CIp N L 15 P A EE 2 /N e i i B €/ N T
e HE D T I AZ TR B AR AR 55 11
Ay WEH L RIS JESCRIEAE, XA 4y
WAAE 2R U I W — ol 22 4 g — 104 1% M
it 55104 3 A A BAR S SCHE L STk (2]
SCHR[3]) 2 KT A A TE ML — AN L2k o

P GE K31 14 K 5 0 A IE 5 5 10 55— BB
s DRSS d i w5 ZAF il UG UER I, DA i iy
KT AR 2 A B AN B R D4 i SR UIE Y
LA RN, KRR TR RS LAY S
[FIRUER - 5 A GIE Ty el it P o ik sy AR
BB TSRO e~ A A R 2 5 L
EAIDCHE R, I eI P Uk B ol i g




10 ) VA R TERS

G T 52 RGBT AR P AIE TS S 20 W ol 2521

FEo AT 5% e Am oLV g Bl a0t n) TR A5 15 T Bt 4
AR H KO0, — B EER N BURS G BN
BB PR, 3K 8877 S48 1 I 4G 20 26 11 A4 Wl 25
S FN ) = L N (2 L i 37 o9 117 S RS
X, IR T L TR R R
Wm0y g 1 (B i e H A7 AR R B
HCRER 22 At g 1T

2007 4F Wang %5 NMERESCHR[5] 7 A2 25
2 A I B Ay B B A5 e A b, 1R T —
ANFET Hash B0 S e 2 AN E T 46,
FEEFRAATT et 7 S8 REAE 77480 00 ) 25 b B0
JHro 2009 4F Chung 2 A #1 R I Wang 25 N 7 %
AR TCIEART TR 2 T A0 I B F ) B Bl SR G
BEXTIX B2 A A T 03 % . B Chung 558 A
O T B8 IR g A R T A R 3k B SO S 1k
78 P i e EEREAT PRI K IRE R iz 5, ANid &
PEUR 2 PRIABE N H - 2011 4 Fang %5 N4 % Wang
LN LW WS AT E RS T —4
O T 5, BRI B S T S A DR v P 1 [
B, SR TR T A ISR A B . 5 B
TR LG, T RS2 RIAE .

ALE oM T Fang 25 N5 240k, 1/
WA 7 SR OV S BT AR R IR B 12 4 1 A A I L
X O PG FPAT S im B 2 WE 99 11, HARAE
P A B E el R A U 22 M) R AR G 7EAR£F Fang
EENTTERBIIEA L, T AN R
&, VEAN T T 0T R R R
2 FangZ A A REEEM

Fang %5 NV RS 4 NB  BIVEMHI B
GBS MR B AR B, 7 & il
AT SIS S 1 s
2.1 JEMME

R1: WP U EREH P 4 1D, I PW, , Az sBE L
o, UMb e PW,) .

1 HESEX

e a3 e X
U, JiI h() A B 8
BB k(0%
s R 25 38 h, () W
PR T
D, P hRRA ® Sl Sekiz
PW,  Ffm 04 I Ho b

WY 8R4 A—B: M jﬁiﬁlﬁ\ Mﬁﬁjl‘jlz‘
o REREE S A fE% % B
ed  RERAY, A= B.M  HNE MiEHs
R S A 8 B

R2: U, = S :{ID, ,h(b®PW,)}.

R3: JR55#% S - AEBEHLEL N, . THE k= h(ID,
Pr®N,), R=kahb®PW,), RIGH{R, n(),
h() YENRRE R, RS 6 8 T R AEFT 4 H
{ID;, N, }-

R4: S = U, gk,

R5: U ¥ b BAFREF
2.2 BFEMEL

L1: (iU ARG R, FNID, F1PW, .

L2: FEeRIHEE=Roh(baPW,), F=EREHL
Hor, SHCURTNRERT, , HHC, =k @ h(reb)
MCy,=n((reob)eT,).

L3: U, — S:{ID,,C,,C, T, }

2.3 INIERYEX

V1 5545 S AE R T, B 2K B U, BGIE
WRE, B ID AT, A, #ID, BT, TR
AT, —T, > AT, WHRAG IR, B0, S
P 1D, , MG & EdE i S 1D, RV N,

V2: SIHH k=nID,®@z@®N,), C, =C, &k
HCy = by (WC) D T,) s SRIGHAIF Cy = Cy S5 AL
WERAEAL, WS4 U, Pk w0, St
HC,=h(C,eT) .

V3: §—U, :{Cy,T.,} o

VA: U, K8 T 1A 3, SRS O = hy(h(r
o) B T,), FHIIUEC,y = Cy T ML IR, M
U, 1S LR YISK = h(r @ b), INUETE .
2.4 OSEMMEE

Cl: FIJ U AR+, BN ID, #IPW, .

C2: BREREBENLEL 7, , BHCY TN R T,
W k=R h(b S PW,),m =k@r, #lm, = h,(h(r,)
oT,) -

c3: U, — SH{ID,,m,m,,T, }o

C4: MR55 4 S Em ) T, Bl 3ok B U, R4
SHTER G, A ID, R T, A R, 51D, 80T,
B, WAET T, >AT, WO FEHER; 7
I, SRS ID, , A5 & HE th LS ID, X AT N, o

C5: S H k=nID, &z N,), m =m Ok
Flmy = (h(m) ©T,) > RJGHAE my = m, ST 75K
S WURANEGE, WS HEZE U, (1112 BHE K.

C6: S EBENLEL N, Sk, = h(ID, &
@ N™), my =k @ koo, Mmy = by (h(k,,,) ®T,) -

cr: S—U :{my,m, T }o

C8: U W& T AR, RIGH m =
k@ my Mmy = by (h(my) ® T,) » FEHAE my = my ST
AT . MR, WU, PR A PWR,
my = h (my) B Ry = Kooy ® b0 &PW™), Hf R



2522 mF5F B %R

%34 %

e R &ty, REH R, BHR .

C9: U, — S:{ms}.

C10: S it my =h (m,), BUEmy = my &
IR o TRANEST, W) S F048 U, 1R 114 538 175 5K 5
), S H N BN,

3 FangE AARZEMS

SCHR[3] T 40 T BEAT ) T4 e R 119 1A A IE
PSRl R 1 9 Tz ATk, AR SN IE
FHY e APk, DLRBRREHNHT L 205 I Bt . DoS
By B Bk R . P AT S
Stolen-Verifier Blili f1% fg -~ % KKt Fang 55 A
U5 F A FRBES AR 4 1 A B, HERA TR
FRIZTT BT SEIIE — 24 Hbw, JFHXPAT
S B A AN B B R WGS9 1K . Ak, Fang 45
N T7 &0 H 4 BB B B 4 DoS(Denial  of
Service) Bili, 7E—BH AT 2 7 A A28 1H
PIAN 4, H PRI 2
3.1 BLOSEMNIE

Bk A0 I B A FE T 1A TR UE W i30T I
(W d KAy, — /NS IR A AIE 7 RNV g%
7 A2 s o T AT 150 AT A B Fang 55 A7 Z A5G
P — %A Hbs. BT U, 04 PW, H 3L
HEEPE, AT HEIEZ, PW AR 4P,
Wi 8 3 REFE 23 B Bl 5% B s i i A A o s
FOAROWOL AIRAG U, A RE RN BAEE S B R b o
Rt F R A TR EAER T S U, 5 )R
F-45 S M RIS K B { 1D, , C,,C, , T, }» W]
SRS A AR B, ARSI

()Bi ZREM U, 1040 PW,

)t H E =RohbOPW,) , M =1 (r®b)
=C, @k MCy =h.(W(M)&T,);

(3)IRAUE C) = C, AL o TR ar,
PW, JIERG; A% (1),

P AR R R, FIR AR AR AT
Z R N SER. — BXGEF IR PW, , FIFHC
SR R e R AME S R M, E i E X
DEEBE k= Reh(b e PW,) . W, Buhig Ll
R B U, BRI SS4s S, 8UE 15 B RS 2% S bk
B U, BRAUEE BT mm

F5 1, SCHR[18] T IE B A HRHT 25 26 11 A4 2
i, AAVAFEMCA AR - AHEAR, BUAIE T
F R E 2 AR 1 A AE 7 B BB TZ L
3.2 EMFALE

T S TR S B R B VGIE DM, BEHSPT T AN
FHHYGE AR AR/ Zeam oo
IR, RS E 20 S i 25 S AN 2 e 31 3L

BRI AT

B U, FLS B S j IRl I 2 16 % ] SK, =
h(r @ b) ke, Brdid PR S A FHE SRR IK
HFME O], WATHEHMESE L = 0! ®SK, .
Bel B RS Sk Ja, WL H U, f S (AT
EAT AT HEYSK, =ka o, Hfot WATF
fFEEk. Bk, Fang 4 N7 EA RO A3 HIL
o

Sebr b, BUhHRER Sk o, BT
132U, R, AT LABER Ak B Bt . — U7
I, Wi Ak gk 5{1D,,C,,C, , T, i
BU s, oo =konX) o, =hn(h(X)
eT,), X MNUERG T, b 4 uri E; 5—7J5m,
Wik ] 3 Ak A e N B ¢y, T MR E
S 6K B U, BRAIEE BT, ey = R (0
eT,) =h,((C,ok)®T,), T, R Hi A1,

3.3 FITERE

WU, 28§ IR R R’ o
M54 S 10 U, RIEM N B md,m], T/ }o BRI
HE ABSE T ZME, A A K RE—A TR
S I IES U, Wi E U, BRI
R R

(1) Bei # A T 4 4% S R 36 A UE 17 SR B
{ID,,md,m?, 77}, HID, t /& 56 HT M A THEIE
(e

(2) 1T mf Fiom] 53 5 C, F C, 4 58 A A [
Mgk, HT/ &A80, WS ¥iEzks “H
F1U 7 AR SR, FFmN{Cy, T,}

(3)Buki# A#IRA{Cy, T} H EF -

R BGH I RRPER 2 T, MRS As S UChIAE
WRkck A “H U7, mskks Bixid ko B Bk
A, U, RIS, i RS A S FIH U, #B5E
WAB AL, HEEERE, Buh# A BR
BRI T 4545 S, AH A FEASFITE YR 1) 216 %
B, M A FEVGEEME e 5 AN feidt— 1 S .
AR B I fE AT R, AR TS T IAIEEMY
GAIBATI “UCHC Sl 7 (AR JgU )0l
3.4 APRIFHERE

FE A SR B, A0S B my YEM S F K
BB RPN Bk, DRSS S it AN 2 TR
24, RSB 7 o AR S5 A8 A E S 8N — 2,
U P TR I B S o AR YUX— 7], Fang
SN RERIEH R, & RAT, 5E¥ R RER
Hgfy (BRI I 2 T ), DA o AR 55 2%
AN IESEOR— S T FHIH O AR R B 5% S« X8
SEOII B ——AE— BN, U, AR EAZ



10 ) VA R TERS

G T 52 RGBT AR P AIE TS S 20 W ol 2523

B4 PW ™ FIIHEA PW, . RUNFEU, BK, HAK
A THI B e i, H U, FFANENIE Ak 25 78 i 4 75
WESERSECER, U, J a2 04 PWY 1)
SR FAE R, MKE S 1R 3 ke A W (T2t g oAy )
Z T, ): WG TR, WSS A O 5¢ S 508
IG5 AT R 142 PWIY s B SR, e 554
Ui AR SE RSB, B A PW Y oL, A
[HE A PW, . U, T 245 T, ~ T, IXBLN A AN idAZ
BIHBAS D4, 6 PR YRR & — AN 4,
I HA& 0 R 75 ZRA MR AE it 8]

AL, 18 Fang S8 A7 ERH -~ 04 Bt %
o RS A L[R2 8 O B A Sk IR .
MCHE SCHR[14) LA FRATTHI 4347, S50k A8 b R 1) 5
B AL, MRS5Hs S 78 A ) S R
I 58 B ME— AR X P IH A A E: HAH
104 PW, 5S40k BRI LR, S50k 10
SO A R EER . 7, SERR Y, PR
B A AR B G 5 T PW, 8RS 50 k itk 55 (1) A
Ko gif Bk, Sk I EnE S Y Bk 5
BRSO A B, XA SR [14) R W k. — B
W4 PW, 8k Mg, R RER 2RSS 4
WATEEM, XA LR T T A
FE R P o R 45 A i DA UE 2 50— 3]
4 WHAFE

AATIEARFF Fang 55 N J7 ZALHBREER -, ARAE
82 et o, AT %, 1k
HEVE R EARIAE LT LA (1) NPT 2 2550
Yoy, ohdk 7 S0 e A I T O R e A RTR
BRI AERRE 8 (2) AFRPTE AN B T, 0L
W7 B TE B H R IE IEAE “vH5 ke T ol
(3) NP PAT il Beiti, St 7 e S 4
FPRFE 22 S5 (4) A Ak 104 BEOET B B g A i
G5 20 AIE S HOA —20n) i, S0t 0 A 5T
B B O P s 2 B0 AT T, ORI A PW,
SRk MR, B RTRE R R, A S Y
B 58 BN I 45 28 B DAUE 25501 5387

T Ay I B SR B DGR B
14 BB BEF B E MY B, Horb 55 % Lk 1
BiR.
4.1 FAMEL

g4 S = KRB p Mg, HHn=pg; I&
WAHe, WHEBHI, WL ed=1mod(p—1)

(g=1)o Hrfp, ¢ MdZRHESH, nMetRR
RNITZHL.

R1: W)U EFH 4 1D, FIH 4 PW,, 2Rk
BEBLE D , JFUHSE (b @ PW,) .

R2: U, = S :{ID, ,h(b®PW,)}.

R3: SPEERMNLEN, , iFH k=h(ID, od
ON)FIR=kahboPW,), K{R e,n ,h(), h()}
GANRRR, fEha8EEPRAE{ID,, N, }.

R4: U, = S :Hfe k.

R5: U, Kb GEAEHER.

4.2 BFEMEL

L1: AP U AR RER, FiID, #1 PW, .

L2: B R ERNLEC  SBCS AT A T,
HHE=Rohb®PW,), C,=koh(r||T,| 1D,
MOy =r°modn .

L3. U, — S:{1ID,,C,,C, T, }

4.3 INEBNEL

V1 45 4% S AR T, Bl Bk B U, IAIE
KRG, K& ID, T, MA¥E, 451D, 8T, oAk,
AT -T, >AT, WIEL4IEwk; &, S H
A d % C, 138 r , WHE=C, @ h(r|| T, || ID,),
M 5 HE s ID, AR N,

V2: S K =n(ID, ®@d@N,) , RJGKAE
k' =K SRR WAL, W) SR U, FIIAE
K

V3: SHHCy=h (ID, || 7||T,) -

Va: § - U, :A{Cy, T}

Vh: U R BT A, REIH O, =
h(ID; || 7 || T,) FFEAIE Oy = Cy A5 AT o WIH KT,
WU, # S IA) HE 5= 415 % 8 SK = h(ID, || T, || T, ||
), NIETER.

4.4 OSEHMEL

Ol: BATE M B L1~L3 FIAEM B Vi~
V2.

C2: S H my =hy(r||T, ||1ID;)

C3: S—U, :{my,T.}-

Cd: U, KI &5 T, A M, REIHH my =
h(r || T, || ID,) HEERAE my = my J& 75 O W13 &
S, WU AN A PW, WFE R, =kO
hb & PW™), RIEH R, FHER .

4.5 EEMMMEL

MR R, BE KIS K MR 14 PW,
ek g, B P U, AR R 44 1D, RED 4
PW! I 5528 BT M, BRI R S B BeAH
I
5 AR

GAPERIYCE R R T DA NE T A1
PN S EZEARARS, I3 X PIAN 5 T AT 4
Bre



2524

B 5 AR ¥ M

% 34 %

5.1 BEMNHR

Ttk BT Fang 25 A7 RIF4kK T 1%
7P HAT A, 90 an SEIOB ) GIE R R ) 2
Ak, HPUE R (5B B R 4RSS B A,
TEIX 873 P SO B 5 (1) 2 AR PR EAT 43
5.LIMIMBEZOASENKE ik he
I3 BT B 5% A B i A5 A 1 Mk B R, SR A3 T
U, IR RN SR b .

FH P AE W 28 AL T B R AR 14 PW, 1)
HISOBA, Budir HResEk i P 5 RS54 a8 Bl 2
FHIEE, KRBt . Eampng, ms
PR P B R AT B Sl e e fE e AL i, wr
DABH 1 Jts 2 65 S ARGk o 788 S AR B
HAZHE RS PW, G, 58, Fang A7
E—FE, BUGHFEEERMAL A PW,, REITH
F=Roh(bePW,), FEMEAEATHERE WIE
TP A6 UE BT 0 ) W, A IE A o AR W B A
RT{ID,,C,,C,, T, Y {Cy,T,} o HEHT C, FC,
PRGN T — AL, T B A
T R4 S FAEH a % C, A RESRIEN, PRIt
FARE r BMEFE 5 53— A R n MERE S5
BAVEE G H A NP RN . I BEHLEF
HUEE PRI T 0, F1 ¢,y 5 PW, Z [A1 96 11F 5% & AL 3
P, AT B Jo ik B AR R A UE T SR 56 P
TR B R IERAYE, 300 Mok 2tk e I A T A
W PW, IERIPE. R, Sty 28T AR AR 25 2k
1A W it
5.1.2 BHZAME Fang AR5 Y
Kk MR AR RAE T, SR SK = h(r ©b) 2%
KB CL =k @ h(r @) M EZA GRSy, SK Flk
ZIH BRI A IE H R i & ) e alis
ol LA o) M SK IS k% 0% 28k, Bk =
C,®h(reb)=C, ®SK .

FECHE T A, U P v 4 1 B SK =
RAD; || T, | T, || 7) ASFF A AT DR 5 ) B2 sl )
PR ISy, I HAE TS SK NI I 5N IR I £ &
BT, T, Fr R SIUAS R 23 10f (0] 2= 1 %5 21 1) Bk a7
PEo PR, oldt s SR Tl B EMsL”
JER, BRI O A H Bt

51.3 FITSEKRE T C RIUET msgl={ID,,
C,,Cy T, Y5EHENE, Oy BRIE T msg2={C,, T, }I¥
SERENE, my PRE T msg3={m,, T, }HI5EHENME, AT
SARBER A BRI, DIUERTEEAD msgl, msg2 BY
msg3 P H—J71, C,,Cy Flm, IG5 7
Ho 0y fm, AN T BT, 8L T, . B, &
XF IR — F PSP AT 2 iE Bt R AN 2 BT, )
Fang % N5 %M PAT G BEE AT P A TAH
M. WA, C) L0 Rlmg RGN T T S AR
fFID, o FE, # msgl, msg2 5% msg3 Bk H e
PG P I R, BRI AR, Rk, 2
W E AT S Bt .
514 APEIFH Fang N7 RAE AT HI B
PRI VR AR AR SRR T, FH P i A IR 25 2%
Ui ) EERNIE S, ARAE B Z AHAIES A
— AT RETE . M P R R 45 s i — R TR A
IS IA BN, S ThReE x4 s, H
JALE— B A Y Db 28R I e AZ 8T IR AN 11 4o T
Uk T S0 1 BT B, AN A I 5% A% i BE T
WIESH, MR BR T P R 55 48 A UE S 4000
—EaraetE. JFH, T HA PW, Bk it
#&, BE e R ERN, lad ik B Bk S
MBS B, ST BAEARRAC A PR [F]
I, dee TR

2 45T Fang 8 NJ7%. Wang AT
Chung %5 N\ 77 EFIA S P4 th ook 7 % 1 2 A
Jio tHEE 2 WIAN, Bk r 2 ikAb T Fang 48 N7 %1
LA, ST SCHER[3] AT A 6 A AE B SR
KM 9 T B4 Hiw.
5.2 XS

FRE VS e R B, R P B AIE 7
MRCR FEERR T A A, EfEE. MR EM
fEfitie . JAE R E IR MG B, TR T
BT RIG BRI E T, MR Rz H T,
Al Hash i85 T, , Hbh T ~ 6007, 2V, HAMHHHE
W e NN A0 B P T
DA ). FHERNEIMEAE & ek, IR
FH P i R A 2 B ae e I 1 FH 7 8 SR AR R A,

%2 MXRERAPOSINEFENREMELILR

e Lw) S 4k fiDoS  HIELHSL  FIEK Pl E POEAT BB EA
AIE Bt LG Bt Bt SWBGE TG S PEG
Wang 48 A5 %2 P 7 P i P 7 o P 7
Chung 55 \M77 % o Kt o P P Kt o P Kt
Fang %5 A\177 % P P P i P Kt 5 P 7
AL SCETT % = Kt = P P Kt = P Kt




10 ) VA R TERS

G T 52 RGBT AR P AIE TS S 20 W ol

2525

DAL b 7 8 PR 20 R T I 6 S B BRI IR I B
AROe—fettk, H¥% Hash %k, SURAGH0 SHA-1,
HAHCHIME N 160 bit, REAAIBENLE. F 7 1D Fl
14 PW KK 128 bit, Hessasr= A KA H n Fl
N e KEEHI N 1024 bite 2085 e B e, S2br
I R TR RN AT, A e Il IUE R
/N, e =38 e =17  fE— 2R AT KRB EHMS G
G N R BB, AH e N EREEUE N
20 1B PRk, AW AH e MIKSE N 32 bit, W
gz£%2zmno%?%%ﬁ@%@ﬁ
MIRCALP, $AEEASC SRS : PIV 3 GHz &b
L, 512 MB NAF, Linux-2.6.10 #:4F R 5. 2k
FREARCH 1000, T, T, AT, PrAESR I 3
B, e n | Rl e | 23 MRS n R EL e 1K
B, B3R B, 4 ANHSG T FE R s
L AP,

Chung %5 N J7 2R BEALE LS RS 40 B
WrEEPE, WL 3 AR H, e 3 M RIS IR
BALE, MRS BRI . ARG T RN T Wik
Fang 55 A\ J7 M Wang %5 N 77 FATAE 1 12545 11 24
WB G, SINT AHER, i 2 —Ik
NFRBBTRRIZ S . LAAE A R iz A
SmartMIPS-4 KSc 33 MHz itk A AEE L ]2, 24
B n K0 1024 bit B, — R Riz E
FEF 320 ms, 1 — /MR B R Teis HAL T 2 2.28
ms. SCHR[24,25] AT FUth R, /N U R SRz &
(T SEARY L T AR O R R IZ AR 2, TR
TR P v, WA RER IS, BT IR
ANFRHUR R TR IE S T L2 1 6

FH % 3 R 4 X6 Ll T 21 A ek J5 21 Chung

SENTTEN T vk Fang 55 N 7 81 Wang 55 N 7 &
FAEWIIR 2 LA, SINT AHEAR, AT
WG AT — B ot 3Rt T 5 Chung 55 A
TR RS2, HHSEREIEREILT Chung
HNTTR I, St ZOREF T Fang 58 A7 £
EAUEAT Chung 56 N F @4k, BIEA T
A SRS R PR 52 RS FH A%

6 ZERIE

AL T Fang 5 N EHwe 4k, fa
%7 FESEI T SRR 4 L1 A5 I %G, H
X OB G R EAT S iR B R a9 s AR e
{R¥F Fang 5 N\ J7 Z a RGN AR LA b, 25t 7 —
AU %, L R TR pR B A R
By R ARG 1) o 22 AP Ay BT R B, OB R gt Uy
ZURAN T Fang 55 A7 B 1% AR, fets sl BEAR
1A UE BSOS 43 a2 1) 9 T 222247k, JFH
P TP R RS TR, Al &
AR ES 4 A5 W Mo i 70 2 7w A I 17—k
TRBR I H, SRCRIERBII T BRA W24
PEM) Chung S8 AT E . 56 KE, ol 77 £MsEH
PEAI Fang 55 A7 % Wang 55 A7 %M Chung
GENTT R RSy, HE A T 0224 7 SRR e 1) 2%
T5SZ RS F RS

AR, a2 i)
SROERET A ), R AT IR B 2 A BRI et Uy
S VEAT A T A UE R FRATT N — 20 (1)
TAE. BAh, Sl LA Fang 8 A7 %A1 Chung
GNTTZRHE, P B4 (0 B0 75 22 5 55 2 i if
TR, ARRESEIL “H P A A B 87 X —
Frtke Bk, HP B4 3G 5 IR 55 28 A8 T
LAREM S NIETT 5, AER BT
]

& 3 HXERIRIEIZHE I ] (ms)

AR KIRERECRIZH T (| n |= 1024, e |= 1024) INEHETIZE T, (| n |=1024,| e |= 32) Hash 88 T, (h = SHA-1)
T R] 9.057 0.273 0.026
%4 HEXEEBAPOSIMES TR L
AT THE JEAE B /bit
I o — - TR b SN A

& P o M55 2% M R
Wang 25 AWy % 2 5T 37, 576 288 448 i It
Chung % \"J5 % 3 2T +6 7T, 2T +67T, 1472 1184 3232+4" 52 It
Fang 5 NP1y % 2 5T 4T, 576 288 288 2 #
A8y % 2 T, +47T, T +47T, 1440 288 1216 P it

: "Chung % NM7J7 R fe R BR T 474k 3232 bit MEURSS, BT — MCEER & MBEHLT 45 5



2526 oS R R 534 %
P 7_% ST it Computer Standards & Interfaces, 2009, 31(4): 863-868.
£ i > ol 2 = A - ey - 1. N N
- (15] TR, XU, WEE. —FE TR RS T R

1] wmEE, BRAEAR T 042 2R B 5 T X1 S gy 400 T3 G (3], DU IR 223 TREREE AR, 2011,
[J]. PEREER), 2007, 37(2): 223-237. 43(5): 140-145.

Feng Deng-guo and Chen Wei-dong. Modular approach to the Fang En-bo, Liu Jia-yong, and Xiao Feng-xia. An efficient
design and analysis of password-based security protocols[J]. remote user mutual authentication scheme for resource-
Science in China Series E, 2007, 37(2): 223-237. limited environment[J]. Journal of Sichuan University:

2] AT, L. SRS UEF UK AL & B [J]. TR, Engineering Science Edition, 2011, 43(5): 140-145.

2003, 31(7): 1043-1045. [16] Wu Shu-hua, Zhu Yue-fei, and Pu Qiong. Robust smart-
Qin Xiao-long and Yang Yi-xian. Composite attacks on cards-based user authentication scheme with user
strong- password authentication protocol[J]. Acta Electronica anonymity[J]. Security and Communication Networks, 2012,
Sinica, 2003, 31(7): 1043-1045. 5(2): 236-248.

[3] Tsai CS, Lee C C, and Hwang M S. Password authentication (7] Ma  Chun-guang, Wang Ding, and Zhang. Qi-ming.
schemes: current status and key issues[J]. International Cryptanalysis and improvement of Sood et al’s dynamic
Journal of Network Security, 2006, 3(2): 101-115 ID-based authentication scheme[C]. Preceedings of the 8th

4 Ch CCand Wa T C 1% t7 . d éh ticati International Conference on Distributed Computing and

an, an u . Remote password authentication
. & p Internet Technology, Bhubaneswar, India, February 2-4,
with smart cards[J]. IEE Proceedings-E Computers and .
Springer-Verlag, 2012, LNCS 7154: 141-152.
Digital Techniques, 1993, 138(3): 165-168. (18] Halevi S and K « 1. Publick . W d
alevi S an rawczy . Public-key cryptography an
K 1 Ch M. knesses and i ts of

Bl uW © and Chen S Weaknesses an 1mprf)vcr.ncn s otat password protocols[J]. ACM Transactions on Information
eff.lclent password based remote user athentlcatlon scheme and System Security, 1999, 2(3): 230-268.
using smart cards[J]. IEEE Transactions on Consumer [19] Krawczgk H. HMQV: a high-performance secure Diffie-
Electronics, 2004, 50(1): 204-207. Hellman protocol[C]. Advances in Cryptology- CRYPTO

[6] Song R G. Advanced smart card based password 2005, California, USA, August 1418, Springer- Verlag, 2005,
authentication protocol[J]. Computer Standards & Interfaces, LNCS 3621: 546-566.

2010, 32(4): 321-325. [20] Diffie W, Oorschot P C, and Wiener M J. Authentication and

(7] Khan M K, Kim S K, and Alghathbar K. Cryptanalysis and authenticated key exchange[J]. Designs, Codes and
security enhancement of a more efficient & secure dynamic Cryptography, 1992, 2(2): 107-125.

ID-based remote user authentication scheme[J]. Computer [21] Ferguson N, Schneier B, and Kohno T. Cryptography
Communications, 2011, 34(3): 305-309. Engineering: Design Principles and Practical Applications[M].

[8]  Chen T H, Hsiang H C, and Shih W K. Security enhancement New York: John Wiley & Sons, 2010: 326-344.
on an improvement on two remote user authentication [22] Shamus Software Ltd. MIRACL Library[OL]. http://www.
schemes using smart cards[J]. Future Generation Computer shamus.ie/index.php?page=home, 2012-02-17.

Systems, 2011, 27(4): 377-380. [23] GroBsch dl J and Kamendje G A. Architectural

9]  Kocher P, Jaffe J, and Jun B. Differential power analysis[C]. enhancements for Montgomery multiplication on embedded
Advances in Cryptology-CRYPTO 1999, California, USA, RISC processors[C|. Proceedings of the First International
August 15-19, 1999, LNCS 1666: 388-397. Conference on Applied Cryptography and Network Security,

[10] Messerges T S, Dabbish E A, and Sloan R H. Examining Kunming, China, October 16-19, Springer- Verlag, 2003,
smart-card security under the threat of power analysis LNCS 2846: 418-434.
attacks[J]. IEEE Transactions on Computers, 2002, 51(5): [24] Wong D S, Fuentes H H, and Chan A H. The performance
541-552 measurement of cryptographic primitives on palm devices|[C].

' Proceedings of the 17th Annual Computer Securit

[11] Wang X M, Zhang W F, Zhang J S, et al.. Cryptanalysis and roceedigs o ¢ e OMIPTECT - Secuity
. . L Applications Conference, Washington, DC, USA, IEEE
improvement on two efficient remote user authentication .

Computer Society, 2001: 92-101.
scheme using smart cards[J]. Computer Standards and .
Int 2007, 20(5): 507-512 [25] Potlapally N R, Ravi S, Raghunathan A, et al.. A study of the
nierfaces, ’ ): ’ energy consumption characteristics of cryptographic

(12] Tsai J L, Wu T C, and Tsai K Y. New dynamic ID algorithms and security protocols[J]. IEEE Transactions on

authentication scheme using smart cards[J]. International Mobile Computing, 2006, 5(2): 128-143.
Journal of Communication Systems, 2010, 23(12): 1449-1462.

[13] Wang R C, Juang W S, and Lei C L. Robust authentication VEosE: B, 198544, MR, WFSTAIER R SR Ak i E e 4
and key agreement scheme preserving the privacy of secret L B19744FE 4, 4, #Hr, WHAESN, BTN
key[J]. Computer Communications, 2011, 34(3): 274-280. DA 55 B4

[14 Chung H R, Ku W C, and Tsaur M J. Weaknesses and F R 5, 198644, w4, WU S HE R g4
improvement of Wang et al’s remote user password k=i B, 196744, HAt, Bz, HALARTN, WA

authentication scheme for resource-limited environments[J].

fHEZA . WETHE.



