%33 55H 14
201141 H

-

Journal of Electronics & Information Technology

ETMFERILEWHRE LRI

I W A&K W W BT
(B FHEAFHIAAFE L THFR AP 611731)

T8 . SRR R 5 0o 2% 1 o M R e ) 2 AR I ) R, 4% 53 20 1 8% (AR BRE 5 5 LN 0 4 S G 0 45
B, ARSI A B 0 AR I A 5 o 1 G T I 2 ST A 4 ) 20 SR 5 R A R O SR AR, B HbAIE I 4% P
P 2% A B JiT EL AT TR R 5 ) 1) 40 19 28 A )T I 48 A (RO ARG T o TG UR 7 B 5 D) 408 SR AR R BB AR b I HAT AL B AT
SCHG, G A UL T R 44 AR ARG 00 B3R T 0 5% PG BB B AL B A R R R RO I 4 R

LR WSS R MBI, A
FESES: TP393 XERFRIZAG: A
DOI: 10.3724/SP.J.1146.2010.00204

XEHRS: 1009-5896(2011)01-0180-05

Anomaly Detection Based on Network Module Structure

Wang Juan Qin Zhi-guang Liu Qiao Qian Wei-zhong

(School of Computer Science and Engineering, University of Electronic Science and Technology, Chengdu 611731, China)

Abstract: The large scale and high speed networks create massive data and have low detection accuracy. To address
the problems, the idea “module” is brought from complex network into anomaly detection area. Firstly, the
relations between network partition strategy and network detection accuracy are modeled, and a theoretically
proof is given that partition strategy which based on network modularity is favorable for anomaly detection.
Secondly, the module-based detection is proved that has higher detection rate and efficiency than network-based
detection by theoretical analysis and experiments. Finally, by using flow-splitting and parallel processing

technologies this approach can improve efficiency obviously.
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