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Abstract: A new distinguishing attack is presented on Shannon algorithm. The distinguish attack is built by using
linear approximations of both the non-linear feedback shift register and the non-linear filtration function, and 32
distinguishers are derived which the bias is 27 . Therefore, the Shannon algorithm is distinguishable from truly
random cipher after observing 2” keystreams words on average.
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