ERVESS e
2010 47 H

BT 5 fF B ¥ M

Journal of Electronics & Information Technology

BERZE2MHAERNEEMNITIERERTR

BEFE MU A
(R FAZ & TRKRFERBF R #M 450002)

OE R TR AL R R I AN TR RIS SR IR 44 T %, REHRTIE M B B B AR B
PG AL DG Mo, I HAERENLTE Y 5L T B O B2 T 58 48 1) 2 e ] . SIE 48R 2 50
TCUEFI2E 44 T ST T R M XS AR, A% SCER BT 7 A AR IR MR8 5, HAT W R RIS 5
Ab, IR A NN T4 0y ST 4T, Fe iy RRA AW, IR T AR B ik,
KERIA: CUEBAA: Rt BHONEn . LIS, s et

hESES: TP309 NHERFRIRED: A XEHS: 1009-5896(2010)07-1765-04
DOI: 10.3724/SP.J.1146.2009.00965

Strongly Secure Certificateless Signature Scheme without Pairings
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Abstract: This paper presents a strongly secure certificateless signature scheme without pairings, which is
existentially unforgeable against adaptive chosen message and ID attacks. The complete security proof is given
under random oracle model, assuming that the discrete logarithm problem is intractable. The scheme is more
computationally efficient than others built from pairings, as there is no heavily cost pairing operation in this
scheme. In addition, a security analysis is presented for Wang H G’s pairing-free certificateless public key signature,
and the results show that the scheme is insecure with a concrete attack method.

Key words: Certificateless signature; Bilinear pairing; Discrete logarithm problem; Random oracle model; Strongly

Vol.32No.7
Jul. 2010

1 5I&

N T FERURFET G Ay R AR () 3 AT )
Al-RiyamilV S04 4 1 N S 184651 5 25 T 5 40 1
SRS, BEmge B T —FOE I JCiE A
AR . AETCUE P ARSI, T R RAEH S
PR 2 ), — a2 i P B CBENL ™ 2R 1 I
HEBRAE, H—u8 85 H PKG RIS 1)
B BAHP, X PKG HEer=4H P s
A, X fig o T 5T B A A4 [ A
FEE L, MMAETCUE 1525 44 il S EAT 28 44 v LA
IS BB IE AN Dk

Bl A5 JC Uk 153 A R P Ok e, P2 e uE T
D7 % PO gy, A I B TR T R S T [
doktiEm, FECT o EX B . BTk,
ASAEI AW EEAE TS, FH Schnorr 2542 1) B

2009-07-03 Y #, 2009-12-01 2itfm]

E X ARFlAEE 4 (60673081)H1E K 863 K17 H (2006AA01Z417)
ARSI

WMEES: ®EZE  geaijun@163.com

A, AIE T — P AN T B X () TGk 152 44
%o B TSR & St IR X s 5, Ty
FRCR B AN E I CIE PEL T R . 1%
G4 AR T B O Hm) 1 M A, JF HLAE
Huang™ 5 #1211 5% T ToUE 45 25 44 16 B im0 25 7Y
FHERAFAEEA T N IE R

BEAL,  SCHR[6])HF JCUE 15 2 81 %5 R A il FH e AL
LR MEXT I ZE A ARGIARSS &, $E T — A T XL
M E I TUE B AHE L TR, I H AR
(77 FAEBENL IS B R st 22 40 A SCHE L 4T,
Fa X R AT AN Ay, Bl n] DA S 24
FHISCEERAE, BEmnr LLE 7888 4 ST A i S
1T IhIERE S
2 FEHIHR

2.1 TIEPEAKEIB— MR ILiRE

— AN TUET A ARE —BoE T 4 M2
SIS A) SRR A R

(1) RGNV (Setup): %L ZH PKG
eI ML 2 N [ 505, AN 22 Z 8k



1766 mr 5 fF R %M

%324

H ARG A TS params Fl 1% 8] msk;

(2) %A B (Key-Extract): 1552 H
PKG F1H J* 3L (7] 58 B MR 22 1 XN TR) 5002,
5 PKG A H 3 %40 msk fl R4 A 240 params
LR 0 5 4 1D, bS5 6 i F - (0358 23 A
B Dy M8y N H Py IEARIR SR Z P SR H P
LR MEAE sy, JERH RS A IS4 params,
Mgty 1D, MM s 48 Dy, #5285
Piy KB sy » WHHEH B ORISR SKp M
SEHENH PKps

(3)% 44 51k (Sign): ZH LR MBS 5%
JC R A 2 22 T U TR B, AN RGN TS 4L
params , V45 m, 2% BIFAEH SKyy, » 6
HE m B EUE B4 o

(4) 56 UE 53 (Verify ) : 1257502 560 UE 4 58 B
(1 e Ve 2 T Al B, A RE AT
params , ¥ m, H7 A H PKy BUACSH E m
M54 o, S AIE “E” B a4,
2.2 TIEPEAKH L LRE

FESCHER (5], MR B Bt 6 J), Huang
S NFTCUE 2 2 AREI B 40 4 3 B Normal
Adversary, Strong Adversary, Super Adversary.
S5 SCHR [ FISCER (5], FRATTES Han S PR D i 28 7Y
A F Ay 5 FF HASTIT & I G UE 25 44 07 241 de ok
I8t Super Type I, Super Type IT &R iE4F
TEPEANTT Dt 1) o

Super Type I Blili# A, 5 2 KB A AFI
RSB, HR AT LA B A TF 5%
B, FE3CHR[5])H Super Type I Biii# AR T T
R BUE ey BEORE Y A D89 S ik, A
1588 AT DASRAS — 8] 30 3 50 1F i v 5L 28 44 0 (AN
BLA PR Y L e T I AT IR B AR o 755K B
N, A B EFR PKG Z AN .

Super Type IT Bili & A, 26 2 REGHEH A, ©
LN ARG, P UMb n] LS A P )
A, HE Ay AR R E P I A . 23
BR[5] 4 Super Type 1T Biti & Ay AR T T F k1)
Hitife ). R NI A O a5 e, Ap R 0]
DLRAS — S8 n] 3 ok 56 41 19 9 5L 28 44 06T (IR A AN 75 22
Ay TRAGE N 2 B i T I AR AE) o 75 SEBR
N, Ay B RS E PKG FEAREEGE.

2.3 ERMERIK

K, RHANEHHq|(p-1), RGEZ, 11—
MR g T RE, g2 GINAERIG, %G T
A1) i) 7 XA 1) <

(1) B HO ) 8 (DLP): $AETRHEBEC, F

HHH o c Z: , 138 =g"(modp).

(2)71% Diffie-Hellman [ (CDHP): X a,b
eZ,, BH(gg".d) ZilH g (modp).

3 XHEK[6|RIR BN MM TIERERZ A

ZERZEMST

SCHR[6] R T AN TR B M IE E T
UEB2E4TT 5, ZICUE 4 7 e 5 T Diffie
-Hellman [ 8 PR, ASES 734500 HEAT 7047
3.1 XEK6|MTIERERAE

T 58 R — R SCER[6]) U R TR, T
FHR T

(V) RGN FNZEZHk, PKG = ERA
48 p,qHal(p-1), BENLE Z, —ABh ¢ 14
WGy, EREMEEHze Z, HilHy=g", &
P& hash ¥ H: {01}y x 2, — Z,  Hy: {01} x
{01y xZ,~ Z,.

(2) % HAPIHREL: 1958 PKG bEbLEH: s € Z,
W w=g¢" (modp), d=s+zH (ID,w), &M Dy
= dVENH P ID I FAH, Py = wENH P ID
(s A% SRIERT ID BENLIE 2 € Z, VE AL
5, W IR SK = (d, 2) A PK = (w,u) o

(3)Z A MANHE m, BAF S 1Rk
230 g" = wy™ P (mod p) FEE AT, WHRAHT,
WA, AW A A o = dH,y(m,ID,w) +
z(mod q) »

(4) 5 UE S 56 Uk BRI B m G Uk
B X oG, WWH N =H(IDw), h =Hm,
ID,w), 5 g7 BT w(wy™ )™, 0 H R N
BT, AR R4 .

3.2 M ERARHNREHESIT

ok B H W R R 23 S (FL 508 IDg ) I
WAL, AW o, R E m, %84, o, &
XTI my 1254 Homy = m,,

o, = dH,(m,ID,,w) + z(mod q)
oy = dH,y(my,ID,,w) + z(mod q)
2 Bt # n] Do B 8 44 8 S I 58 3 FL HH
SKyp, = (d,2) W'k
d = (0, —0y) /(Hy(my,IDg, w) — Hy(my, IDg, w))
— 0y)H,(my, 1D, w)
/(Hy(my, IDg, w) — Hy(m,, IDg, w)))(mod q)
HE B k] A& F P S AR RS 44
4 HEBRZEMHASNEENMBTIER
ERAE
ARG il A2 5 2 A M TR AN B L 1 h

-(mod q)z = oy — ((o;



7 5

R

TR BT IR AR IOAN S W X I TEUE P28 4 77 1767

IEHRTCUE TR TT 5, T T BT B RO £ A wf
W R, BARGE

() RGE: MNL2ZH K, PKG " ElA
KEHp . q Bl (p—1) o BEHLLZ, I AB g
Tt g, g BTN G o PKGAREIE T
o e zZ, iy =g" (modp). HFE hash AL
H:{01} xZ, = Z, , Hy: {01} xZ,xZ, — Z,,
Hy: {01} x{0,1} x(Z,)' x Z,x Z, — Z, « REA
It 2 $ params = {p,q,9,G,y, H,, Hy, Hy} » T % 5]
msk =z o

(2) s PIPERG: A 5 43 1D Ja , PKG
HAB NI s €2, , RIEUH p=g"
(mod p )7 dy = sy + zH,(ID, p,) (mOd q )a p=g"
(mod p),d, = s + zH,(ID,p,,p,) (mod q). PKG IR
MIH T ID WS FAH Dy = d, » F P IS 2241
Py = (py,pp,dy) « M BENUER 2 € Z; FEHTH s
=2 AP B AE . i P I RA R SK, =
(Dpssmp) = (dy,2) » HI I 2 81 PRy = (P, ) =
(Pos P14y, 97 )

(BB FIE: MNHEm, B4H S e
X
(a) EFE AN BEHLEL rr' € ZZ s WH ce=g"

-(modp),c’ = g" (modp);

(b)% u = Hy(m,ID,c,c’,PKy) 5

()M & v=r—uz (mod ¢ ),
(mod ¢ ).
25422 S MR m %4 0 = (u,v,w) o

(4)BEH T %€ RESH params , BHH
)5 43 ID LA B A 4H PR = (pg, o1y dyy i) 50
UERE VB R m TGUE B4 0 = (u,0,w) J5,
WUk dn 4

gdl — plyH2(ID~,p07P1) (

u = Hy(m,ID,g" ", " (pyy™ )", PKyp )

S PR AN A O i Bz, AR “4R
747,
5 ARMZREMD

7 EBWEAAE AR AT, A AR BZ TG UE 1528
207 FAE BT Super Type 1 #1 Super Type 11
TSR ATAEEAN ] D3, TIAE Super Type IT Bl
FHEH RS Super Type I Bty F JUEH AR,
FRWEPTRR, ARSI B AE Super Type T Xt N 5E
P

WA s Super Type | Xihi#, w5k B
— N EHOSHOE B S (g, 8 = g" ), DA FREORE
15 B U R A, KK A# o, 38 10 fig e B HORT £50m)

o

w=1"—ud,

mod p)

BHEBATRGE LEIEHERESH
params = {p,q,9,G,y, H,,H,, H,} , HHPEANHy =
g", BiR[H params 25 A, HARZ F % Hz . B A i
AT T RIS

(AR R B A % oy ALK
ik, BEEMHLIEREt € [1Lquy], I ID, = ID o XTIV A,
26 4 )T ID, AR R, Wikt a = ¢, W B REHLE
B sp.s.¢.f,2 € Z, WH p, =g (modp), d)=
sp+ze;(mod q), p =g¢" (modp), d =s +af
(mod ¢ ), FH B#IM < (ID;, py),e; > EIFR L (L
H ok 38 6 TS HL H 1R ), WS N < (ID,
po,p1)s f> BIBIER L, (L, FSRIBERX TS AL H, 1)
W); W=t (WLAID, =1D"), BEEHLIESR
S1, % 0y € Z; » RXpp=0=4g"), dy="1", WH
p, =g¢" (modp), d =s +zf (modq), HHH B
<D, py,py). £ > FIFIE L, -

5 B ¥ ID; #HME S (IDNDID, = (do)ID,aSID,
=z, PKyp, = (PIDI »NID,) = ((p())IDI 7(p1)IDZ 7(d1)IDlugzz)
AIMEEPIIIL L.

(2) B4 RAHER I ) . Ay 3] 0] 06F Y ID, 1135845
A, WHRID, = 1D, W Bt “failure”, HAk
Wes A5 B 4 L IFIR[E] D, (5873 A (dy ), 47
Ao

(3) RSB AL W i) : XF N ID, MRS, B #3R LJF
SR sy, 45 A, o

(4) A~ PIEFHRIE R X A AP i 5K {ID,,
PK,ID, = ((p(,) )ID%7(pi)ID%7(d1,)ID,,;’M£DI} , BEHSGK®A
gml’)m = (), - sz(IDu(Z’B)ID,~(Pi)ID,v)’ L R N
W B s A5 B R RIS L PRy, i
A PKyp, » EEBEYIZIR L xR ID, RIS
.

(5) H, #)i) (i e {1,2,3}): A 0] LAZEARATIN [A) 15
W BENLI S ML |, , 1558 B 4EREA1ER L Rl s T
BUH, ()] N 2 A W) B, iR B
CATAEZ W ) B AR [AIAH Y B, 750 B ik —BE
MUEGR 2 Ay, JF HARR LA I SIH N 193 L

(6)Super-Sign ] 1]« B & A 1F H % 4 1)
(ID,,m ), #7ID, = ID" HLXFN ID, M) 23 4H A ol 5 e
I, B E G AR L SRAFAINY 1D, IRV SKyy, = (Dyp,
=dy, sy, = 2) > RIGHENLIEPEEABENLEL v’ € Z,
HitE =g (modp),c’ =g (modp):; BFKENLIE
we zZ, It % uw=Hy(mID,c.c,PKy, ) » ¥ I
< (m,IDi,c,c/,PKID%),u >EHKL . Bl v=r
—uz (modq), w=r1"—ud, (modq), Biitho=
(u,v,w) VEAH P ID, R B m %44

AN, FID, = ID" FALXFR ID, 12 B4 s ik



1768 BT 5%

Bk

%324

B ID, = ID' (ID" (A W] e it B nT A%
AR HO I, B BARARANID, (585, (H2E By
SRAT LB W R VA D, A RS 44 B BEFLIE
Buo,we Z, AEAM)ID, MHE R m %4, JFH
2w = Hy(m,ID;,¢"u", 9" (p, yHl(ID“p“>)“,PKID,,,)’ B
< (m,ID,,¢"u", g (p)yHl (ID;-o) )" PKID) w> IS InE]
IR Ly o 9 A WX Hy 55 (m,ID,, g"u",
9" (poy™ P PKyp, ), BRI AN TEREE 1 w1
H, [ IR ALI5 25 A 10
BEAULE A, Bk A LL— AN ] 2005 R 2R
H—H R4 (ID,m,o = (u,v,w)) , WHEID =
ID", WSRI, BGE. 50 B I 78 5 F
ToEP #7254 16— Ak Forking 5 FEP, 5 Lk
oL 3ok A TR IR, T 13 BB ANF I4 0 = (u, 0,
w), o =W v w) Hhu=d, HFHEUTFELK:
9" (poy™ )" = g (pyy ™)
Ak B AT PIA L, g N ERECS BT R, R
2 B LATHSH 0 = log, 8 = log, (py) = (v — w)
J(u—u")) — zH,(ID, B) , BETMTFE T B0 0 8
BNk, BAV T B AR O BN BT
M. B IRATERH, A FIFH A (py, py, iy 1)
SR8 (9, py,d o ) REAT R4, A AT REERE]
Ji A (pospody) = (posprndy) W6 g% = ()

1 Di: 0m) 332 Schnorr 2544 S AFAEPEAS T Dt
19 K AR IE 11 ﬁﬂ”ﬁ?@lﬁ([l@] 50 55 A
(Pos Prodiy) WAL g = (py)- y™Pemom) BT LATE 2 351

ISR P AR ] 2R e > 7Q / q (Q 4 A WA
Y7 1) TS5 L H, B E) AR T 18 o0 B ) . W A
NHTHE SO AP p BTG DU, B R ETHL
X (g, 8 = g ) LTI

R A TERUT L BER 2 AT T qppy (KD
SRR, W) A AR R IDT A FAEH
IR Z D (1= (1/ qop )™ o XA i hIE% 44
(ID,m,o = (u,v,w)) H ID=1ID" [ Hf K & > K
(l/qCU) s W B R Y% B BN A SR AR o IR A
Adv EES)

1
AdVgL Z q—(l —
cu

Hort Succ™a0t A A 75 Super Type 1 i WA %P2
SR FE G Oy B 2RI RO A S TG UE RS AL T R
Phis BEt BRI . 4 Succ;“f;gff ANET RS, X
Gou » (1= qop )" YR T AdvEE AN AT 20
6 &

A NATTHE RGN WS 8 B AR 5 2 1 R iy i
el e E S R T A TR A, (B XX
BEANIR IS O S 2R 1) % A A o AR [R5 24t
SR (R Hh 2. 1 160 bit G SER T 1024 bit

IPPK cma,cida
dev ) SuCCAI ,super

RSA 2 440), 1847 — IR AT Fr e (I (8] 2 24
APRIE LR EOS 51 10 5454 M AR SCHE I AT
KGR IS I ICUE 244 T7 AT 9 AN RS E
FRECSH, 5 5NN TR 1528 4 07 AR L (SCHR[3]
T 4 DMREMENIEE, 2 MR EIRE0E
SCHR[4)TFEL 2 NIRRT IS, 4 MR 2k 1)
MIAGEHL), ARITT R BRI A R K 5E
ARTEG I, AFRAE VAR T T R AR A
TN AT R A T SR [B] T Rk 1) Bt
KM Super Type I F1 Super Type II TR 247
TEPEA R ERIE I, HA MMtk ik, FIH
AL SBARA AT DARE I — AN AN 55 R PR R TCUE 525
FITE, RN P TAEE A

& % x #

[1]  Al-Riyami S S and Paterson K G. Certificateless public
key cryptography [C]. ASIACRYPT 2003, LNCS 2894,
Berlin: Springer-Verlag, 2003: 452-473.

[2] Barbosa M and Farshim P. Certificateless signcryption [C].
Proceedings of the 2008 ACM symposium on information,
computer and communications security, Tokyo, Japan,
2008: 369-372.

[3] Raylin Tso, Xun Yi, and Huang Xin-yi. Efficient and short
certificateless signature [C]. CANS 2008, LNCS 5339,
Berlin: Springer-Verlag, 2008: 64-79.

[4] Zhang Lei and Zhang Fu-tai. Certificateless signature and
blind signature [J]. Journal of Electronics (China), 2008,
25(5): 629-636.

[5]  Huang Xin-yi, Mu Yi, and Susilo W, et al.. Certificateless
signature revisited [C]. ACISP 2007, LNCS 4586, Berlin:
Springer-Verlag, 2007: 308-322.

6] T&Uk, TR, FU0R%. WA pairing (0TI 1A%

Jig (3], VFEHLN AL, 2008, 28(6): 1395-1397.
Wang H G, Wang C F, and Li Y B, et al.. Certificateless
public key signature scheme without pairing [J]. Computer
Applications, 2008, 28(6):1395-1397.

[7]  Baek J, Safavi-Naini R, and Susilo W. Certificateless
public key encryption without pairing [C]. ISC 2005,
LNCS 3650, Berlin: Springer-Verlag, 2005: 134-148.

[8]  Sun Yin-xia, Zhang Fu-tai, and Baek J. Strongly secure
certificateless public key encryption without pairing [C].
CANS 2007, LNCS 4856, Berlin: Springer-Verlag, 2007:
194-208.

[9] Rafael C and Ricardo D. Two notes on the security of
certificateless signature[C]. ProvSec 2007, LNCS 4784,
Berlin: Springer-Verlag, 2007: 85-102.

[10] Pointcheval D and Stern J. Security arguments for digital
signatures and blind signatures [J]. Journal of Cryptology,
2000, 13(3): 361-396.

[11] Miracl. Multiprecision integer and rational arithmetic
C/C++library, http://indigo. ie/mscott/.

BEE. W, 19854, Wik, W7 AT 5K

4
2, 1967 F4E, [, HIEER, WA, BT

W B ,
HERE S B



