%29 55 3 1
2007 4 3 H

WoF

Journal of Electronics & Information Technology

B % # Vol.29No.3

Mar. 2007

— AR R E R

AAEL

(KEBFRFLEEIRFR
ST T H BRI o R G AER R)E, AE R SR BRFR T SE R T S o G BR AR SNLT 3T

m E: i

RSLUBE
Kit  116026)

UEWT T Oty SRR S TR SRS . SRS L, et Uy RN s T ARG TERE -

KEER: TR, VRUMER, AT
FE S ZES: TNIIS

XHkFRIRAD: A

XELRS: 1009-5896(2007)03-0699-03

An Improved Secure Communication System Based on Chaotic Masking

Zhao Bai-shan
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Abstract: This paper discusses the reason of the security weakness of generalized state-space observers-based

approaches for secure communication, using chaotic masking and chaotic nodulation of a Lorenz system and

proposes a method to solve this problem. Theoretical analysis and simulation show this improvement realized

chaotic masking. By comparison with the original system, this method improves the performance of secure

communication system based on chaotic masking.

Key words: Chaotic masking; Chaotic noise; Spectrum

1 351§

PRI RG] AL 2 2 S, R R AR ) 2 5k
PUAR AR D O I LAE R B AS BRI TR AT
HRGRAR ) T IR A D AR R R 2 Rk, #Eaidot
FET Pz, T HE G U S R R A RS
WA R A H R B (R SCHR(L]
PR TE T AR TIRA S DR 5 1) PR AN FR A o 5 5, O
S T AT PERE], (AR SO SO g RS AR TE
TR s AR SCHRR[S] AR Gl I 58 AR e
AR, IER] T SCRR (1] IR ST R . BEXS L
R, ASCHR TR T AR AL IR T
fERTTE o T S I S TR ek 7 R 23 A S B
1 H
2 RIEEEARMIREN

SCHR L] b & A R P AR Vel o 7 S8 A A A I P 1
7, AT R A &R

©=Ax+ Bs+ f(x,y)

1
y=Cz+ Ds (1)

I HSCHR[1]) P48t T PIFh Lorentz R4 M HAHN S5, 4
X1 NRE:

2005-07-14 Y3, 2005-12-14 2[7]
] 5% 08 38 1 25 3 4 (20040151003 ) A1 AT 3 #4542 30 3 T L filt 5k 4>
(200332922501) ¥ Bl i

-6 6 0 0
i=|~v -1 0]|z+|—yzs|+ Bs (2)
0 0 b Y,

—

+y
SR Sp
v | P

R IR

5533

Rt

1R R
RELEW NIBH: (0,,0,,m,b) =[10,10,28,8 /3], s(t )=
0.05sin(607t ), B =[30 28 0]" , y=[1 0 0]z+s - AT H 1T
I 2, K3 FiRgiR.

M 2, &3 W LAE A G S IR B /N TRV RE 55
T IR, R SCHR[2, 6] FTER BN R A&, (A 2 W]
DA H ¢ 59 B TR ES, LI HEPEAUN. X3
BEAT A E AR 4, 3 AR AL M5 5 IO kR 5
X AENIE T SCER[BI R IS 8. X R TR S RA MR
Xo oAb vy LA I 55 VR sl N 7 1) T 2R o A eI
5 AR MOk S 2 SE DRI 26 16 H 1. A SR B

20 .
s °ff S
=_90 ”1 = —100 e
—40 —200
0 1 2 3 4 0 40 80 120
t(s) f(Hz)

3y



700 LS - %29 %
TR 75 1 D) 2R A R T 5o AL 240, 6, 16, 5IESCHR[6] T HHEBT LR, ATLL
3 MERESEIEILES EWIRIE R G S AR 22 B I ) RS B T . R iings it

H1IET 2 5 TR P 4 K A A R 1 2 TR
i BORIOCHE, WERRENSAE RGUIRETT R RS2 7
AL, IS ATRIAR SAETE M S| 1 A A
it (I ALK 2L, SMRAE I SR T, B I 21130 06 £
IFTRIAZ /N S MRAE AU, R P A5 5 (0 1) %
2o WX B, BAMEIRE TR 4 REOE M A e b —
NRBN (N h—HH). HESISCER6] Il T R 2R
MM REHE A, €, L, (L Q) hm B )i
(A—CL") ZARBAREHE, MARGMANTIREBETE.
BILEAN A (A — CL") FFFEHE IO RTIR &, RS TR
e LIRS L DNRE N, IAREDHIRIER S

i=NxAz+ N xLs+ f(z,y)
; 3)
y:C T+ s
oo A
F=NxAZ+NxLy' —9) + f(z,y) )
1=C"%

R SCHR 6] h 2 (2) 20T R, B R G R AEUE BRI 2
Hexp(N x (A - LCT)t)H < m; exp(—N x ayt) (5)
e e
Nxaoy>my+o, >0 (6)
A G A AR AE L M 3R ¥ Lipschitz 4540 LA & HLIEHE L
AR (6) 78 23 45
4 ZHIRMELS
PLSCHER[3] R I8 3 /M1 V&Y Lorenz R4 4 JR 7Y,
X H AT HOE . N R HUE P #E R 25 R IR, 1K B
N=6, WRGALALREA

-10 10 0 0
P=6x|28 -1 0 |z+|—yz,|+6xLs

0 0 -8/3 y'z, 0
y' =t 0 0fz+s

Hrb s WA AR . Ballom i R,

-10 10 0 0
T=6x]28 —1 0|Z+|—y'z|+6xLy —7)

0 0 —g y'm, ®)
g=[1 0 0]:2

L JySCIR6] I L = 30 28 O]T,ﬂ?ﬂ“ﬂ(NAfNCLT)

HHAE S s(t) = 0.05sin(60 x 7 x ¢) I, JER RG-S 4k &
Gi 2 i (R0 R (1] 4181 8).

M 4 FTELE g AR A R A S R A AR R B v, WL
B 5(a) G HIE S50 B e AeAh, DR F SOk [5] b 20 75
BT LU S A A S S i 5 () A AR S A o8
AHE R A TR PR 2 b, SEBLT HERR (0 H Y, ANREIE
T B IR B DR S A AR . RGUEEMS I h AR R TR
F5 Y AR I IRt TT AP 6 (AR 1 B
——CEAHEI RS (] P, AR 70 I AN 5 |7 2 T P B B
A G AR SLE B e T K A BT DR R — 2

TERENG, RAEMPEREABRIFEAA BT S . BT REU
I, VR R G FR G T AT A X5 P I I Py R A2 Ak
R4, X RWEE 7, B8 .

" i A 100 | T
s ol V] < A
=_20 = M- |
0 -100 AILILR) W f
0 2 4 6 8 10 0 2 4 6 8 10
t(s) t(s)
(a) JEAL o' [T B (b) BIMFREUG o I B
4
100 :
. = 40 Wyt
g 0 ) M ‘
< Ty S o0 Mithy
™ 100 o P~ i
i i e R !
0 10 20 30 40 50 0 10 20 30 40 50
f(Hz) f(Hz)

() Wi ! S

40

. 0
)

—40

—40 =20 0 20 —100 0 100
£ a

(a) B RLAH T (b) M A KA T m

(b) W HRES o S

i\
[him
i
i
H v
2 24 28 32 36 4 0.2 0.6 1 1.4
t(s) t(s)
(a) B S WeTE (b) WMAREE Sy BIE
7
10 >
s off s
-10
—15
0 2 4 6 8 10 0 2 4 6 8 10
t(s) t(s)
(a) JURLIRAE [ 2% (b) B B hek
8



3

ML A — P o i VRV 25 B R 701

s LUIE, RIERZER b REE, HAaRE
H AR A S IR BT BRI AR R R G0 AR A S
Blo [RIMETTESRH, R TT ROEMERS, 8 H
PG5 (AR I, JRIEAR G AR B N BB AN, Al
TR 75 A D RS A o 2 S s R, IR A S
AR o o 7 D 2 tHL SR [5] h AR BRI o

5 #ERIE

ASCRAT R TR SRR LR R — SR
ANBER SEHL R A S AR R AL IFAE IR R ST EA L
Pe TGk %, gl 0 AR W]t R T SERENS IS TIY
IR s FEE AN R DL B T g 2 R 0 1A AL

LA, A ST AR IE H T A R

& % x ¥

[1]  Boutayeb M, Darouach M, and Rafaralahy H. Generalized
state-space observers for chaotic synchronization and secure
communication. [J]. IEEE Trans. Circuits Syst. I, 2002, 49:
345-349.

(2] FFEIF, A MO IR s AR U] R
LRI, 2002, 24(4): 37-410.

Li Jian-fen and Li Nong. A new chaotic masking method for
secure communications based on Chua's circuit. Systems
Engineering and Electronics, 2002, 24(4): 37-410.

(8] RE KA. —AMRIEORE A 7 R SE[T]. EAEEOR,
2003, (1): 103-105.

] SRR, 2R R R R R ). A
THRERF R (BRFHEERR), 2002, 3(6): 37-41.
Zhu Shuang-he and Li Xiao-chun, et al. A new chaotic
masking scheme with applications to secure communications.
Journal of Air Force Engineering University (Natural Science
Edition), 2002, 3(6): 37-41.

[5]  Alvarez G, Montoya F, Romera M, and Pastor G. Breaking
two secure communication systems based on chaotic masking.
[J]. IEEE Trans. Circuits Syst. 11, 2004, 51: 505-506.

6] Liao T and Huang N. An observer-based approach for chaotic
synchronization with applications to secure communications.

[J]. IEEE Trans. Circuits Syst. I, 1999, 46: 1144-1150.

B 5, 1985 fEA, WA, WFSY T 1A iR e B K R
EReg il
KX 53, 1945 4FE, R ARSI hEB TS s

I, J6H IEEE @by, W07 a0 Rk B e IRk
PERIE SRR AT,



