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Abstract: In 5G Vehicular to Everything (5G-V2X), service messages are provided to a group of vehicles
belonging to a specific region by means of point-to-multipoint transmission. To address security threats and
privacy leakage, an authentication and key negotiation scheme is proposed for multicast service message
transmission between content providers and vehicles. A certificate-less aggregated signature technique is used to
batch-verify all vehicles in the group, and improves the efficiency of authentication requests. Secure key
negotiation is realized based on the polynomial key management technique, which makes it impossible for illegal
users or the core network to obtain the shared session key. Finally, a dynamic key update mechanism for
vehicles in the group is implemented, so that when a vehicle joins or leaves the group, the content provider only
needs to send a key update message to update the session key. The proposed scheme can guarantee security
requirements such as anonymity, unlinkability, forward and backward security, and resistance to conspiracy
attacks, as shown by formal verification tools and further security analysis. The computational efficiency is
improved by about 34.2% compared to existing schemes.
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1 5l

AR, P& R IR U KR, B
W (Vehicular-to-Everything, V2X)FIHE& 51 1 2%
ARFEFN T FUbk R 22 BT 78 507 . V2XO 548 1
7T ZEAP AT DA 32 31 25 b WY 28 SEAR B 4%, WA 2R
2 5% (Vehicle-to-Vehicle, V2V). ZE4 2| B A}
Wit (Vehicle-to-Infrastructure, V2I)%&, 0 LCAZE
Wi PR RIRS, B ERMEN . TR
% PUARURRN A 25 = 502

REV2XBEMAERE 1, (B HIGTE2 1%
RE A2 A PR Y . R TR B e B, T
R 538 15 W 45 118 55 V2X (Cellular V2X, C-V2X)
Rigm A . KHE#EV2X (Long Term Evolution
V2X, LTE-V2X)2 # 3 &E A H %1 (3rd
Generation Partnership Project, 3GPP){E 2 14h%
AR SR 1 C-V2XEARPL, Ik, 3GPPL4A
FEH 16 P ARAELL T BOBTAI5G-V2X I, HRR RS
L6RR IV 2XIBAE AN S SR B AN $R AL 40, T E TR
[ AR K B 58 L TR P IEAE BB XS 5 G- V2X i 2 H 4%
SCHE. Hor, TR G S TRE) B s E )
Fr A R g AT LSO R )9 S, T4 4% A%
U G0 ALK — 4L SR R E SR A I R
(EEanZH P R 51 ) A 7T DL B FE 4R I
1R 55 PO IR, 201 SR 1A 2H 8% i 55 4 S TR B AL LA
JIR 55 SR TR A0k B 2 X 22 A2, Uiz sC
FERF SR M 2 B b R REAL 1R, I H R 78
P4y SIS SRR T DASRE S A [R] $0H £E 5]
—HERE B AL, AT A R AL I 2 BT U )
THAE.

HT5G-V2X R4 R A EEEL . i,
THRAEIA R R B DIAEMR. EEFE TR
SRR, FEDG-V2X W 28 Hh 1 2H #R Ik 55 75 2255 3
BB o, XTI SRR B TSR R AT
ERONIE: 2B, RE B A R AL M TR A B AR
W SfE, HZERNTT ) BOR TT 2 3 R 55 I R S
T ARSI H A ETr 2 24
e, ELHEAH EAE. P E AT ANATRERRE
PO . SESE AT M) /) M) % 4 (Perfect For-
ward /Backward Secrecy, PBS/PFS). &1 .
P S

N T PRUETY AR IETE 1) 2 S5 A, F A
UE % EH P B (Authentication and Key Agree-
ment, AKA) MY EREE. HATH X V2X 243k
HUAH B 55 1A S e b, (HE A — 2 S il
UEANEE BBl 7 77 58 SRAE 2240 5 P 45 55 5 =T SR
Z I RS Xus NBSE 7 —FoBrm

VXA NUE A 77 %, W R g — N
H, S4GHZOMSEARTE A BINIE. 2R, BT
LB, S A2 i-EIT8, B, i
A WA AR BIRSS 2 £ H, XAEFA%L
Ao Duafi N7 S8 F AR 15 i 28 25 1 2% F g Ay
BREC R, AR BRI T E ARG R, (EARATTY
77 R BT E LW, I B AEEEH
FOHHAE . Islam% NIRRT — M T 2601 4A
AR B2, MR8,
BT AR 7R E0T {5 H 0 (Trusted Authority, TA)fR
FETE 2R 05 028 () 4 26 Al i g R I 5 BRI 4
RRAEH K . Zhang®e NEEH T —Fh 22 4 20
WERE AR UM RSN R 5 G (Road
Side Unit, RSU)Z [A1HhridL %40 . SR, ]
()77 AR T LR PERC XS, B2 H S pL ) 75 22
IR ATE EW A . Xuds N T —F3t T
P LH B AT, AATTHRE 0 07 S SRR SN
FETF. (HA2, BROUIN BB B SO IH = X
PR, DRI R S N 75 BT S ) A R 53 )
BRI, R Rt G B R
HEH, Cuife NPHEH T —FhEF X V2X 2 45
TR, R4S =5 48 75 BRI AL T 58 ik
FEANE, AR, &N IE FEER 75 2 LA
28, XnReREOCHEN SR, WeitE M
T A SH IR Hh E R, TR
9 15 2L 2 X 4% v 0 ) R e 88 i R 4 ) A A
)24, FETRSeBl A 2 HE I HLH . MaZs A1)
BT HBR SR T — B S R E 14 S
7R e Z 7 A ROV BH R 43 09 5 BRAAIE 2 6 A1 4L
WIMERH. R, HTERAIBINME, bEE P
s, HARBEEHERESTRME, FRE
R AR RS 5 AR, AR Ty .

AL, EHPRZHOT REFEM R EH T
BRIER S, M, BTERREAR, B2
TE LN AN AT BEBS R A7 BT A A S A UE 2 8, T EL
TESINHT P B, AT e 2 38 (e 2. ik 55 55 1)
e 5 = AR N AR AL IR RS,
TRAEN, REALTREREH. FASCH
FI3GPP TS 33.501 Rel-16""krE T 5G & 43 A EA!
AP (5 G- AKA) ML) S B 2H 376 IR 55 1 7E 2 e
W, T IR —F5G-V2Xi7 5 R AHIRR 550
WEFEE A R 7 5 BARI T

(1) SRR, KA TIEBREEAH
AR IR A T A 4248, b T UGE RE
PG A T8 HeAl, JEak o ia ik b e A% = 25
PR 4, SRR UGIERCR



EYUH

TR 5GARIR I H 22 4 R I AL R S I S B S P T 3

(2) BA AT FALE B A iEEHY K
WIERIN G, RAENERA feik S H A 23t
FRUEEH. R HIETE R R IR S
e ftE rhit T DB, TR EEMRREA R,
AT R R A . WAMIB T, EHRNRRE
FRHEAT KR D AT Se B PR 2 T AR

(3) RHTE AL IRAE T A Scyther Flgk— 5 % 4%
PESHTUER 707 R 2R . 8RR, AH
BTRETRE, BT RGH BT E 5lEF
B, RS B SRR

2 ARLRE

WMELTR, AR SRR 2 W3 A A
M, BISGMIZ%, ZE4H (Vehicle) FIZH 3% AR %5 FE it
(Multicast Service Provider, MSP).

5G M 4% H 4% 0 (Core Network, CN)FIE: A
M (Radio Access Networks, RAN)# . B AR
&, CONZNIHE M 4% (Home Network, HN). AR5
W 4% (Server Network, SN)FIH P ~F1i T §e (User
Plane Function, UPF). HHHN HIAIEAR S 4% 2)
e (AUthentication Server Function, AUSF). %t
— s 2H B 2 (Unified Data Management, UDM)
MR NZEARAR A UE AR IR SS o 88 5 BH AR
H0 (Key Generation Center, KGC)7] LL5AUSF
R ARG ERSEOHREE NS Z 5. M
SNH AN )& B I8 (Access and Mobility

=1 o 2% Jk

UDM AUSF

|

%% 08, i i l
SMF =P AMF |
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management Function, AMF) L f& 2> 155 B I g
(Session Management Function, SMF)4 /&, NZ%
WA ANAIEAE kS5 . RN, SMF2Hc & H
S5 RIUPFRIBRARAE S, Kool 55 2o B by 21 1A 1 52
k. UPF, 4RSS 4 1R I N 5G W 2% (1)
B, ST TR AR L 25 B HEAT et e

AM(RAN), A L8 HERZDI5G L
W%, JFoNfafett e, oh, REAU%
ZHHE R RAN R DAAE il 2 3L 55 8t JRH 4
Fo ol 55 Bt 2 A U R 45

AR RS AR AEH (MSP), AL F5GHIZ LM
W R EANER, 5 T 58 AR AT ] 4 A 55 D AE
FE 5T RT3 K DA e IR SR R AR L Y
AR 55 Bt 2 AR i MR AR AN

Vehicle, AR ANTEERI A, F&AEKKM
B, I TABEHIELFIRAN. E[F RANE
VO N BRI RN AR S 4R IR S5 1 it
HAEHT, A AR R EAE 5 GAZ O W 2% AT I
Mo AT AL AR 55 SR A E DGR RO 2R 5 4 R 3R AT
IR -

B T RANMIZE 5 2 [A) 3l 1 T 2 % R 3E 4T 3%
i, HAbsih 2z iEN A LR ISR, TR
LB B AR A% a2 22 L B 58 O ELIE
M AmET. Bk, RANRISGMSE ., 4% RS
Se it Z A B 5 G R 2% A A EE 1% L TISE ST
T AEIE.

=== JF

P 1 2R AR g5
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3 EAXFEHR

5G-V2Xi7 5 N EWRIA IR RS 34T & A
WERAE A IR & KRGV B . F P M
BB, AIEIRSENGER B HIERS S H K
MrEe. e id s i B, BARTT iAW T:
3.1 RGIELMEL

L =S8 k1E NN, AUSFAERPA R
p,q, FETEAMATRIRA m . AR e, ERTTH
PHIEAREG . BEJG 1 — s € Z;F N E
B, FREBRANHAANPWw =sP. T RESF
5MM MR Hy: Gx G — Z;, Hy:{0,1}* x Gx
G—Z:, Hy:{0,1}* x Gx G x {0,1}* = Z}, H;:
G — Z:U K Hy  {0,1} x {0,1}* x G — ZF . Wa,
AUSF Kk %4t 2 params = (¢, G, P, Py, H1, Ho,
Hs, Hy), 30 FE%HsRAFZIUDMH .

3.2 AFPEMMER

TEXABY B, AT @ I R AN i 2 HN 5
(AUSF/UDM), FHiEid5G-AKA YK 58 B 75
FELVEN, 5G-AKA M HAT 58 J5 = IR A4E % 4H
Kanr o BRI HNESE 5 REH, RIEERAT
5E5G-AKAJEAF FH Kanr M 28R 3% 55— 5893 % 4H o

(1) AV DB, € Z;E AR
—#Br, HIUEXNMNPE S AHX, =P R)E
V; M SN R 16 N1 3K B {VID;, X;, IDyn}, 153K
HEHEFEHEELSMHVID; . #0 AHX; LUK
HN 43 Fr IR IDgy o

(2) SNURENE R G, 2K IAIETE SRIH B K45
HN, JFEHAESEH RS FRIRIDsy o

(3) HNURBISN ZIEFIWIER R Z )5, $AT5G-
AKA, ERINEREAVs. # Tk, HNSARK
Vi 4 PID; = VID; @ Ho(sX;, Poub, i), FHHt, KR
AWM AERI . EEREAE, HNESEFE—A
BENLELr; € Zys FHEY; = rPUL Ay = ri + his,
Hrph, = H(PID;, X;,Y:) . % FR, HNSEH %
2B VR B 2 {PID,, Yi, v } KIEZSN.

(4) H5G-AKAWIESKT) 5, SN2 @i HNYR
A B2 TE B K ane B AR B JE B {PID,, Vi, vi } K
RGNV,

(5) 7EV B EN R S 5, A T AR EMR B
e, SEHHE R = Hi(PID;, X,.Y;), I8
W IAUE S Ry P =Y, + by Py, KA By, 10 R
# AL, WKV R B B sk = (24, 00)
ANPIRE Npk; = (X, Y;) T RS8R

HZEW—F, ARSI MEE T LhEd 5HN
FEE ST I 22 A TE SRR B 43 B o

(1) ZH4% 55 FR At MSPBEHLIE B — AN 0 5
Haun e 27, WWHEHED AHX =anP . REHY
B FRIRIDysp FIXy — IR ACZ5HN

(2) HNSEFE—ABEHL Sy € 27, THEMSPH)
AN HYM = ruP A A Hym = ra + hus, 1X
H A by = Hi(IDysp, Xor, Yu) o B J5 ¥ {ym, Yar } 38
@ A IE 2 AW RIEZEMSP.

(3) MSPEURENH B G, SEHIFE hy, 5
WEZE R ymP = Yar + hniPoun o A5 S5 30, U 36 AIE
BT, BMSPRIALEH 3 B Nskuse = (v, 90m) s A
FHE Npkuse = (X, Yar) o
3.3 ZAFEBRSFIEENAEM

TELEBY By, RIS 1R HEE MSPH /LM RAN
RIEHE MRS @A, [F—RANZE &0 H A H AR
VT 2 o 78 A I 25 I 23K T2 B — M RANAL, 34
TR N A PRAE R RS e NNIEIE #E . FEEE AR
TS, RANZYHK. HX—IPRANE G S
R AN,

B, AR IRAEEMSP R RANKIE A IF
RS IEATE S, HVE B BN AL IR 55 B A
55, ORGSR UEH B S IDuse« H A pkuse
. ARJE, RANKE T4 #7525 En v B nfa skt
HTI B HE S

(1) fEUWBIRAN HE (1) 475 e 25 @ 5 B s
BRI BT ) LR R 5 1 R Ve B — N BE LA
a; € Z;, WHA = a;P. Lfw; = Hy(PID;, A;, pk;,
Dysp, T;)» HAT & a0 I RIE . TRt &E
Si = wia; +yi» FWEFEWNZEL N = (i, Ai)
SR JE W RS e NV SR VH Bomsg; = {0, PID;, T} } K i%
#5RAN.

(2) H{RANWLEIZE 1AV, K% B3 N IETE 3R
R, 255 AT LIS 40 P HAh % & 1 K VH

=

MSyisp

ﬂé\ msg={o, PID,, T} ((g))) msgra=14,, PID, T}_ » . ., S}

msgysp=1 P(z), MACy;, Dy, Ty}

>

(e

Vehicles

RAN

enenes )

MSP

K 2 2R HE N ATE R 25 84 R B



FEYUH

TN 5G AR b 22 4 i RO 2 4 I 55 DA IE S B B P R 7 58 5

B AR AT S5 RN I8 A WO 2 T A 1S K
SORNUPNTES N S P

szipi (1)

SR IE RN T B B EAR S R BT8R
é\%afiumSgRAN = {{AZ’ Ti, PIDi}?:lv S}’ ;EPI%mSgRAN
Ri%k45UPF, UPF2F msgp a4 K4 MSP .

(3) HMSPULEIRAN K%K IR A IETE R
BJE, WA, — Ty < ATRERAL, HAT.,.A
RGCUHTIT A, AT 9T 1A 2500 (Al TR B% . 7 5
WE R AN A NTE SR o 5 I TR B AE A AL
oW, 5w, = He(PID;, As, pki, IDusp, T3) 5
FFI6AE S =0

SP= Z ’LUzAz + Z Rz + Z hiPpub (2)
i=1 i=1 i=1

HE oL, MERAEELAHR, MSPHifRE
W B B3 SRV B2 A A, BT EVERERV, .

LA, T iEENEAE, MSPR 4
RG24 A A5 1 240 i R B 44 T SR 2
Do Sr AIATIGAE, A5 3 AR — a3 R MO 5 BH TG K
P EASEREA, EEHERE, HIHEEEM
FEXF Ak R A BE R R B o BRI BV R BT R
3.4 EEBEATLENE

(1) fESERATEM S BN, T a6
E RV, MSPEHE— NN Hdy € 27, IFit
H Dy =duP. TR T = du(Xi + Ri + hiPow) »
W T AR . BT Z, = Hs(J;). 2
J5, MSPHE—NMKES Z, — PN ZAE N
AE, GBI € ZERILE SRR,
iE— " n + LIRZ A P(z) R

B4 1 REERWIEPRMHBEREE

N BEHENIERE BEmsgrany = {{A:, T3, PID;},, S}
ke WRSHAAERGE R, WA HERGE R B, iR [Eltrue
1) DetAlg(S5):
) if SignatureVerify(S) then
) return true;
) else if Num(S) == 1 then
5) return PID;;
) else

) set Sgont = {515 oy S[ns2)};

) set Srcar = {S{n/2+1:5m/2142:»n}s

) DetAlg(Stont);
10) DetAlg(Srear);

n+1
P(x) = [ (z = Zi) + ¢(mod m) (3)

=1

BE 5, MSPik& M S AUERS MACy = Hy(p
IDuisp, Dty Tw) s He i T 9 4 BT OIS (AR . IR 4H
& M 25 Wi B 7H 2 msgygp = {P(z), MACw, Dy, T }
N UPFARIA4RAN.

(2) H{RANWCE)HIEAR S N B, B
R4 N B4

(3) 24 Vi USRI Hh 4k 15 4 2% Sk 1) 2 4 IR 45 e v
WMEE, HRRIFT., — Ty < ATRGRA, #5%
WER MO E ST VE S, 25 B R E A BEE N ,
M5 J! = (v, + ;) Dy » AR Z! = H3(J!) . FFid
T2 WP ()M HE M P(Z)) = o3 BIS1EEH. 52
J&, THEE B MAC), = Hy(p, IDysp, Dy, Th) s
i J FI T =

MAC, = MAC), (4)

SO, WIS . 2 J5 23 R 55 it
FHMSP 2 FH 2 1 55 ARk 2 4 3% Ik 55 s, 4
W ZERRTENC R RO R B f5 A 2 iE % R
132 H 8 R 55 285
3.5 ASIERAEHMNER

FISBIH A&, AT IRIERFH S
FHMIAG 24, FFEXHS TR AT
AL T FHBMG R, BAAWF:

(1) ZEHMAN . XTSI 5%V,
FENUERC T JG, MSP 2 H ia A bR 20t B08 1 22
WHH A = Hs(p), RIGRISHI A &EE MK
FOHHE . EUREIEREE G, HTWRAREER
TR, B b A DURT B R A N H ) 2 16 55 4H
o, BULETE &R Ei € 1, n)i@id ¢’ = Hs(p)
KIRAFH I 2 1E B o 1 BT A A RO R
BT P ok AT B 2 13 5 AR R BT () 22 75 B 5

(2) EWEIT. T OEHHBRES IERHV,,
MSP2x WNEHE PE IR AH G Z, o ARG i — A
BRI E H o M EE 2, HEFWES
i P! ()

n—1
P'(x)=(z—Z) [[ (x— Z) + ¢/ (mod m) (5)
=1
R, MSPHZ IR P (x) ) ess HaEH T K
R e l,n]/{r}. WMEN TFP(Z)#¢,
BT 2H 4R IR 5% 5 1 453 0 v R U G S I A 2
A AN MG e (1,n]/{r}, TTULE
A U AT Z S A 2 h %
P(Zi) = %0/ °
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4 REMSH
41 ERMSH

YL A AL B E IE B M, S B0 3 (5) 2
R A ik, B

SP:ZXW%+%W

i=1

= zn:wiaip + z": yi P
i=1 i=1

= zn:wZAZ + i (7'1' + th)P
i=1 i=1

= Zn:szz + zn:rip + zn: hisP
i=1 i=1 =1

w; A; + Z R, + Z hiPpub (6)
1 i=1 =1

3

BTbL, IR AL .
SIEHIERME, ST -85V, HH
Zi{ =H(J]) = Hs((xi + vi) D)
= Hs(dy(z; + r; + his)P)
:Hg(dM(.IIiP +r, P+ hiPpub))

©
Il

= H3(du(X; + R; + hiPyu)) (7)
g, Bz N2 P (2)133)]
¢ =P(Z)
=zl-z) [] (@ -2)+¢emodm) (8)
j=1,j7i

FrLL,  IERAYERST
4.2 {FMScytheriF TR LD
Scyther & —F i WE ALIGIE T K, mTLLE
SRR SOR BAFAETEE P Sd:, mER. &k
S Rl NBed S0 AR I T AR T
F R IEAE SR R RS IR AR SR, BRIV, A
MSP. HT5G-AKAREFE 4 ERIGE, WA
T EWEM B B Rl oA 2 A, Bt AR 5 lE 4L ik
JRSIENT B S 2l %1 0 KT BL . 13 Dolev-Yao
BERUSRIGUE AR SO R e Ak, fEipisdd, Bk
] DL 5E A4 il WX 48 kA T — R A B0
FTScyther i B 45 R U EI3FR. AT LAE H,
AT R 2 T A Scyther L2 M A & 1,
H &3 BAGH A B 216 2 A 2 R 2 1
4.3 HbRE&MiTe
AR b et g, ##—0
G5 MUt BH AR ST S arT s 2 P e A @ 1k
G GIE. AT RS, 5G HNIEFEMHY
BOB AL A B 45 AR T [ L3R IR 55 I Bk TR AE

HIFFMSS MR FAENVAERT B, A BT B4 e 140
BRI, A VAE R R S NG R E R
msg; = {0, PID;, T; } I K& 25 T I A RAN,
W ETH B RANK X L B R A i — AR5
B R VH Emsggpan = {{4:, T3, PID; },, S} SRIE 4
RSPt @ e R (2) ke ERAGEZEL A
AN e RN, AR, XSS R e
FERT [l 7 VAR S5 o 100 T+ 76 A R0 18 FAHH
yi MBE L o, BFITEOL T, TERIER RS .
Gb, MR 55 TR A T EEAR AR A BV, 6 B
Ji KA B RAE V] DL (7)) Sk 56 uE 4H 7 i
FettE, HAGENRS RS A fe i fL 4 78Ik
%o G b, RS EREN SEELER B A IE .

SUEER K. AT R T 2 %
HEBEE AR Ky REH, ARSI MSPIE
T = du(X; + Ri + hiPowy) 1T 5 E WA,
Fram it 2w (3) Sk v S RE L Rk 51 5 4 A Al 45 B
F B3 E o B T G RATAT N /R

B PERA T BE R E . ASCT R, EME
S H BRI, EEBAHNEME, 28
H Az B fh & 43 PID; = VID; & Hy (s Xy, Poun, ti) o 4+
Yo #% A8 BRI LS S 4 VID, , A Z0H A
sX;o BR THNZ AN, ARAT X & &k M4
RIS B S Sy o BbAh, ZERBENLIE R o, KA

Claim Status Comments

MulticastAuth Vi MulticastAuth,Vi2 Secret _Hidden_1 Verified  No attacks.
MulticastAuth, Vi3 Secret n1 Verified  No attacks.
MulticastAuth,Vid Secret info Verified  No attacks.
MulticastAuth,Vi5 Secret NH Verified  No attacks.
MulticastAuth,Vié Secret n2 Verified  No attacks.
MulticastAuth,Vi7 Secret K VM Verified  No attacks.
MulticastAuth,Vi8 Secret ID Verified  No attacks.
MulticastAuth,Vi9 Alive Verified  No attacks.
MulticastAuth,Vi10 Weakagree k  Verified No attacks.
MulticastAuth,Vi11 Niagree Verified  No attacks.
MulticastAuth,Vi12 Nisynch Verified  No attacks.

MSP  MulticastAuth, MSP2 Secret _Hidd: 2 Verified  No attacks.
MulticastAuth, MSP3 Secret ID Verified  No attacks.
MulticastAuth, MSP4 Se t n2 Verified  No attacks.
MulticastAuth, MSP5 Secret K VM Verified No attacks.
MulticastAuth, MSP6 Secret n1 Verified  No attacks.
MulticastAuth MSP7  Secret info Verified  No attacks.
MulticastAuth, MSP8 Se t NH Verified  No attacks.
MulticastAuth, MSP9 Alive Verified  No attacks.
MulticastAuth MSP10  Weakagree Verified  No attacks.
MulticastAuth MSP11  Niagree Verified  No attacks.

3 Scytherffj K455



HY UM TN 5G AR b 22 4 i RO 2 4 I 55 DA IE S B B P R 7 58 7
JREE A, B TR A AN R SR S R 2 MR 1% 2 W R A R R A, XA T
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